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AGENDA

• What does “reasonable security” mean from the perspective 
of an attorney’s ethical and professional obligations.

• Why cybersecurity risk assessments are as necessary for 
attorneys as they are for clients.

• Risk avoidance, mitigation, and transference.

BUT FIRST, SOME CONTEXT…



THE LETTER YOU NEVER WANT TO SEND
NOTICE OF NETWORK SECURITY INCIDENT

DEAR STEVEN W. TEPPLER:

[THIS] LAW FIRM IS A PERSONAL INJURY LAW FIRM… . WE ARE WRITING TO LET YOU KNOW OF AN INCIDENT THAT MAY HAVE EXPOSED 
SOME OF YOUR PERSONAL IDENTIFIABLE INFORMATION AND PROVIDE YOU WITH RESOURCES YOU CAN USE TO HELP PROTECT YOUR 
INFORMATION.

WHAT HAPPENED AND WHAT INFORMATION WAS INVOLVED:
ON SEPTEMBER 20, 2021, WE DETECTED AND STOPPED A NETWORK SECURITY INCIDENT. WE IMMEDIATELY ENGAGED, THIRD-PARTY 
FORENSIC SPECIALISTS TO ASSIST US WITH SECURING THE NETWORK ENVIRONMENT, AND THEN INVESTIGATING THE EXTENT OF ANY 
UNAUTHORIZED ACTIVITY.  OUR INVESTIGATION DETERMINED AN UNAUTHORIZED THIRD-PARTY ACCESSED OUR NETWORK, AND MAY HAVE 
COMPROMISED CERTAIN PERSONAL INFORMATION.

WE FOUND NO EVIDENCE THAT YOUR INFORMATION HAS BEEN SPECIFICALLY MISUSED, HOWEVER, IT IS POSSIBLE THAT THE FOLLOWING 
PERSONAL INFORMATION COULD HAVE BEEN COMPROMISED BY AN UNAUTHORIZED THIRD-PARTY:  NAME, ADDRESS, AND SOCIAL 
SECURITY NUMBER OR TAX ID.

WHAT WE ARE DOING:
UPON DETECTING THIS INCIDENT, WE MOVED QUICKLY TO INITIATE A RESPONSE, WHICH INCLUDED CONDUCTING AN INVESTIGATION 
WITH THE ASSISTANCE OF CYBER SECURITY EXPERTS AND CONFIRMING THE SECURITY OF OUR NETWORK ENVIRONMENT. WE ALSO 
NOTIFIED LAW-ENFORCEMENT.  WE REVIEWED AND ALTERED OUR POLICIES, PROCEDURES, AND NETWORK SECURITY SOFTWARE
RELATING TO THE SECURITY OF OUR SYSTEMS AND SERVERS AND HAVE REVISED HOW WE STORE AND MANAGE DATA.

WE ARE OFFERING FREE IDENTITY MONITORING SERVICES …



ATTORNEYS ARE TARGETS FOR CYBERCRIMINALS
• Attorneys generate, transmit, receive, store and dispose of vast amounts of 

computer-generated client and client-related information.
(Client information is immensely valuable…to criminals, too). 

• Targeted cybersecurity attacks whereby bad-actors gain access to a law firm’s 
network and client information are increasing in number and severity and 
affecting firms of all sizes. 

• Increased remote work situations, use of multiple computing devices and 
methods (desktops, laptops, mobile devices, “cloud” or “virtualized” computing, 
etc.) and the “interconnected” world increase attack targets.

• These attacks typically involve some variant of ransomware, encryption and/or 
threat to disclose information. 

ABA Formal Opinion 477R:  “[c]ybersecurity recognizes a  world where law 
[discussed is] hacking and data loss in terms of ‘when,’ and not ‘if.’” 



ATTORNEY CYBERSECURITY OBLIGATIONS
• ETHICAL 

• (COMPETENCY AND ATTORNEY DISCIPLINE)

• PROFESSIONAL 

• (POTENTIAL CIVIL, COMMON LAW AND STATUTORY LIABILITY)

• OTHER REGULATORY (U.S. ONLY!)

• (FTC, SEC, HHS, STATE REGULATORS)

COMING UP NEXT? 



ATTORNEY ETHICS OBLIGATIONS

• 1.1: “COMPETENCE”

• 1.6: “CONFIDENTIALITY OF INFORMATION”

• 5.3: “RESPONSIBILITIES FOR NON-LAWYER ASSISTANTS”



COMPETENCE
ABA MODEL RULES
1.1: COMPETENCE “A lawyer shall provide competent representation … [which] requires the legal 
knowledge, skill, thoroughness and preparation reasonably necessary for the representation.”

Comment 8: 

to remain competent, lawyers need to “keep abreast of changes in the law and its practice, including the 
benefits and risks associated with relevant technology.”

https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_profession
al_conduct/rule_1_1_competence/

https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_profession
al_conduct/rule_1_1_competence/comment_on_rule_1_1/

https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_1_1_competence/
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_1_1_competence/comment_on_rule_1_1/


CLIENT CONFIDENCES
1.6: CONFIDENTIALITY OF INFORMATION

(c) “A lawyer shall make reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or 
unauthorized access to, information relating to the representation of a client.”

Comment 18:  
• requires lawyers “to safeguard information relating to the representation of a client against 

unauthorized access” and “inadvertent or unauthorized disclosure.”  

• unauthorized access/disclosure does not violate the rule provided you “made reasonable efforts to 
prevent the access or disclosure.”  

https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_profession
al_conduct/rule_1_6_confidentiality_of_information/

https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_profession
al_conduct/rule_1_6_confidentiality_of_information/comment_on_rule_1_6/

https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_1_6_confidentiality_of_information/
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_1_6_confidentiality_of_information/comment_on_rule_1_6/


NON-LAWYER ASSISTANTS
5.3: WITH RESPECT TO A NONLAWYER EMPLOYED, RETAINED BY OR ASSOCIATED WITH A 
LAWYER 
A lawyer 

(b) having direct supervisory authority over [a] nonlawyer shall make reasonable efforts to ensure that the person's
conduct is compatible with the professional obligations of the lawyer; and

(c) shall be responsible for conduct of such a person that violat[e these] … rules … if engaged in by a lawyer if [the
lawyer]:

(1) orders or, with the knowledge …ratifies the conduct involved; or
(2) is a partner or has comparable managerial authority in the law firm … or has direct supervisory authority over the
person and knows of the conduct at a time when its consequences can be avoided or mitigated but fails to take
reasonable remedial action.

Comment (3):
When retaining or directing a[n outside] nonlawyer…, a lawyer should communicate directions appropriate under the 
circumstances to give reasonable assurance that the nonlawyer's conduct is compatible with the … [lawyer’s] obligations.
www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_5_3_responsibilities_
regarding_nonlawyer_assistant/

But that’s not all…

http://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_5_3_responsibilities_regarding_nonlawyer_assistant/


ABA FORMAL OPINION 477R (REAFFIRMING 08-451):  
LEGAL TECH SERVICE PROVIDERS

OPINION 477R:   OUTSOURCING LEGAL AND NON-LEGAL SERVICES. 
In selecting the vendor, factors to consider include:
• reference check and vendor credentials
• reference checks and vendor credentials;
• vendor’s security policies and protocols;
• vendor’s hiring practices;
• the use of confidentiality agreements;
• vendor’s conflicts check system; and
• the availability and accessibility of a legal forum for legal relief for violations of the vendor agreement.

It’s 2023.  Consider also… 
• Cybersecurity reps and assurance 
• Indemnification
• Cybersecurity insurance
• Contractual obligations for meaningful incident and continuing status reporting and 

requirements
• SBOM (Software Bill of Materials -- for opensource/software supply chain components) 



ATTORNEY CYBERSECURITY ETHICAL CONCERNS 
IN A NUTSHELL

It’s all about competence and maintaining competence, 
diligence and remaining diligent.



WHAT IS AN ATTORNEY CYBERSECURITY 
COMPETENCE?

• Protect client confidential information from compromise 
• Understand the risks involved in generating, communicating, storing and disposing 
computer-generated client and practice-related information.



AND NOW, FOR A TASTE OF NEW YORK
New York RPC 1.1 Competence 
Comment 8:

“… lawyer should (i) keep abreast of changes in … [the law] … (ii) keep abreast of the 
benefits and risks associated with technology the lawyer uses to provide services to clients 
or to store or transmit confidential information, and (iii) engage in study and education and 
comply with all applicable CLE requirements.”

New York lawyers must take at least 1 credit hour in cybersecurity beginning 2023.

www.nycourts.gov/ad3/AGC/Forms/Rules/Rules%20of%20Professional%20Conduct%2022NYCRR%20
Part%201200.pdf

www.nycourts.gov/LegacyPDFS/RULES/jointappellate/Joint%20Order%20amending%2022%20NYCRR
%201500%20Cybersecurity%20CLE%20requirement%20%2006-10-22.pdf



DON’T FORGET CALIFORNIA
Rule 1.1 (a) Competence:
A lawyer shall not intentionally, recklessly, with gross negligence, or repeatedly fail to perform legal 
services with competence.

Comment 1: The duties set forth in this rule include the duty to keep abreast of the changes in 
the law and its practice, including the benefits and risks associated with relevant technology.
https://www.calbar.ca.gov/portals/0/documents/rules/rule_1.1-exec_summary-redline.pdf

2020-203 CA State Bar Formal Opinion:  Lawyers who use electronic devices which contain 
confidential client information must assess the risks of keeping such data on electronic devices 
and computers and take reasonable steps to secure their electronic systems to minimize the risk 
of unauthorized access.
www.calbar.ca.gov/Portals/0/documents/ethics/Opinions/Formal-Opinion-No-2020-203-Data-
Breaches.pdf

https://www.calbar.ca.gov/portals/0/documents/rules/rule_1.1-exec_summary-redline.pdf
https://www.calbar.ca.gov/Portals/0/documents/ethics/Opinions/Formal-Opinion-No-2020-203-Data-Breaches.pdf


ABA MODEL RULE 1.6(c) REASONABLE STANDARD

ABA MODEL RULE 1.6(c) Requires a lawyer to make reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or 
unauthorized access to, information relating to the representation of a client.

• WHAT IS REASONABLE?
• Fact based
• Objective

ABA MODEL RULE 1.6 COMMENT 18 “FACTORS TO BE CONSIDERED IN DETERMINING REASONABLENESS INCLUDE”  
• Sensitivity of the information
• Likelihood of disclosure without additional safeguards
• Cost and difficulty of implementation
• Adverse impact on ability to represent clients
• Note:  additional requirements imposed by “other law… are beyond the scope of these Rules.”

• WAIT WAIT, THAT’S NOT ALL



ATTORNEY ETHICAL OBLIGATIONS 
CONVERGE WITH LEGAL REQUIREMENTS

Laws to which attorneys may be subject  …. The Usual Suspects
• Health Insurance Portability And Accountability Act Of 1996 (HIPAA) 
• Gramm-Leach-Bliley Act 15 U.S.C. §§ 6801 et seq.
• Sarbanes-Oxley 15 § 7241 
• FTC Act Section 5
• Common Law malpractice/tort, etc.
• State Breach Notification Laws - (Now all 50 states)
• California Consumer Privacy Act 2018/California Privacy Rights Act …. 

And for our next act…. 



NEW YORK’S NEW KIDS ON THE BLOCK

23 NYCRR Part 500 (financial services)
• Each covered entity shall maintain a cybersecurity program designed to protect 

the confidentiality, integrity and availability of the covered entity’s information 
systems.

https://govt.westlaw.com/nycrr/Document/I60c61d2b0d5f11e79781d30ba488e782?viewType=FullText&originationContext=d
ocumenttoc&transitionType=CategoryPageItem&contextData=(sc.Default)&bhcp=1

N.Y. Gen. Business Law §§899-aa and 899-bb (Data Security Protections)  
Eff. August 2022
899-bb(2) (a) Reasonable Security Requirement. 

any person or business that owns or licenses computerized data which includes private 
information of a resident of New York shall develop, implement and maintain 
reasonable safeguards to protect the security, confidentiality and integrity of the 
private information including, but not limited to, disposal of data.

https://govt.westlaw.com/nycrr/Document/I60c61d2b0d5f11e79781d30ba488e782?viewType=FullText&originationContext=documenttoc&transitionType=CategoryPageItem&contextData=(sc.Default)&bhcp=1


CYBERSECURITY COMPETENCE MEANS 
UNDERSTANDING AND ACTING ON  RISK

From a cybersecurity perspective, risk is defined as
“[a]n effect of uncertainty on or within information and technology. Cybersecurity 
risks relate to the loss of confidentiality, integrity, or availability of information, 
data, or information (or control) systems and reflect the potential adverse 
impacts to organizational operations (i.e., mission, functions, image, or reputation) 
and assets, individuals, other organizations.”

(Definition based on ISO guide 73 [6] and NIST SP 800-60 vol. 1 rev. 1 [7])
source(s): NISTIR 8286 from ISO guide 73 - adapted, NIST SP 800-60 vol. 1 rev. 1 -; see https://csrc.Nist.Gov/glossary/term/cybersecurity_risk



CYBERSECURITY RISK ASSESSMENT

Risk Assessments: are a reality check as to the risks that are real and those that 
are unlikely.  They help attorneys focus on the risks that are most likely to occur.
Types of Risks:

• Internal risks: “in-house” risks can be presented by firm attorneys, staff, contractors and 
managed service providers, (e.g., cloud storage, payroll, etc.) 

• External risks: risks exposure arising from interaction with clients or third parties.



RISK ASSESSMENT FOR LAWYERS MEANS
EVALUATE CYBERSECURITY SAFEGUARDS

• NY Gen. Bus. Law 899-bb:
“Businesses with less than 50 employees, less than $3 million in gross annual revenue for the last three fiscal 
years or less than $5 million in total assets are deemed compliant if their security program contains 
reasonable administrative, technical, and physical safeguards that are appropriate for the size and 
complexity of the business, the nature and scope of the business' activities, and the sensitivity of the 
personal information involved.” [Emphasis added].

• § 139:41. Data breach and related torts—data breach legislation, 4F N.Y. Prac., Com. Litig. In New York State 
Courts § 139:41 (Westlaw, 5th ed.)

• The First Class Action Lawsuit Under GBL 899-bb has already been filed

• Chabak et al. v Somnia, Inc. No. 7:22-cv-9341 (SDNY October 31, 2022)



ABOUT THOSE §899-BB SAFEGUARDS…
• ADMINISTRATIVE SAFEGUARDS: Designate one or more employees to coordinate the security 

program, assess the sufficiency of the safeguards in place, identify reasonably foreseeable 
internal and external risks, train employees about the security program, require service providers 
maintain appropriate safeguards, and update/adjust the security program based on changing 
circumstances.

• TECHNICAL SAFEGUARDS: Assess the risks associated with network and software design and 
data processing, transmission and storage, and for detecting, preventing and responding to attacks 
or system failures, and regularly monitor and test the key controls, systems, and procedures 
implemented.

• PHYSICAL SAFEGUARDS: Assess the risks associated with data storage and disposal, implement 
measures to detect, protect against unauthorized access/misuse of data, and to prevent and 
respond to intrusions, and ensure the proper disposition of private (CLIENT!) information.



ACTING ON THE RISK ASSESSMENT
OPTION ONE – I’M OUTTA HERE

RISK AVOIDANCE: Most communications today are online, either by email, a messaging 
program or some other electronic system.  Firm stakeholders share information, which if 
intercepted, could be used to commit identity compromise and wire transfer fraud (even for 
the law firm itself).   Obviously, you cannot eliminate all online communications and internet 
access (although that would certainly minimize the risk). 



OPTION TWO
JUST DO SOMETHING

RISK MITIGATION:  Risks can never be eliminated but may be mitigated by implementing 
reasonable administrative, technical and physical safeguards (aka controls). One major 
objective of a risk assessment is to identify those risks that can be mitigated to reduce the 
threat of a cybersecurity incident.



OPTION THREE 
BETTER THEE THAN ME

RISK TRANSFERENCE – Risks can be minimized in part by transferring the liability 
to a third party through cyberinsurance, contractual indemnification and 
cybersecurity assurance provisions. While this approach may limit monetary liability, 
it does not address or prevent problems arising from the consequences of 
unauthorized confidential information disclosure.   Cyberinsurers are not only now 
taking a harder look at a potential insured’s cybersecurity attestations before 
issuing coverage, they may seek to rescind an entire policy in the event where even 
a single attestation may be interpreted as misleading.

• Risk Transference for Attorneys – never a panacea: Think 
disciplinary and regulatory proceedings.



OPTION FOUR
HEAR NO EVIL, SEE NO EVIL…

IGNORANCE – Don’t do anything…. Wait for the inevitable including ethical, civil, and 
regulatory penalties



THANKS!

• Lauren X. Topelsohn, Esquire
ltopelsohn@mblawfirm.com

• Steven W. Teppler, Esquire
steppler@mblawfirm.com

• Co-chairs, Cybersecurity and Privacy Practice,

MANDELBAUM BARRETT, PC



AMERICAN BAR ASSOCIATION       
STANDING COMMITTEE ON ETHICS AND PROFESSIONAL RESPONSIBILITY              

Formal Opinion 477R*        May 11, 2017 

Revised May 22, 2017 

Securing Communication of Protected Client Information 

A lawyer generally may transmit information relating to the representation of a client over the 

internet without violating the Model Rules of Professional Conduct where the lawyer has 

undertaken reasonable efforts to prevent inadvertent or unauthorized access. However, a lawyer 

may be required to take special security precautions to protect against the inadvertent or 

unauthorized disclosure of client information when required by an agreement with the client or by 

law, or when the nature of the information requires a higher degree of security. 

I. Introduction 

In Formal Opinion 99-413 this Committee addressed a lawyer’s confidentiality obligations 
for email communications with clients.  While the basic obligations of confidentiality remain 
applicable today, the role and risks of technology in the practice of law have evolved since 1999 
prompting the need to update Opinion 99-413. 

 
Formal Opinion 99-413 concluded: “Lawyers have a reasonable expectation of privacy in 

communications made by all forms of e-mail, including unencrypted e-mail sent on the Internet, 
despite some risk of interception and disclosure.  It therefore follows that its use is consistent with 
the duty under Rule 1.6 to use reasonable means to maintain the confidentiality of information 
relating to a client’s representation.”1 

 
Unlike 1999 where multiple methods of communication were prevalent, today, many 

lawyers primarily use electronic means to communicate and exchange documents with clients, 
other lawyers, and even with other persons who are assisting a lawyer in delivering legal services 
to clients.2 

 
Since 1999, those providing legal services now regularly use a variety of devices to create, 

transmit and store confidential communications, including desktop, laptop and notebook 

                                                 
*The opinion below is a revision of, and replaces Formal Opinion 477 as issued by the Committee May 11, 2017.  This 

opinion is based on the ABA Model Rules of Professional Conduct as amended by the ABA House of Delegates through August 
2016. The laws, court rules, regulations, rules of professional conduct, and opinions promulgated in individual jurisdictions are 
controlling. 

1. ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 99-413, at 11 (1999). 
2. ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 08-451 (2008); ABA COMMISSION ON ETHICS 20/20 

REPORT TO THE HOUSE OF DELEGATES (2012),  
http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20120508_ethics_20_20_final_resolution_and_report_
outsourcing_posting.authcheckdam.pdf. 
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computers, tablet devices, smartphones, and cloud resource and storage locations.  Each device 
and each storage location offer an opportunity for the inadvertent or unauthorized disclosure of 
information relating to the representation, and thus implicate a lawyer’s ethical duties.3 

 
In 2012 the ABA adopted “technology amendments” to the Model Rules, including 

updating the Comments to Rule 1.1 on lawyer technological competency and adding paragraph (c) 
and a new Comment to Rule 1.6, addressing a lawyer’s obligation to take reasonable measures to 
prevent inadvertent or unauthorized disclosure of information relating to the representation. 

  
At the same time, the term “cybersecurity” has come into existence to encompass the broad 

range of issues relating to preserving individual privacy from intrusion by nefarious actors 
throughout the internet.  Cybersecurity recognizes a post-Opinion 99-413 world where law 
enforcement discusses hacking and data loss in terms of “when,” and not “if.”4  Law firms are 
targets for two general reasons: (1) they obtain, store and use highly sensitive information about 
their clients while at times utilizing safeguards to shield that information that may be inferior to 
those deployed by the client, and (2) the information in their possession is more likely to be of 
interest to a hacker and likely less voluminous than that held by the client.5 

  
The Model Rules do not impose greater or different duties of confidentiality based upon 

the method by which a lawyer communicates with a client.  But how a lawyer should comply with 
the core duty of confidentiality in an ever-changing technological world requires some reflection. 

 
Against this backdrop we describe the “technology amendments” made to the Model Rules 

in 2012, identify some of the technology risks lawyers face, and discuss factors other than the 
Model Rules of Professional Conduct that lawyers should consider when using electronic means 
to communicate regarding client matters. 

 
II. Duty of Competence 

Since 1983, Model Rule 1.1 has read: “A lawyer shall provide competent representation to 
a client. Competent representation requires the legal knowledge, skill, thoroughness and 
preparation reasonably necessary for the representation.”6  The scope of this requirement was 

                                                 
3. See JILL D. RHODES & VINCENT I. POLLEY, THE ABA CYBERSECURITY HANDBOOK: A RESOURCE FOR ATTORNEYS, LAW 

FIRMS, AND BUSINESS PROFESSIONALS 7 (2013) [hereinafter ABA CYBERSECURITY HANDBOOK]. 
4. “Cybersecurity” is defined as “measures taken to protect a computer or computer system (as on the internet) against 

unauthorized access or attack.” CYBERSECURITY, MERRIAM WEBSTER, http://www.merriam-webster.com/dictionary/cybersecurity 
(last visited Sept. 10, 2016).  In 2012 the ABA created the Cybersecurity Legal Task Force to help lawyers grapple with the legal 
challenges created by cyberspace.  In 2013 the Task Force published The ABA Cybersecurity Handbook: A Resource For 
Attorneys, Law Firms, and Business Professionals. 

5. Bradford A. Bleier, Unit Chief to the Cyber National Security Section in the FBI’s Cyber Division, indicated that 
“[l]aw firms have tremendous concentrations of really critical private information, and breaking into a firm’s computer system is a 
really optimal way to obtain economic and personal security information.” Ed Finkel, Cyberspace Under Siege, A.B.A. J., Nov. 1, 
2010. 

6. A LEGISLATIVE HISTORY: THE DEVELOPMENT OF THE ABA MODEL RULES OF PROFESSIONAL CONDUCT, 1982-2013, at 
37-44 (Art Garwin ed., 2013). 
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clarified in 2012 when the ABA recognized the increasing impact of technology on the practice of 
law and the duty of lawyers to develop an understanding of that technology. Thus, Comment [8] 
to Rule 1.1 was modified to read:   

To maintain the requisite knowledge and skill, a lawyer should keep abreast of 
changes in the law and its practice, including the benefits and risks associated with 
relevant technology, engage in continuing study and education and comply with all 
continuing legal education requirements to which the lawyer is subject. (Emphasis 
added.)7 

Regarding the change to Rule 1.1’s Comment, the ABA Commission on Ethics 20/20 
explained: 

Model Rule 1.1 requires a lawyer to provide competent representation, and 
Comment [6] [renumbered as Comment [8]] specifies that, to remain competent, 
lawyers need to “keep abreast of changes in the law and its practice.”  The 
Commission concluded that, in order to keep abreast of changes in law practice in 
a digital age, lawyers necessarily need to understand basic features of relevant 
technology and that this aspect of competence should be expressed in the Comment.  
For example, a lawyer would have difficulty providing competent legal services in 
today’s environment without knowing how to use email or create an electronic 
document. 8 

III. Duty of Confidentiality 

In 2012, amendments to Rule 1.6 modified both the rule and the commentary about what 
efforts are required to preserve the confidentiality of information relating to the representation.  
Model Rule 1.6(a) requires that “A lawyer shall not reveal information relating to the 
representation of a client” unless certain circumstances arise.9  The 2012 modification added a new 
duty in paragraph (c) that: “A lawyer shall make reasonable efforts to prevent the inadvertent or 
unauthorized disclosure of, or unauthorized access to, information relating to the representation of 
a client.”10   
 
 
                                                 

7. Id. at 43.  
8. ABA COMMISSION ON ETHICS 20/20 REPORT 105A (Aug. 2012),  

http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20120808_revised_resolution_105a_as_amended.authc
heckdam.pdf. The 20/20 Commission also noted that modification of Comment [6] did not change the lawyer’s substantive duty 
of competence: “Comment [6] already encompasses an obligation to remain aware of changes in technology that affect law practice, 
but the Commission concluded that making this explicit, by addition of the phrase ‘including the benefits and risks associated with 
relevant technology,’ would offer greater clarity in this area and emphasize the importance of technology to modern law practice. 
The proposed amendment, which appears in a Comment, does not impose any new obligations on lawyers. Rather, the amendment 
is intended to serve as a reminder to lawyers that they should remain aware of technology, including the benefits and risks associated 
with it, as part of a lawyer’s general ethical duty to remain competent.” 

9. MODEL RULES OF PROF’L CONDUCT R. 1.6(a) (2016). 
10. Id. at (c).  
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Amended Comment [18] explains: 
 

Paragraph (c) requires a lawyer to act competently to safeguard information relating 
to the representation of a client against unauthorized access by third parties and 
against inadvertent or unauthorized disclosure by the lawyer or other persons who 
are participating in the representation of the client or who are subject to the lawyer’s 
supervision.  See Rules 1.1, 5.1 and 5.3.  The unauthorized access to, or the 
inadvertent or unauthorized disclosure of, information relating to the representation 
of a client does not constitute a violation of paragraph (c) if the lawyer has made 
reasonable efforts to prevent the access or disclosure. 

At the intersection of a lawyer’s competence obligation to keep “abreast of knowledge of 
the benefits and risks associated with relevant technology,” and confidentiality obligation to make 
“reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized access 
to, information relating to the representation of a client,” lawyers must exercise reasonable efforts 
when using technology in communicating about client matters.  What constitutes reasonable efforts 
is not susceptible to a hard and fast rule, but rather is contingent upon a set of factors.  In turn, 
those factors depend on the multitude of possible types of information being communicated 
(ranging along a spectrum from highly sensitive information to insignificant), the methods of 
electronic communications employed, and the types of available security measures for each 
method.11 

 
Therefore, in an environment of increasing cyber threats, the Committee concludes 

that, adopting the language in the ABA Cybersecurity Handbook, the reasonable efforts 
standard:  

. . . rejects requirements for specific security measures (such as firewalls, 
passwords, and the like) and instead adopts a fact-specific approach to business 
security obligations that requires a “process” to assess risks, identify and implement 
appropriate security measures responsive to those risks, verify that they are 
effectively implemented, and ensure that they are continually updated in response 
to new developments.12 

Recognizing the necessity of employing a fact-based analysis, Comment [18] to Model 
Rule 1.6(c) includes nonexclusive factors to guide lawyers in making a “reasonable efforts” 
determination. Those factors include: 

 the sensitivity of the information,  

                                                 
11. The 20/20 Commission’s report emphasized that lawyers are not the guarantors of data safety. It wrote: 

“[t]o be clear, paragraph (c) does not mean that a lawyer engages in professional misconduct any time a client’s confidences are 
subject to unauthorized access or disclosed inadvertently or without authority.  A sentence in Comment [16] makes this point 
explicitly.  The reality is that disclosures can occur even if lawyers take all reasonable precautions.  The Commission, however, 
believes that it is important to state in the black letter of Model Rule 1.6 that lawyers have a duty to take reasonable precautions, 
even if those precautions will not guarantee the protection of confidential information under all circumstances.” 

12. ABA CYBERSECURITY HANDBOOK, supra note 3, at 48-49. 
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 the likelihood of disclosure if additional safeguards are not employed,  
 the cost of employing additional safeguards,  
 the difficulty of implementing the safeguards, and  
 the extent to which the safeguards adversely affect the lawyer’s ability to represent 

clients (e.g., by making a device or important piece of software excessively difficult 
to use).13  

 
A fact-based analysis means that particularly strong protective measures, like encryption, 

are warranted in some circumstances.  Model Rule 1.4 may require a lawyer to discuss security 
safeguards with clients.  Under certain circumstances, the lawyer may need to obtain informed 
consent from the client regarding whether to the use enhanced security measures, the costs 
involved, and the impact of those costs on the expense of the representation where nonstandard 
and not easily available or affordable security methods may be required or requested by the client.  
Reasonable efforts, as it pertains to certain highly sensitive information, might require avoiding 
the use of electronic methods or any technology to communicate with the client altogether, just as 
it warranted avoiding the use of the telephone, fax and mail in Formal Opinion 99-413. 

 
In contrast, for matters of normal or low sensitivity, standard security methods with low to 

reasonable costs to implement, may be sufficient to meet the reasonable-efforts standard to protect 
client information from inadvertent and unauthorized disclosure. 

 
In the technological landscape of Opinion 99-413, and due to the reasonable expectations 

of privacy available to email communications at the time, unencrypted email posed no greater risk 
of interception or disclosure than other non-electronic forms of communication.  This basic 
premise remains true today for routine communication with clients, presuming the lawyer has 
implemented basic and reasonably available methods of common electronic security measures.14  
Thus, the use of unencrypted routine email generally remains an acceptable method of lawyer-
client communication. 

 
However, cyber-threats and the proliferation of electronic communications devices have 

changed the landscape and it is not always reasonable to rely on the use of unencrypted email.  For 
example, electronic communication through certain mobile applications or on message boards or 
via unsecured networks may lack the basic expectation of privacy afforded to email 
communications.  Therefore, lawyers must, on a case-by-case basis, constantly analyze how they 
communicate electronically about client matters, applying the Comment [18] factors to determine 
what effort is reasonable.  

                                                 
13. MODEL RULES OF PROF’L CONDUCT R. 1.6 cmt. [18] (2016). “The [Ethics 20/20] Commission examined the possibility 

of offering more detailed guidance about the measures that lawyers should employ. The Commission concluded, however, that 
technology is changing too rapidly to offer such guidance and that the particular measures lawyers should use will necessarily 
change as technology evolves and as new risks emerge and new security procedures become available.”  ABA COMMISSION REPORT 
105A, supra note 8, at 5. 

14. See item 3 below. 
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While it is beyond the scope of an ethics opinion to specify the reasonable steps that 
lawyers should take under any given set of facts, we offer the following considerations as guidance: 

 
1. Understand the Nature of the Threat.   

 
Understanding the nature of the threat includes consideration of the sensitivity of a client’s 
information and whether the client’s matter is a higher risk for cyber intrusion.  Client 
matters involving proprietary information in highly sensitive industries such as industrial 
designs, mergers and acquisitions or trade secrets, and industries like healthcare, banking, 
defense or education, may present a higher risk of data theft.15  “Reasonable efforts” in 
higher risk scenarios generally means that greater effort is warranted. 

 
2. Understand How Client Confidential Information is Transmitted and Where It Is Stored.   

 
A lawyer should understand how their firm’s electronic communications are created, where 
client data resides, and what avenues exist to access that information. Understanding these 
processes will assist a lawyer in managing the risk of inadvertent or unauthorized 
disclosure of client-related information.  Every access point is a potential entry point for a 
data loss or disclosure.  The lawyer’s task is complicated in a world where multiple devices 
may be used to communicate with or about a client and then store those communications.  
Each access point, and each device, should be evaluated for security compliance. 
 

3. Understand and Use Reasonable Electronic Security Measures.  
 
Model Rule 1.6(c) requires a lawyer to make reasonable efforts to prevent the inadvertent 
or unauthorized disclosure of, or unauthorized access to, information relating to the 
representation of a client.  As Comment [18] makes clear, what is deemed to be 
“reasonable” may vary, depending on the facts and circumstances of each case.  Electronic 
disclosure of, or access to, client communications can occur in different forms ranging 
from a direct intrusion into a law firm’s systems to theft or interception of information 
during the transmission process.  Making reasonable efforts to protect against unauthorized 
disclosure in client communications thus includes analysis of security measures applied to 
both disclosure and access to a law firm’s technology system and transmissions. 
 
A lawyer should understand and use electronic security measures to safeguard client 
communications and information.  A lawyer has a variety of options to safeguard 
communications including, for example, using secure internet access methods to 
communicate, access and store client information (such as through secure Wi-Fi, the use 
of a Virtual Private Network, or another secure internet portal), using unique complex 

                                                 
15. See, e.g., Noah Garner, The Most Prominent Cyber Threats Faced by High-Target Industries, TREND-MICRO (Jan. 

25, 2016), http://blog.trendmicro.com/the-most-prominent-cyber-threats-faced-by-high-target-industries/. 
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passwords, changed periodically, implementing firewalls and anti-Malware/Anti-
Spyware/Antivirus software on all devices upon which client confidential information is 
transmitted or stored, and applying all necessary security patches and updates to 
operational and communications software.  Each of these measures is routinely accessible 
and reasonably affordable or free.  Lawyers may consider refusing access to firm systems 
to devices failing to comply with these basic methods.  It also may be reasonable to use 
commonly available methods to remotely disable lost or stolen devices, and to destroy the 
data contained on those devices, especially if encryption is not also being used.   
 
Other available tools include encryption of data that is physically stored on a device and 
multi-factor authentication to access firm systems.  
 
In the electronic world, “delete” usually does not mean information is permanently deleted, 
and “deleted” data may be subject to recovery.  Therefore, a lawyer should consider 
whether certain data should ever be stored in an unencrypted environment, or electronically 
transmitted at all. 
 

4. Determine How Electronic Communications About Clients Matters Should Be Protected.  
 
Different communications require different levels of protection.  At the beginning of the 
client-lawyer relationship, the lawyer and client should discuss what levels of security will 
be necessary for each electronic communication about client matters.  Communications to 
third parties containing protected client information requires analysis to determine what 
degree of protection is appropriate.  In situations where the communication (and any 
attachments) are sensitive or warrant extra security, additional electronic protection may 
be required.  For example, if client information is of sufficient sensitivity, a lawyer should 
encrypt the transmission and determine how to do so to sufficiently protect it,16 and 
consider the use of password protection for any attachments.  Alternatively, lawyers can 
consider the use of a well vetted and secure third-party cloud based file storage system to 
exchange documents normally attached to emails.  
 
Thus, routine communications sent electronically are those communications that do not 
contain information warranting additional security measures beyond basic methods.  
However, in some circumstances, a client’s lack of technological sophistication or the 
limitations of technology available to the client may require alternative non-electronic 
forms of communication altogether. 
 

                                                 
16. See Cal. Formal Op. 2010-179 (2010); ABA CYBERSECURITY HANDBOOK, supra note 3, at 121.  Indeed, certain 

laws and regulations require encryption in certain situations.  Id. at 58-59. 
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A lawyer also should be cautious in communicating with a client if the client uses 
computers or other devices subject to the access or control of a third party.17  If so, the 
attorney-client privilege and confidentiality of communications and attached documents 
may be waived.  Therefore, the lawyer should warn the client about the risk of sending or 
receiving electronic communications using a computer or other device, or email account, 
to which a third party has, or may gain, access.18   
 

5. Label Client Confidential Information.   
 
Lawyers should follow the better practice of marking privileged and confidential client 
communications as “privileged and confidential” in order to alert anyone to whom the 
communication was inadvertently disclosed that the communication is intended to be 
privileged and confidential.  This can also consist of something as simple as appending a 
message or “disclaimer” to client emails, where such a disclaimer is accurate and 
appropriate for the communication.19 
 
Model Rule 4.4(b) obligates a lawyer who “knows or reasonably should know” that he has 
received an inadvertently sent “document or electronically stored information relating to 
the representation of the lawyer’s client” to promptly notify the sending lawyer.  A clear 
and conspicuous appropriately used disclaimer may affect whether a recipient lawyer’s 
duty under Model Rule 4.4(b) for inadvertently transmitted communications is satisfied. 
 

 

                                                 
17. ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 11-459, Duty to Protect the Confidentiality of E-mail 

Communications with One’s Client (2011).  Formal Op. 11-459 was issued prior to the 2012 amendments to Rule 1.6. These 
amendments added new Rule 1.6(c), which provides that lawyers “shall” make reasonable efforts to prevent the unauthorized or 
inadvertent access to client information. See, e.g., Scott v. Beth Israel Med. Center, Inc., Civ. A. No. 3:04-CV-139-RJC-DCK, 847 
N.Y.S.2d 436 (Sup. Ct. 2007); Mason v. ILS Tech., LLC, 2008 WL 731557, 2008 BL 298576 (W.D.N.C. 2008); Holmes v. 
Petrovich Dev Co., LLC, 191 Cal. App. 4th 1047 (2011) (employee communications with lawyer over company owned computer 
not privileged); Bingham v. BayCare Health Sys., 2016 WL 3917513, 2016 BL 233476 (M.D. Fla. July 20, 2016) (collecting cases 
on privilege waiver for privileged emails sent or received through an employer’s email server). 

18. Some state bar ethics opinions have explored the circumstances under which email communications should be 
afforded special security protections. See, e.g., Tex. Prof’l Ethics Comm. Op. 648 (2015) that identified six situations in which a 
lawyer should consider whether to encrypt or use some other type of security precaution:  

 communicating highly sensitive or confidential information via email or unencrypted email connections; 
 sending an email to or from an account that the email sender or recipient shares with others; 
 sending an email to a client when it is possible that a third person (such as a spouse in a divorce case) knows the password 

to the email account, or to an individual client at that client’s work email account, especially if the email relates to a 
client’s employment dispute with his employer…; 

 sending an email from a public computer or a borrowed computer or where the lawyer knows that the emails the lawyer 
sends are being read on a public or borrowed computer or on an unsecure network; 

 sending an email if the lawyer knows that the email recipient is accessing the email on devices that are potentially 
accessible to third persons or are not protected by a password; or 

 sending an email if the lawyer is concerned that the NSA or other law enforcement agency may read the lawyer’s email 
communication, with or without a warrant. 
19. See Veteran Med. Prods. v. Bionix Dev. Corp., Case No. 1:05-cv-655, 2008 WL 696546 at *8, 2008 BL 51876 at *8 

(W.D. Mich. Mar. 13, 2008) (email disclaimer that read “this email and any files transmitted with are confidential and are intended 
solely for the use of the individual or entity to whom they are addressed” with nondisclosure constitutes a reasonable effort to 
maintain the secrecy of its business plan). 



Formal Opinion 477R                                                                                                ____   _     9 

6. Train Lawyers and Nonlawyer Assistants in Technology and Information Security.   
 
Model Rule 5.1 provides that a partner in a law firm, and a lawyer who individually or 
together with other lawyers possesses comparable managerial authority in a law firm, shall 
make reasonable efforts to ensure that the firm has in effect measures giving reasonable 
assurance that all lawyers in the firm conform to the Rules of Professional Conduct.  Model 
Rule 5.1 also provides that lawyers having direct supervisory authority over another lawyer 
shall make reasonable efforts to ensure that the other lawyer conforms to the Rules of 
Professional Conduct.  In addition, Rule 5.3 requires lawyers who are responsible for 
managing and supervising nonlawyer assistants to take reasonable steps to reasonably 
assure that the conduct of such assistants is compatible with the ethical duties of the lawyer.  
These requirements are as applicable to electronic practices as they are to comparable 
office procedures. 
 
In the context of electronic communications, lawyers must establish policies and 
procedures, and periodically train employees, subordinates and others assisting in the 
delivery of legal services, in the use of reasonably secure methods of electronic 
communications with clients.  Lawyers also must instruct and supervise on reasonable 
measures for access to and storage of those communications.  Once processes are 
established, supervising lawyers must follow up to ensure these policies are being 
implemented and partners and lawyers with comparable managerial authority must 
periodically reassess and update these policies.  This is no different than the other 
obligations for supervision of office practices and procedures to protect client information. 

 
7. Conduct Due Diligence on Vendors Providing Communication Technology.   

 
Consistent with Model Rule 1.6(c), Model Rule 5.3 imposes a duty on lawyers with direct 
supervisory authority over a nonlawyer to make “reasonable efforts to ensure that” the 
nonlawyer’s “conduct is compatible with the professional obligations of the lawyer.” 
 
In ABA Formal Opinion 08-451, this Committee analyzed Model Rule 5.3 and a lawyer’s 
obligation when outsourcing legal and nonlegal services.  That opinion identified several 
issues a lawyer should consider when selecting the outsource vendor, to meet the lawyer’s 
due diligence and duty of supervision.  Those factors also apply in the analysis of vendor 
selection in the context of electronic communications.  Such factors may include: 
  

 reference checks and vendor credentials;  
 vendor’s security policies and protocols;  
 vendor’s hiring practices;  
 the use of confidentiality agreements;  
 vendor’s conflicts check system to screen for adversity; and 
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 the availability and accessibility of a legal forum for legal relief for violations of 
the vendor agreement. 
  

Any lack of individual competence by a lawyer to evaluate and employ safeguards to 
protect client confidences may be addressed through association with another lawyer or 
expert, or by education.20 

Since the issuance of Formal Opinion 08-451, Comment [3] to Model Rule 5.3 was added 
to address outsourcing, including “using an Internet-based service to store client 
information.”  Comment [3] provides that the “reasonable efforts” required by Model Rule 
5.3 to ensure that the nonlawyer’s services are provided in a manner that is compatible with 
the lawyer’s professional obligations “will depend upon the circumstances.”  Comment [3] 
contains suggested factors that might be taken into account: 

 the education, experience, and reputation of the nonlawyer; 
 the nature of the services involved; 
 the terms of any arrangements concerning the protection of client information; and 
 the legal and ethical environments of the jurisdictions in which the services will be 

performed particularly with regard to confidentiality. 
 
Comment [3] further provides that when retaining or directing a nonlawyer outside of the 
firm, lawyers should communicate “directions appropriate under the circumstances to give 
reasonable assurance that the nonlawyer’s conduct is compatible with the professional 
obligations of the lawyer.”21  If the client has not directed the selection of the outside 
nonlawyer vendor, the lawyer has the responsibility to monitor how those services are 
being performed.22    
 
Even after a lawyer examines these various considerations and is satisfied that the security 
employed is sufficient to comply with the duty of confidentiality, the lawyer must 
periodically reassess these factors to confirm that the lawyer’s actions continue to comply 
with the ethical obligations and have not been rendered inadequate by changes in 
circumstances or technology.  

                                                 
20. MODEL RULES OF PROF’L CONDUCT R. 1.1 cmts. [2] & [8] (2016).   
21. The ABA’s catalog of state bar ethics opinions applying the rules of professional conduct to cloud storage 

arrangements involving client information can be found at:  
http://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/charts_fyis/cloud-ethics-
chart.html. 

22. By contrast, where a client directs the selection of a particular nonlawyer service provider outside the firm, “the 
lawyer ordinarily should agree with the client concerning the allocation of responsibility for monitoring as between the client and 
the lawyer.” MODEL RULES OF PROF’L CONDUCT R. 5.3 cmt. [4] (2016).  The concept of monitoring recognizes that although it may 
not be possible to “directly supervise” a client directed nonlawyer outside the firm performing services in connection with a matter, 
a lawyer must nevertheless remain aware of how the nonlawyer services are being performed. ABA COMMISSION ON ETHICS 20/20 
REPORT 105C, at 12 (Aug. 2012), 
http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/2012_hod_annual_meeting_105c_filed_may_2012.auth
checkdam.pdf. 
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IV. Duty to Communicate 

Communications between a lawyer and client generally are addressed in Rule 1.4.  When 
the lawyer reasonably believes that highly sensitive confidential client information is being 
transmitted so that extra measures to protect the email transmission are warranted, the lawyer 
should inform the client about the risks involved.23  The lawyer and client then should decide 
whether another mode of transmission, such as high level encryption or personal delivery is 
warranted.  Similarly, a lawyer should consult with the client as to how to appropriately and safely 
use technology in their communication, in compliance with other laws that might be applicable to 
the client.  Whether a lawyer is using methods and practices to comply with administrative, 
statutory, or international legal standards is beyond the scope of this opinion. 

 
A client may insist or require that the lawyer undertake certain forms of communication.  

As explained in Comment [19] to Model Rule 1.6, “A client may require the lawyer to implement 
special security measures not required by this Rule or may give informed consent to the use of a 
means of communication that would otherwise be prohibited by this Rule.” 

 
V. Conclusion 

Rule 1.1 requires a lawyer to provide competent representation to a client.  Comment [8] 
to Rule 1.1 advises lawyers that to maintain the requisite knowledge and skill for competent 
representation, a lawyer should keep abreast of the benefits and risks associated with relevant 
technology.  Rule 1.6(c) requires a lawyer to make “reasonable efforts” to prevent the inadvertent 
or unauthorized disclosure of or access to information relating to the representation. 

 
A lawyer generally may transmit information relating to the representation of a client over 

the internet without violating the Model Rules of Professional Conduct where the lawyer has 
undertaken reasonable efforts to prevent inadvertent or unauthorized access.  However, a lawyer 
may be required to take special security precautions to protect against the inadvertent or 
unauthorized disclosure of client information when required by an agreement with the client or by 
law, or when the nature of the information requires a higher degree of security. 
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Rule 1.1 Competence -
Comment
Share:

    

Client-Lawyer Relationship

Legal Knowledge and Skill

[1]  In determining whether a lawyer employs the requisite knowledge and
skill in a particular matter, relevant factors include the relative complexity
and specialized nature of the matter, the lawyer's general experience, the
lawyer's training and experience in the field in question, the preparation and
study the lawyer is able to give the matter and whether it is feasible to refer
the matter to, or associate or consult with, a lawyer of established
competence in the field in question. In many instances, the required
proficiency is that of a general practitioner. Expertise in a particular field of
law may be required in some circumstances.

[2]  A lawyer need not necessarily have special training or prior experience
to handle legal problems of a type with which the lawyer is unfamiliar. A
newly admitted lawyer can be as competent as a practitioner with long
experience. Some important legal skills, such as the analysis of precedent,
the evaluation of evidence and legal drafting, are required in all legal
problems. Perhaps the most fundamental legal skill consists of determining
what kind of legal problems a situation may involve, a skill that necessarily
transcends any particular specialized knowledge. A lawyer can provide
adequate representation in a wholly novel field through necessary study.
Competent representation can also be provided through the association of a
lawyer of established competence in the field in question.

[3]  In an emergency a lawyer may give advice or assistance in a matter in
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which the lawyer does not have the skill ordinarily required where referral
to or consultation or association with another lawyer would be impractical.
Even in an emergency, however, assistance should be limited to that
reasonably necessary in the circumstances, for ill-considered action under
emergency conditions can jeopardize the client's interest.

[4]  A lawyer may accept representation where the requisite level of
competence can be achieved by reasonable preparation. This applies as well
to a lawyer who is appointed as counsel for an unrepresented person. See
also Rule 6.2.

Thoroughness and Preparation

[5]  Competent handling of a particular matter includes inquiry into and
analysis of the factual and legal elements of the problem, and use of
methods and procedures meeting the standards of competent practitioners.
It also includes adequate preparation. The required attention and
preparation are determined in part by what is at stake; major litigation and
complex transactions ordinarily require more extensive treatment than
matters of lesser complexity and consequence. An agreement between the
lawyer and the client regarding the scope of the representation may limit
the matters for which the lawyer is responsible. See Rule 1.2(c).

Retaining or Contracting With Other Lawyers

[6]  Before a lawyer retains or contracts with other lawyers outside the
lawyer’s own firm to provide or assist in the provision of legal services to a
client, the lawyer should ordinarily obtain informed consent from the client
and must reasonably believe that the other lawyers’ services will contribute
to the competent and ethical representation of the client.  See also Rules 1.2
(allocation of authority), 1.4 (communication with client), 1.5(e) (fee
sharing), 1.6 (confidentiality), and 5.5(a) (unauthorized practice of law). 
The reasonableness of the decision to retain or contract with other lawyers
outside the lawyer’s own firm will depend upon the circumstances,
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including the education, experience and reputation of the nonfirm lawyers;
the nature of the services assigned to the nonfirm lawyers; and the legal
protections, professional conduct rules, and ethical environments of the
jurisdictions in which the services will be performed, particularly relating
to confidential information.

[7]  When lawyers from more than one law firm are providing legal
services to the client on a particular matter, the lawyers ordinarily should
consult with each other and the client about the scope of their respective
representations and the allocation of responsibility among them. See Rule
1.2.  When making allocations of responsibility in a matter pending before
a tribunal, lawyers and parties may have additional obligations that are a
matter of law beyond the scope of these Rules.

Maintaining Competence

[8]  To maintain the requisite knowledge and skill, a lawyer should keep
abreast of changes in the law and its practice, including the benefits and
risks associated with relevant technology, engage in continuing study and
education and comply with all continuing legal education requirements to
which the lawyer is subject.
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Rule 1.6: Confidentiality of
Information
Share:

    

Client-Lawyer Relationship

(a) A lawyer shall not reveal information relating to the representation of a
client unless the client gives informed consent, the disclosure is impliedly
authorized in order to carry out the representation or the disclosure is
permitted by paragraph (b).

(b) A lawyer may reveal information relating to the representation of a
client to the extent the lawyer reasonably believes necessary:

(1) to prevent reasonably certain death or substantial bodily harm;

(2) to prevent the client from committing a crime or fraud that is
reasonably certain to result in substantial injury to the financial
interests or property of another and in furtherance of which the client
has used or is using the lawyer's services;

(3) to prevent, mitigate or rectify substantial injury to the financial
interests or property of another that is reasonably certain to result or
has resulted from the client's commission of a crime or fraud in
furtherance of which the client has used the lawyer's services;

(4) to secure legal advice about the lawyer's compliance with these
Rules;

(5) to establish a claim or defense on behalf of the lawyer in a
controversy between the lawyer and the client, to establish a defense
to a criminal charge or civil claim against the lawyer based upon
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conduct in which the client was involved, or to respond to allegations
in any proceeding concerning the lawyer's representation of the
client; 

(6) to comply with other law or a court order; or

(7) to detect and resolve conflicts of interest arising from the lawyer’s
change of employment or from changes in the composition or
ownership of a firm, but only if the revealed information would not
compromise the attorney-client privilege or otherwise prejudice the
client. 

(c)  A lawyer shall make reasonable efforts to prevent the inadvertent or
unauthorized disclosure of, or unauthorized access to, information relating
to the representation of a client.

 |  | 
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Rule 1.6 Confidentiality of
Information - Comment
Share:

    

Client-Lawyer Relationship

[1]  This Rule governs the disclosure by a lawyer of information relating to
the representation of a client during the lawyer's representation of the
client. See Rule 1.18 for the lawyer's duties with respect to information
provided to the lawyer by a prospective client, Rule 1.9(c)(2) for the
lawyer's duty not to reveal information relating to the lawyer's prior
representation of a former client and Rules 1.8(b) and 1.9(c)(1) for the
lawyer's duties with respect to the use of such information to the
disadvantage of clients and former clients.

[2]  A fundamental principle in the client-lawyer relationship is that, in the
absence of the client's informed consent, the lawyer must not reveal
information relating to the representation. See Rule 1.0(e) for the definition
of informed consent. This contributes to the trust that is the hallmark of the
client-lawyer relationship. The client is thereby encouraged to seek legal
assistance and to communicate fully and frankly with the lawyer even as to
embarrassing or legally damaging subject matter. The lawyer needs this
information to represent the client effectively and, if necessary, to advise
the client to refrain from wrongful conduct. Almost without exception,
clients come to lawyers in order to determine their rights and what is, in the
complex of laws and regulations, deemed to be legal and correct. Based
upon experience, lawyers know that almost all clients follow the advice
given, and the law is upheld.

[3]  The principle of client-lawyer confidentiality is given effect by related
bodies of law: the attorney-client privilege, the work product doctrine and
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the rule of confidentiality established in professional ethics. The attorney-
client privilege and work product doctrine apply in judicial and other
proceedings in which a lawyer may be called as a witness or otherwise
required to produce evidence concerning a client. The rule of client-lawyer
confidentiality applies in situations other than those where evidence is
sought from the lawyer through compulsion of law. The confidentiality
rule, for example, applies not only to matters communicated in confidence
by the client but also to all information relating to the representation,
whatever its source. A lawyer may not disclose such information except as
authorized or required by the Rules of Professional Conduct or other law.
See also Scope.

[4]  Paragraph (a) prohibits a lawyer from revealing information relating to
the representation of a client. This prohibition also applies to disclosures by
a lawyer that do not in themselves reveal protected information but could
reasonably lead to the discovery of such information by a third person. A
lawyer's use of a hypothetical to discuss issues relating to the representation
is permissible so long as there is no reasonable likelihood that the listener
will be able to ascertain the identity of the client or the situation involved.

Authorized Disclosure

[5]  Except to the extent that the client's instructions or special
circumstances limit that authority, a lawyer is impliedly authorized to make
disclosures about a client when appropriate in carrying out the
representation. In some situations, for example, a lawyer may be impliedly
authorized to admit a fact that cannot properly be disputed or to make a
disclosure that facilitates a satisfactory conclusion to a matter. Lawyers in a
firm may, in the course of the firm's practice, disclose to each other
information relating to a client of the firm, unless the client has instructed
that particular information be confined to specified lawyers.

Disclosure Adverse to Client

Rule 1.6 Confidentiality of Information - Comment https://www.americanbar.org/groups/professional_responsibility/publica...

2 of 9 12/26/22, 2:29 PM



[6]  Although the public interest is usually best served by a strict rule
requiring lawyers to preserve the confidentiality of information relating to
the representation of their clients, the confidentiality rule is subject to
limited exceptions. Paragraph (b)(1) recognizes the overriding value of life
and physical integrity and permits disclosure reasonably necessary to
prevent reasonably certain death or substantial bodily harm. Such harm is
reasonably certain to occur if it will be suffered imminently or if there is a
present and substantial threat that a person will suffer such harm at a later
date if the lawyer fails to take action necessary to eliminate the threat.
Thus, a lawyer who knows that a client has accidentally discharged toxic
waste into a town's water supply may reveal this information to the
authorities if there is a present and substantial risk that a person who drinks
the water will contract a life-threatening or debilitating disease and the
lawyer's disclosure is necessary to eliminate the threat or reduce the
number of victims.

[7]  Paragraph (b)(2) is a limited exception to the rule of confidentiality that
permits the lawyer to reveal information to the extent necessary to enable
affected persons or appropriate authorities to prevent the client from
committing a crime or fraud, as defined in Rule 1.0(d), that is reasonably
certain to result in substantial injury to the financial or property interests of
another and in furtherance of which the client has used or is using the
lawyer’s services. Such a serious abuse of the client-lawyer relationship by
the client forfeits the protection of this Rule. The client can, of course,
prevent such disclosure by refraining from the wrongful conduct. Although
paragraph (b)(2) does not require the lawyer to reveal the client’s
misconduct, the lawyer may not counsel or assist the client in conduct the
lawyer knows is criminal or fraudulent. See Rule 1.2(d). See also Rule 1.16
with respect to the lawyer’s obligation or right to withdraw from the
representation of the client in such circumstances, and Rule 1.13(c), which
permits the lawyer, where the client is an organization, to reveal
information relating to the representation in limited circumstances.

[8]  Paragraph (b)(3) addresses the situation in which the lawyer does not
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learn of the client’s crime or fraud until after it has been consummated.
Although the client no longer has the option of preventing disclosure by
refraining from the wrongful conduct, there will be situations in which the
loss suffered by the affected person can be prevented, rectified or mitigated.
In such situations, the lawyer may disclose information relating to the
representation to the extent necessary to enable the affected persons to
prevent or mitigate reasonably certain losses or to attempt to recoup their
losses. Paragraph (b)(3) does not apply when a person who has committed a
crime or fraud thereafter employs a lawyer for representation concerning
that offense.

[9]  A lawyer's confidentiality obligations do not preclude a lawyer from
securing confidential legal advice about the lawyer's personal responsibility
to comply with these Rules. In most situations, disclosing information to
secure such advice will be impliedly authorized for the lawyer to carry out
the representation. Even when the disclosure is not impliedly authorized,
paragraph (b)(4) permits such disclosure because of the importance of a
lawyer's compliance with the Rules of Professional Conduct.

[10]  Where a legal claim or disciplinary charge alleges complicity of the
lawyer in a client's conduct or other misconduct of the lawyer involving
representation of the client, the lawyer may respond to the extent the lawyer
reasonably believes necessary to establish a defense. The same is true with
respect to a claim involving the conduct or representation of a former
client. Such a charge can arise in a civil, criminal, disciplinary or other
proceeding and can be based on a wrong allegedly committed by the lawyer
against the client or on a wrong alleged by a third person, for example, a
person claiming to have been defrauded by the lawyer and client acting
together. The lawyer's right to respond arises when an assertion of such
complicity has been made. Paragraph (b)(5) does not require the lawyer to
await the commencement of an action or proceeding that charges such
complicity, so that the defense may be established by responding directly to
a third party who has made such an assertion. The right to defend also
applies, of course, where a proceeding has been commenced.
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[11]   A lawyer entitled to a fee is permitted by paragraph (b)(5) to prove
the services rendered in an action to collect it. This aspect of the rule
expresses the principle that the beneficiary of a fiduciary relationship may
not exploit it to the detriment of the fiduciary.

[12]   Other law may require that a lawyer disclose information about a
client. Whether such a law supersedes Rule 1.6 is a question of law beyond
the scope of these Rules. When disclosure of information relating to the
representation appears to be required by other law, the lawyer must discuss
the matter with the client to the extent required by Rule 1.4. If, however,
the other law supersedes this Rule and requires disclosure, paragraph (b)(6)
permits the lawyer to make such disclosures as are necessary to comply
with the law.

Detection of Conflicts of Interest

[13]   Paragraph (b)(7) recognizes that lawyers in different firms may need
to disclose limited information to each other to detect and resolve conflicts
of interest, such as when a lawyer is considering an association with
another firm, two or more firms are considering a merger, or a lawyer is
considering the purchase of a law practice.  See Rule 1.17, Comment [7]. 
Under these circumstances, lawyers and law firms are permitted to disclose
limited information, but only once substantive discussions regarding the
new relationship have occurred.  Any such disclosure should ordinarily
include no more than the identity of the persons and entities involved in a
matter, a brief summary of the general issues involved, and information
about whether the matter has terminated.  Even this limited information,
however, should be disclosed only to the extent reasonably necessary to
detect and resolve conflicts of interest that might arise from the possible
new relationship.  Moreover, the disclosure of any information is prohibited
if it would compromise the attorney-client privilege or otherwise prejudice
the client (e.g., the fact that a corporate client is seeking advice on a
corporate takeover that has not been publicly announced; that a person has
consulted a lawyer about the possibility of divorce before the person's
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intentions are known to the person's spouse; or that a person has consulted
a lawyer about a criminal investigation that has not led to a public charge). 
Under those circumstances, paragraph (a) prohibits disclosure unless the
client or former client gives informed consent.  A lawyer’s fiduciary duty to
the lawyer’s firm may also govern a lawyer’s conduct when exploring an
association with another firm and is beyond the scope of these Rules.

[14]   Any information disclosed pursuant to paragraph (b)(7) may be used
or further disclosed only to the extent necessary to detect and resolve
conflicts of interest.  Paragraph (b)(7) does not restrict the use of
information acquired by means independent of any disclosure pursuant to
paragraph (b)(7).  Paragraph (b)(7) also does not affect the disclosure of
information within a law firm when the disclosure is otherwise authorized,
see Comment [5], such as when a lawyer in a firm discloses information to
another lawyer in the same firm to detect and resolve conflicts of interest
that could arise in connection with undertaking a new representation.

[15]   A lawyer may be ordered to reveal information relating to the
representation of a client by a court or by another tribunal or governmental
entity claiming authority pursuant to other law to compel the disclosure.
Absent informed consent of the client to do otherwise, the lawyer should
assert on behalf of the client all nonfrivolous claims that the order is not
authorized by other law or that the information sought is protected against
disclosure by the attorney-client privilege or other applicable law. In the
event of an adverse ruling, the lawyer must consult with the client about the
possibility of appeal to the extent required by Rule 1.4. Unless review is
sought, however, paragraph (b)(6) permits the lawyer to comply with the
court's order.

[16]   Paragraph (b) permits disclosure only to the extent the lawyer
reasonably believes the disclosure is necessary to accomplish one of the
purposes specified. Where practicable, the lawyer should first seek to
persuade the client to take suitable action to obviate the need for disclosure.
In any case, a disclosure adverse to the client's interest should be no greater
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than the lawyer reasonably believes necessary to accomplish the purpose. If
the disclosure will be made in connection with a judicial proceeding, the
disclosure should be made in a manner that limits access to the information
to the tribunal or other persons having a need to know it and appropriate
protective orders or other arrangements should be sought by the lawyer to
the fullest extent practicable.

[17]   Paragraph (b) permits but does not
require the disclosure of information relating to
a client's representation to accomplish the
purposes specified in paragraphs (b)(1) through
(b)(6). In exercising the discretion conferred by
this Rule, the lawyer may consider such factors
as the nature of the lawyer's relationship with
the client and with those who might be injured
by the client, the lawyer's own involvement in
the transaction and factors that may extenuate
the conduct in question. A lawyer's decision
not to disclose as permitted by paragraph (b)
does not violate this Rule. Disclosure may be
required, however, by other Rules. Some Rules
require disclosure only if such disclosure
would be permitted by paragraph (b). See
Rules 1.2(d), 4.1(b), 8.1 and 8.3. Rule 3.3, on
the other hand, requires disclosure in some
circumstances regardless of whether such
disclosure is permitted by this Rule. See Rule
3.3(c).

Acting Competently to Preserve
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Confidentiality

[18]   Paragraph (c) requires a lawyer to act competently to safeguard
information relating to the representation of a client against unauthorized
access by third parties and against inadvertent or unauthorized disclosure
by the lawyer or other persons who are participating in the representation of
the client or who are subject to the lawyer’s supervision. See Rules 1.1, 5.1
and 5.3.  The unauthorized access to, or the inadvertent or unauthorized
disclosure of, information relating to the representation of a client does not
constitute a violation of paragraph (c) if the lawyer has made reasonable
efforts to prevent the access or disclosure.  Factors to be considered in
determining the reasonableness of the lawyer’s efforts include, but are not
limited to, the sensitivity of the information, the likelihood of disclosure if
additional safeguards are not employed, the cost of employing additional
safeguards, the difficulty of implementing the safeguards, and the extent to
which the safeguards adversely affect the lawyer’s ability to represent
clients (e.g., by making a device or important piece of software excessively
difficult to use). A client may require the lawyer to implement special
security measures not required by this Rule or may give informed consent
to forgo security measures that would otherwise be required by this Rule. 
Whether a lawyer may be required to take additional steps to safeguard a
client’s information in order to comply with other law, such as state and
federal laws that govern data privacy or that impose notification
requirements upon the loss of, or unauthorized access to, electronic
information, is beyond the scope of these Rules.  For a lawyer’s duties
when sharing information with nonlawyers outside the lawyer’s own firm,
see Rule 5.3, Comments [3]-[4].       

[19]   When transmitting a communication that includes information
relating to the representation of a client, the lawyer must take reasonable
precautions to prevent the information from coming into the hands of
unintended recipients. This duty, however, does not require that the lawyer
use special security measures if the method of communication affords a
reasonable expectation of privacy. Special circumstances, however, may
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warrant special precautions. Factors to be considered in determining the
reasonableness of the lawyer's expectation of confidentiality include the
sensitivity of the information and the extent to which the privacy of the
communication is protected by law or by a confidentiality agreement. A
client may require the lawyer to implement special security measures not
required by this Rule or may give informed consent to the use of a means of
communication that would otherwise be prohibited by this Rule.  Whether a
lawyer may be required to take additional steps in order to comply with
other law, such as state and federal laws that govern data privacy, is beyond
the scope of these Rules.

Former Client

[20]   The duty of confidentiality continues after the client-lawyer
relationship has terminated. See Rule 1.9(c)(2). See Rule 1.9(c)(1) for the
prohibition against using such information to the disadvantage of the
former client.
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Rule 5.3: Responsibilities
Regarding Nonlawyer
Assistance
Share:

    

Law Firms And Associations

With respect to a nonlawyer employed or retained by or associated with a
lawyer:

(a) a partner, and a lawyer who individually or together with other lawyers
possesses  comparable  managerial  authority  in  a  law  firm  shall  make
reasonable  efforts  to  ensure  that  the  firm has  in  effect  measures  giving
reasonable  assurance  that  the  person's  conduct  is  compatible  with  the
professional obligations of the lawyer;

(b) a lawyer having direct supervisory authority over the nonlawyer shall
make reasonable efforts to ensure that the person's conduct is compatible
with the professional obligations of the lawyer; and

(c) a lawyer shall be responsible for conduct of such a person that would be
a violation of the Rules of Professional Conduct if engaged in by a lawyer
if:

(1) the lawyer orders or, with the knowledge of the specific conduct,
ratifies the conduct involved; or

(2) the lawyer is a partner or has comparable managerial authority in
the  law  firm  in  which  the  person  is  employed,  or  has  direct
supervisory authority over the person, and knows of the conduct at a
time when its consequences can be avoided or mitigated but fails to
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Law Firms And Associations

[1]  Paragraph (a) requires lawyers with managerial authority within a law
firm to make reasonable efforts to ensure that the firm has in effect
measures giving reasonable assurance that nonlawyers in the firm and
nonlawyers outside the firm who work on firm matters act in a way
compatible with the professional obligations of the lawyer. See Comment
[6] to Rule 1.1 (retaining lawyers outside the firm) and Comment [1] to
Rule 5.1 (responsibilities with respect to lawyers within a firm).  Paragraph
(b) applies to lawyers who have supervisory authority over such
nonlawyers within or outside the firm. Paragraph (c) specifies the
circumstances in which a lawyer is responsible for the conduct of such
nonlawyers within or outside the firm that would be a violation of the Rules
of Professional Conduct if engaged in by a lawyer.

Nonlawyers Within the Firm

[2]  Lawyers generally employ assistants in their practice, including
secretaries, investigators, law student interns, and paraprofessionals. Such
assistants, whether employees or independent contractors, act for the
lawyer in rendition of the lawyer's professional services. A lawyer must
give such assistants appropriate instruction and supervision concerning the
ethical aspects of their employment, particularly regarding the obligation
not to disclose information relating to representation of the client, and
should be responsible for their work product. The measures employed in
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supervising nonlawyers should take account of the fact that they do not
have legal training and are not subject to professional discipline.

Nonlawyers Outside the Firm

[3]  A lawyer may use nonlawyers outside the firm to assist the lawyer in
rendering legal services to the client.  Examples include the retention of an
investigative or paraprofessional service, hiring a document management
company to create and maintain a database for complex litigation, sending
client documents to a third party for printing or scanning, and using an
Internet-based service to store client information.  When using such
services outside the firm, a lawyer must make reasonable efforts to ensure
that the services are provided in a manner that is compatible with the
lawyer’s professional obligations.  The extent of this obligation will depend
upon the circumstances, including the education, experience and reputation
of the nonlawyer; the nature of the services involved; the terms of any
arrangements concerning the protection of client information; and the legal
and ethical environments of the jurisdictions in which the services will be
performed, particularly with regard to confidentiality. See also Rules 1.1
(competence), 1.2 (allocation of authority), 1.4 (communication with
client), 1.6 (confidentiality), 5.4(a) (professional independence of the
lawyer), and 5.5(a) (unauthorized practice of law).  When retaining or
directing a nonlawyer outside the firm, a lawyer should communicate
directions appropriate under the circumstances to give reasonable assurance
that the nonlawyer's conduct is compatible with the professional obligations
of the lawyer.

[4]  Where the client directs the selection of a particular nonlawyer service
provider outside the firm, the lawyer ordinarily should agree with the client
concerning the allocation of responsibility for monitoring as between the
client and the lawyer.  See Rule 1.2.  When making such an allocation in a
matter pending before a tribunal, lawyers and parties may have additional
obligations that are a matter of law beyond the scope of these Rules.
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A lawyer may outsource legal or nonlegal support services provided the lawyer remains ultimately responsible for rendering 
competent legal services to the client under Model Rule 1.1. In complying with her Rule 1.1 obligations, a lawyer who engages 
lawyers or nonlawyers to provide outsourced legal or nonlegal services is required to comply with Rules 5.1 and 5.3. She 
should make reasonable efforts to ensure that the conduct of the lawyers or nonlawyers to whom tasks are outsourced is 
compatible with her own professional obligations as a lawyer with “direct supervisory authority” over them. 

In addition, appropriate disclosures should be made to the client regarding the use of lawyers or nonlawyers outside of the 
lawyer's firm, and client consent should be obtained if those lawyers or nonlawyers will be receiving information protected by 
Rule 1.6. The fees charged must be reasonable and otherwise in compliance with Rule 1.5, and the outsourcing lawyer must 
avoid assisting the unauthorized practice of law under Rule 5.5. [FN1] 

Many lawyers engage other lawyers or nonlawyers, as independent contractors, directly or through intermediaries, on a 
temporary or an ongoing basis, to provide various legal and nonlegal support services. Outsourced tasks range from the use of 
a local photocopy shop for the reproduction of documents, to the retention of a document management company for the creation 
and maintenance of a database for complex litigation, to the use of a third-party vendor to provide and maintain a law firm's 
computer system, to the hiring of a legal research service to prepare a 50-state survey of the law on an issue of importance to a 
client, or even to the engagement of a group of foreign lawyers to draft patent applications or develop legal strategies and 
prepare motion papers in U.S. litigation. 
  

The outsourcing trend is a salutary one for our globalized economy. Labor costs vary greatly across the United States and 
throughout the rest of the world. Outsourcing affords lawyers the ability to reduce their costs and often the cost to the client to 
the extent that the individuals or entities providing the outsourced services can do so at lower rates than the lawyer's own staff. 
In addition, the availability of lawyers and nonlawyers to perform discrete tasks may, in some circumstances, allow for the 
provision of labor-intensive legal services by lawyers who do not otherwise maintain the needed human resources on an 
ongoing basis. A small firm might not regularly employ the lawyers and legal assistants required to handle a large, discovery-
intensive litigation effectively. Outsourcing, however, can enable that firm to represent a client in such a matter effectively and 
efficiently, by engaging additional lawyers to conduct depositions or to review and analyze documents, together with a 
temporary staff of legal assistants to provide infrastructural support. 
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There is nothing unethical about a lawyer outsourcing legal and nonlegal services, provided the outsourcing lawyer renders 
legal services to the client with the “legal knowledge, skill, thoroughness and preparation reasonably necessary for the 
representation,” as required by Rule 1.1. Comment [1] to Rule 1.1 further counsels: 
  

In determining whether a lawyer employs the requisite knowledge and skill in a particular matter, relevant factors 
include the relative complexity and specialized nature of the matter, the lawyer's general experience, the lawyer's training 
and experience in the field in question, the preparation and study the lawyer is able to give the matter and whether it is 
feasible to refer the matter to, or associate or consult with, a lawyer of established competence in the field in question. 

  
There is no unique blueprint for the provision of competent legal services. Different lawyers may perform the same tasks 

through different means, all with the necessary “legal knowledge, skill, thoroughness and preparation.” One lawyer may choose 
to do all of the work herself. Another may delegate tasks to a team of subordinate lawyers and nonlegal staff. Others may decide 
to outsource tasks to independent service providers that are not within their direct control. Rule 1.1 does not require that tasks 
be accomplished in any special way. The rule requires only that the lawyer who is responsible to the client satisfies her 
obligation to render legal services competently. 
  

However, Rules 5.1 and 5.3 impose additional obligations on lawyers who have “direct supervisory authority” over other 
lawyers and nonlawyers. Rule 5.1(b) states that “[a] lawyer having direct supervisory authority over another lawyer shall make 
reasonable efforts to ensure that the other lawyer conforms to the Rules of Professional Conduct.” Correlatively, Rule 5.3(b) 
requires lawyers who employ, retain, or associate with nonlawyers to “make reasonable efforts to ensure that the person's 
conduct is compatible with the professional obligations of the lawyer.” These provisions apply regardless of whether the other 
lawyer or the nonlawyer is directly affiliated with the supervising lawyer's firm. [FN2] 
  

The challenge for an outsourcing lawyer is, therefore, to ensure that tasks are delegated to individuals who are competent 
to perform them, and then to oversee the execution of the project adequately and appropriately. When delegating tasks to 
lawyers in remote locations, the physical separation between the outsourcing lawyer and those performing the work can be 
thousands of miles, with a time difference of several hours further complicating direct contact. Electronic communication can 
close this gap somewhat, but may not be sufficient to allow the lawyer to monitor the work of the lawyers and nonlawyers 
working for her in an effective manner. 
  

At a minimum, a lawyer outsourcing services for ultimate provision to a client should consider conducting reference checks 
and investigating the background of the lawyer or nonlawyer providing the services as well as any nonlawyer intermediary 
involved, such as a placement agency or service provider. The lawyer also might consider interviewing the principal lawyers, 
if any, involved in the project, among other things assessing their educational background. When dealing with an intermediary, 
the lawyer may wish to inquire into its hiring practices to evaluate the quality and character of the employees likely to have 
access to client information. Depending on the sensitivity of the information being provided to the service provider, the lawyer 
should consider investigating the security of the provider's premises, computer network, and perhaps even its recycling and 
refuse disposal procedures. In some instances, it may be prudent to pay a personal visit to the intermediary's facility, regardless 
of its location or the difficulty of travel, to get a firsthand sense of its operation and the professionalism of the lawyers and 
nonlawyers it is procuring. 
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When engaging lawyers trained in a foreign country, the outsourcing lawyer first should assess whether the system of legal 
education under which the lawyers were trained is comparable to that in the United States. In some nations, people can call 
themselves “lawyers” with only a minimal level of training. Also, the professional regulatory system should be evaluated to 
determine whether members of the nation's legal profession have been inculcated with core ethical principles similar to those 
in the United States, and whether the nation's disciplinary enforcement system is effective in policing its lawyers. The lack of 
rigorous training or effective lawyer discipline does not mean that individuals from that nation cannot be engaged to work on 
a particular project. What it does mean is that, in such circumstances, it will be more important than ever for the outsourcing 
lawyer to scrutinize the work done by the foreign lawyers - perhaps viewing them as nonlawyers - before relying upon their 
work in rendering legal services to the client. 
  

Consideration also should be given to the legal landscape of the nation to which the services are being outsourced, 
particularly the extent that personal property, including documents, may be susceptible to seizure in judicial or administrative 
proceedings notwithstanding claims of client confidentiality. Similarly, the judicial system of the country in question should 
be evaluated to assess the risk of loss of client information or disruption of the project in the event that a dispute arises between 
the service provider and the lawyer and the courts do not provide prompt and effective remedies to avert prejudice to the client. 
  

There are several additional considerations that must be taken into account under the Model Rules. First, at the outset, it 
may be necessary for the lawyer to provide information concerning the outsourcing relationship to the client, and perhaps to 
obtain the client's informed consent to the engagement of lawyers or nonlawyers who are not directly associated with the lawyer 
or law firm that the client retained. In Formal Opinion 88-356, [FN3] we opined that when a lawyer engaged the services of a 
temporary lawyer, a form of outsourcing, an obligation to advise the client of that fact and to seek the client's consent would 
arise if the temporary lawyer was to perform independent work for the client without the close supervision of the hiring lawyer 
or another lawyer associated with her firm. Relying on Rule 1.2(a), requiring lawyers to consult with clients as to the means by 
which the clients' objectives are to be pursued, Rule 1.4, relating to client communication, and Rule 7.5(d), prohibiting lawyers 
from implying that they practice in a partnership or other organization when that is not the fact, we concluded that clients are 
entitled to know who or what entity is representing them, and thus could veto the lawyer's use of a temporary lawyer. 
  

Relatedly, the lawyer may not make affirmative misrepresentations to the client regarding the status of lawyers and 
nonlawyers who are not in the lawyer's employ under Rule 7.1, requiring truthfulness in communications regarding lawyer 
services, and Rule 8.4(c), prohibiting dishonesty, fraud, deceit, or misrepresentation. 
  

We recognize that Formal Opinion 88-356 held that the client ordinarily is not entitled to notice that its legal work is being 
performed by a temporary lawyer. We stated that “[c]lient consent to the involvement of firm personnel and the disclosure to 
those personnel of confidential information necessary to the representation is inherent in the act of retaining the firm.” However, 
that statement was predicated on the assumption that the relationship between the firm and the temporary lawyer involved a 
high degree of supervision and control, so that the temporary lawyer would be tantamount to an employee, subject to discipline 
or even firing for misconduct. That ordinarily will not be the case in an outsourcing relationship, particularly in a relationship 
involving outsourcing through an intermediary that itself has the employment relationship with the lawyers or nonlawyers in 
question. 
  

Thus, where the relationship between the firm and the individuals performing the services is attenuated, as in a typical 
outsourcing relationship, no information protected by Rule 1.6 may be revealed without the client's informed consent. The 
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implied authorization of Rule 1.6(a) and its Comment [5] thereto to share confidential information within a firm does not extend 
to outside entities or to individuals over whom the firm lacks effective supervision and control. 
  

Also, the outsourcing lawyer should be mindful of the obligation to “act competently to safeguard information relating to 
the representation of a client against inadvertent or unauthorized disclosure by the lawyer or other persons who are participating 
in the representation of the client or who are subject to the lawyer's supervision.” [FN4] This requires the lawyer to recognize 
and minimize the risk that any outside service provider may inadvertently - or perhaps even advertently - reveal client 
confidential information to adverse parties or to others who are not entitled to access. [FN5] Written confidentiality agreements 
are, therefore, strongly advisable in outsourcing relationships. Likewise, to minimize the risk of potentially wrongful disclosure, 
the outsourcing lawyer should verify that the outside service provider does not also do work for adversaries of their clients on 
the same or substantially related matters; in such an instance, the outsourcing lawyer could choose another provider. 
  

Second, the fees charged by the outsourcing lawyer must be reasonable and otherwise comply with the requirements of 
Rule 1.5. In Formal Opinion No. 00-420, [FN6] we concluded that a law firm that engaged a contract lawyer could add a surcharge 
to the cost paid by the billing lawyer provided the total charge represented a reasonable fee for the services provided to the 
client. This is not substantively different from the manner in which a conventional law firm bills for the services of its lawyers. 
The firm pays a lawyer a salary, provides him with employment benefits, incurs office space and other overhead costs to support 
him, and also earns a profit from his services; the client generally is not informed of the details of the financial relationship 
between the law firm and the lawyer. Likewise, the lawyer is not obligated to inform the client how much the firm is paying a 
contract lawyer; the restraint is the overarching requirement that the fee charged for the services not be unreasonable. If the 
firm decides to pass those costs through to the client as a disbursement, however, no markup is permitted. In the absence of an 
agreement with the client authorizing a greater charge, the lawyer may bill the client only its actual cost plus a reasonable 
allocation of associated overhead, such as the amount the lawyer spent on any office space, support staff, equipment, and 
supplies for the individuals under contract. [FN7] The analysis is no different for other outsourced legal services, except that the 
overhead costs associated with the provision of such services may be minimal or nonexistent if and to the extent that the 
outsourced work is performed off-site without the need for infrastructural support. If that is true, the outsourced services should 
be billed at cost, plus a reasonable allocation of the cost of supervising those services if not otherwise covered by the fees being 
charged for legal services. 
  

Finally, the outsourcing lawyer must be mindful of the admonition of Rule 5.5(a) to avoid assisting others to “practice law 
in a jurisdiction in violation of the regulation of the legal profession in that jurisdiction….” This Committee lacks the authority 
to express an opinion as to whether the provision of legal services by any particular lawyer, nonlawyer, or intermediary 
constitutes the unauthorized practice of law. Ordinarily, an individual who is not admitted to practice law in a particular 
jurisdiction may work for a lawyer who is so admitted, provided that the lawyer remains responsible for the work being 
performed and that the individual is not held out as being a duly admitted lawyer. We note only that if the activities of a lawyer, 
nonlawyer, or intermediary employed in an outsourcing capacity are held to be the unauthorized practice of law, and the 
outsourcing lawyer facilitated that violation of law by action or inaction, the outsourcing lawyer will have violated Rule 5.5(a). 
  

[FN1]. This opinion is based on the Model Rules of Professional Conduct as amended by the ABA House of Delegates through 
February 2008. The laws, court rules, regulations, rules of professional conduct, and opinions promulgated in individual 
jurisdictions are controlling. 
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[FN2]. Although Comment [1] to Rule 5.1 states that “[p]aragraph (b) applies to lawyers who have supervisory authority over 
the work of other lawyers in a firm” (emphasis supplied), we do not believe that the drafters of the Model Rules intended to 
restrict the application of Rule 5.1(b) to the supervision of lawyers within “firms” as defined in Rule 1.0(c). A contrary 
interpretation would lead to the anomalous result that lawyers who outsource have a lower standard of care when supervising 
outsourced lawyers than they have with respect to lawyers within their own firm. As discussed below, the contrary is true in 
many respects. 

[FN3]. ABA Comm. on Ethics and Prof'l Responsibility Formal Op. 88-356 (Dec. 16, 1988) (Temporary Lawyers). 

[FN4]. Rule 1.6, cmt. 16. 

[FN5]. Cf. ABA Comm. on Ethics and Prof'l Responsibility Formal Op. 95-398 (Oct. 27, 1995) (Access of Nonlawyers to a 
Lawyer's Data Base). 

[FN6]. ABA Comm. on Ethics and Prof'l Responsibility Formal Op. 00-420 (Nov. 29, 2000) (Surcharge to Client for Use of a 
Contract Lawyer). 

[FN7]. See ABA Comm. on Ethics and Prof'l Responsibility Formal Op. 93-379 (Dec. 6, 1993) (Billing for Professional Fees, 
Disbursements and Other Expenses). 
ABA Formal Op. 08-451 
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PREAMBLE: A LAWYER’S RESPONSIBILITIES
NEW YORK RULES OF PROFESSIONAL CONDUCT
(EFFECTIVE APRIL 1, 2009)

AS AMENDED THROUGH APRIL 1, 2021
WITH COMMENTS AS AMENDED 

THROUGH OCTOBER 30, 2021

PREAMBLE:
A LAWYER’S RESPONSIBILITIES

[1] A lawyer, as a member of the legal profession, is a represen-
tative of clients and an officer of the legal system with special responsibil-
ity for the quality of justice. As a representative of clients, a lawyer
assumes many roles, including advisor, advocate, negotiator, and evalua-
tor. As an officer of the legal system, each lawyer has a duty to uphold the
legal process; to demonstrate respect for the legal system; to seek
improvement of the law; and to promote access to the legal system and the
administration of justice. In addition, a lawyer should further the public’s
understanding of and confidence in the rule of law and the justice system
because, in a constitutional democracy, legal institutions depend on popu-
lar participation and support to maintain their authority.

[2] The touchstone of the client-lawyer relationship is the law-
yer’s obligation to assert the client’s position under the rules of the adver-
sary system, to maintain the client’s confidential information except in
limited circumstances, and to act with loyalty during the period of the rep-
resentation.

[3] A lawyer’s responsibilities in fulfilling these many roles and
obligations are usually harmonious. In the course of law practice, how-
ever, conflicts may arise among the lawyer’s responsibilities to clients, to
the legal system and to the lawyer’s own interests. The Rules of Profes-
sional Conduct often prescribe terms for resolving such conflicts. Never-
theless, within the framework of the Rules, many difficult issues of
professional discretion can arise. The lawyer must resolve such issues
through the exercise of sensitive professional and moral judgment, guided
by the basic principles underlying the Rules.

[4] The legal profession is largely self-governing. An indepen-
dent legal profession is an important force in preserving government
under law, because abuse of legal authority is more readily challenged by
a profession whose members are not dependent on government for the
right to practice law. To the extent that lawyers meet these professional
obligations, the occasion for government regulation is obviated.
1
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[5] The relative autonomy of the legal profession carries with it
special responsibilities of self-governance. Every lawyer is responsible
for observance of the Rules of Professional Conduct and also should aid
in securing their observance by other lawyers. Neglect of these responsi-
bilities compromises the independence of the profession and the public
interest that it serves. Compliance with the Rules depends primarily upon
the lawyer’s understanding of the Rules and desire to comply with the
professional norms they embody for the benefit of clients and the legal
system, and, secondarily, upon reinforcement by peer and public opinion.
So long as its practitioners are guided by these principles, the law will
continue to be a noble profession.

SCOPE

[6] The Rules of Professional Conduct are rules of reason. They
should be interpreted with reference to the purposes of legal representa-
tion and of the law itself. Some of the Rules are imperatives, cast in the
terms “shall” or “shall not.” These Rules define proper conduct for pur-
poses of professional discipline. Others, generally cast in the term “may,”
are permissive and define areas under the Rules in which the lawyer has
discretion to exercise professional judgment. No disciplinary action
should be taken when the lawyer chooses not to act or acts within the
bounds of such discretion. Other Rules define the nature of relationships
between the lawyer and others. The Rules are thus partly obligatory and
disciplinary and partly constitutive and descriptive in that they define a
lawyer’s professional role. Many of the Comments use the term “should.”
Comments do not add obligations to the Rules but provide guidance for
practicing in compliance with the Rules. The Rules state the minimum
level of conduct below which no lawyer can fall without being subject to
disciplinary action.

[7] The Rules presuppose a larger legal context shaping the
lawyer’s role. That context includes court rules and statutes relating to
matters of licensure, laws defining specific obligations of lawyers, and
substantive and procedural law in general. The Comments are sometimes
used to alert lawyers to their responsibilities under such other law.

[8] The Rules provide a framework for the ethical practice of
law. Compliance with the Rules, as with all law in an open society,
depends primarily upon understanding and voluntary compliance, second-
arily upon reinforcement by peer and public opinion and finally, when
necessary, upon enforcement through disciplinary proceedings. The Rules
2
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do not, however, exhaust the moral and ethical considerations that should
inform a lawyer, for no worthwhile human activity can be completely
defined by legal rules.

[9] Furthermore, for purposes of determining the lawyer’s
authority and responsibility, principles of substantive law external to these
Rules determine whether a client-lawyer relationship exists. Most of the
duties flowing from the client-lawyer relationship attach only after the cli-
ent has requested the lawyer to render legal services and the lawyer has
agreed to do so. But there are some duties, such as that of confidentiality
under Rule 1.6, that attach when the lawyer agrees to consider whether a
client-lawyer relationship shall be established. See Rule 1.18. Whether a
client-lawyer relationship exists for any specific purpose can depend on
the circumstances and may be a question of fact.

[10] Under various legal provisions, including constitutional,
statutory and common law, the responsibilities of government lawyers
may include authority concerning legal matters that ordinarily reposes in
the client in private client-lawyer relationships. For example, a lawyer for
a government agency may have authority on behalf of the government to
decide whether to agree to a settlement or to appeal from an adverse judg-
ment. Such authority in various respects is generally vested in the attorney
general and the state’s attorney in state government, and in their federal
counterparts, and the same may be true of other government law officers.
Also, lawyers under the supervision of these officers may be authorized to
represent several government agencies in intragovernmental legal contro-
versies in circumstances where a private lawyer could not represent multi-
ple private clients. These Rules do not abrogate any such authority.

[11] Failure to comply with an obligation or prohibition imposed
by a Rule is a basis for invoking the disciplinary process. The Rules pre-
suppose that disciplinary assessment of a lawyer’s conduct will be made
on the basis of the facts and circumstances as they existed at the time of
the conduct in question and in recognition of the fact that a lawyer often
has to act upon uncertain or incomplete evidence of the situation. More-
over, the Rules presuppose that whether discipline should be imposed for
a violation, and the severity of a sanction, depend on all the circum-
stances, such as the willfulness and seriousness of the violation, extenuat-
ing factors and whether there have been previous violations.

[12] Violation of a Rule should not itself give rise to a cause of
action against a lawyer nor should it create any presumption in such a
case that a legal duty has been breached. In addition, violation of a Rule
3
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does not necessarily warrant any other nondisciplinary remedy, such as
disqualification of a lawyer in pending litigation. The Rules are designed
to provide guidance to lawyers and to provide a structure for regulating
conduct through disciplinary agencies. They are not designed to be a basis
for civil liability. Furthermore, the purpose of the Rules can be subverted
when they are invoked by opposing parties as procedural weapons. The
fact that a Rule is a just basis for a lawyer’s self-assessment, or for sanc-
tioning a lawyer under the administration of a disciplinary authority, does
not imply that an antagonist in a collateral proceeding or transaction has
standing to seek enforcement of the Rule. Nevertheless, because the Rules
do establish standards of conduct by lawyers, a lawyer’s violation of a
Rule may be evidence of breach of the applicable standard of conduct.

[13] The Comment accompanying each Rule explains and illus-
trates the meaning and purpose of the Rule. The Preamble and this note
on Scope provide general orientation. The Comments are intended as
guides to interpretation, but the text of each Rule is authoritative.
4



RULE 1.0
RULE 1.0

TERMINOLOGY

(a) “Advertisement” means any public or private communi-
cation made by or on behalf of a lawyer or law firm about that lawyer
or law firm’s services, the primary purpose of which is for the reten-
tion of the lawyer or law firm. It does not include communications to
existing clients or other lawyers.

(b) “Belief” or “believes” denotes that the person involved
actually believes the fact in question to be true. A person’s belief may
be inferred from circumstances.

(c) “Computer-accessed communication” means any com-
munication made by or on behalf of a lawyer or law firm that is dis-
seminated through the use of a computer or related electronic device,
including, but not limited to, web sites, weblogs, search engines, elec-
tronic mail, banner advertisements, pop-up and pop-under advertise-
ments, chat rooms, list servers, instant messaging, or other internet
presences, and any attachments or links related thereto.

(d) “Confidential information” is defined in Rule 1.6.

(e) “Confirmed in writing” denotes (i) a writing from the
person to the lawyer confirming that the person has given consent, (ii)
a writing that the lawyer promptly transmits to the person confirm-
ing the person’s oral consent, or (iii) a statement by the person made
on the record of any proceeding before a tribunal. If it is not feasible
to obtain or transmit the writing at the time the person gives oral con-
sent, then the lawyer must obtain or transmit it within a reasonable
time thereafter.

(f) “Differing interests” include every interest that will
adversely affect either the judgment or the loyalty of a lawyer to a cli-
ent, whether it be a conflicting, inconsistent, diverse, or other interest.

(g) “Domestic relations matter” denotes representation of a
client in a claim, action or proceeding, or preliminary to the filing of a
claim, action or proceeding, in either Supreme Court or Family
Court, or in any court of appellate jurisdiction, for divorce, separa-
tion, annulment, custody, visitation, maintenance, child support or
alimony, or to enforce or modify a judgment or order in connection
with any such claim, action or proceeding.
5
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(h) “Firm” or “law firm” includes, but is not limited to, a
lawyer or lawyers in a law partnership, professional corporation, sole
proprietorship or other association authorized to practice law; or
lawyers employed in a qualified legal assistance organization, a gov-
ernment law office, or the legal department of a corporation or other
organization.

(i) “Fraud” or “fraudulent” denotes conduct that is fraudu-
lent under the substantive or procedural law of the applicable juris-
diction or has a purpose to deceive, provided that it does not include
conduct that, although characterized as fraudulent by statute or
administrative rule, lacks an element of scienter, deceit, intent to mis-
lead, or knowing failure to correct misrepresentations that can be
reasonably expected to induce detrimental reliance by another.

(j) “Informed consent” denotes the agreement by a person
to a proposed course of conduct after the lawyer has communicated
information adequate for the person to make an informed decision,
and after the lawyer has adequately explained to the person the mate-
rial risks of the proposed course of conduct and reasonably available
alternatives.

(k) “Knowingly,” “known,” “know,” or “knows” denotes
actual knowledge of the fact in question. A person’s knowledge may
be inferred from circumstances.

(l) “Matter” includes any litigation, judicial or administra-
tive proceeding, case, claim, application, request for a ruling or other
determination, contract, controversy, investigation, charge, accusa-
tion, arrest, negotiation, arbitration, mediation or any other repre-
sentation involving a specific party or parties.

(m) “Partner” denotes a member of a partnership, a share-
holder in a law firm organized as a professional legal corporation or a
member of an association authorized to practice law.

(n) “Person” includes an individual, a corporation, an asso-
ciation, a trust, a partnership, and any other organization or entity.

(o) “Professional legal corporation” means a corporation,
or an association treated as a corporation, authorized by law to prac-
tice law for profit.
6
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(p) “Qualified legal assistance organization” means an office
or organization of one of the four types listed in Rule 7.2(b)(1)-(4)
that meets all of the requirements thereof.

(q) “Reasonable” or “reasonably,” when used in relation to
conduct by a lawyer, denotes the conduct of a reasonably prudent and
competent lawyer. When used in the context of conflict of interest
determinations, “reasonable lawyer” denotes a lawyer acting from
the perspective of a reasonably prudent and competent lawyer who is
personally disinterested in commencing or continuing the representa-
tion.

(r) “Reasonable belief” or “reasonably believes,” when used
in reference to a lawyer, denotes that the lawyer believes the matter in
question and that the circumstances are such that the belief is reason-
able.

(s) “Reasonably should know,” when used in reference to a
lawyer, denotes that a lawyer of reasonable prudence and competence
would ascertain the matter in question.

(t) “Screened” or “screening” denotes the isolation of a law-
yer from any participation in a matter through the timely imposition
of procedures within a firm that are reasonably adequate under the
circumstances to protect information that the isolated lawyer or the
firm is obligated to protect under these Rules or other law.

(u) “Sexual relations” denotes sexual intercourse or the
touching of an intimate part of the lawyer or another person for the
purpose of sexual arousal, sexual gratification or sexual abuse.

(v) “State” includes the District of Columbia, Puerto Rico,
and other federal territories and possessions.

(w) “Tribunal” denotes a court, an arbitrator in an arbitra-
tion proceeding or a legislative body, administrative agency or other
body acting in an adjudicative capacity. A legislative body, adminis-
trative agency or other body acts in an adjudicative capacity when a
neutral official, after the presentation of evidence or legal argument
by a party or parties, will render a legal judgment directly affecting a
party’s interests in a particular matter.
7
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(x) “Writing” or “written” denotes a tangible or electronic
record of a communication or representation, including handwriting,
typewriting, printing, photocopying, photography, audio or video
recording, email or other electronic communication or any other
form of recorded communication or recorded representation. A
“signed” writing includes an electronic sound, symbol or process
attached to or logically associated with a writing and executed or
adopted by a person with the intent to sign the writing.

Comment

Confirmed in Writing

[1] Some Rules require that a person’s oral consent be “con-
firmed in writing.” E.g., Rules 1.5(g)(2) (client’s consent to division of
fees with lawyer in another firm must be confirmed in writing), 1.7(b)(4)
(client’s informed consent to conflict of interest must be confirmed in
writing) and 1.9(a) (former client’s informed consent to conflict of inter-
est must be confirmed in writing). The definition of “confirmed in writ-
ing” provides three distinct methods of confirming a person’s consent: (i)
a writing from the person to the lawyer, (ii) a writing from the lawyer to
the person, or (iii) consent by the person on the record in any proceeding
before a tribunal. The confirming writing need not recite the information
that the lawyer communicated to the person in order to obtain the person’s
consent. For the definition of “informed consent” See Rule 1.0(j). If it is
not feasible for the lawyer to obtain or transmit a written confirmation at
the time the client gives oral consent, then the lawyer must obtain or
transmit the confirming writing within a reasonable time thereafter. If a
lawyer has obtained a client’s informed oral consent, the lawyer may act
in reliance on that consent so long as it is confirmed in writing within a
reasonable time thereafter.

Computer-Accessed Communication

[1A] Rule 1.0(c), which defines the phrase “computer-accessed
communication,” embraces electronic and wireless communications of
every kind and includes, without limitation, communication by devices
such as cell phones, smartphones, and all other handheld or portable
devices that can send or receive communications by and electronic or
wireless means, including cellular service, the Internet, wireless net-
works, or any other technology.
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Firm

[2] Whether two or more lawyers constitute a firm within para-
graph (h) will depend on the specific facts. For example, two practitioners
who share office space and occasionally consult or assist each other ordi-
narily would not be regarded as constituting a firm. However, if they pres-
ent themselves to the public in a way that suggests that they are a firm or
conduct themselves as a firm, they should be regarded as a firm for pur-
poses of the Rules. The terms of any formal agreement between associ-
ated lawyers are relevant in determining whether they are a firm, as is the
fact that they have mutual access to information concerning the clients
they serve. Furthermore, it is relevant in doubtful cases to consider the
underlying purpose of the Rule that is involved. For example, a group of
lawyers could be regarded as a firm for purposes of determining whether a
conflict of interest exists but not for application of the advertising rules.

[3] With respect to the law department of an organization, there
is ordinarily no question that the members of the department constitute a
firm within the meaning of the Rules of Professional Conduct. There can
be uncertainty, however, as to the identity of the client. For example, it
may not be clear whether the law department of a corporation represents a
subsidiary or an affiliated corporation, as well as the corporation by which
the members of the department are directly employed. A similar question
can arise concerning an unincorporated association and its local affiliates.
Whether lawyers in a government agency or department constitute a firm
may depend upon the issue involved or be governed by other law.

[4] Similar questions can also arise with respect to lawyers in
legal aid and legal services organizations. Depending upon the structure
of the organization, the entire organization or components of it may con-
stitute a firm or firms for purposes of these Rules.

Fraud

[5] When used in these Rules, the terms “fraud” and “fraudu-
lent” refer to conduct that is characterized as such under the substantive or
procedural law of the applicable jurisdiction or has a purpose to deceive.
This does not include merely negligent misrepresentation or negligent
failure to apprise another of relevant information. For purposes of these
Rules, it is not necessary that anyone has suffered damages or relied on
the misrepresentation or failure to inform, so long as the necessary scien-
ter is present and the conduct in question could be reasonably expected to
induce detrimental reliance.
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Informed Consent

[6] Many of the Rules of Professional Conduct require the law-
yer to obtain the informed consent of a client or other person (e.g., a for-
mer client or, under certain circumstances, a prospective client) before
accepting or continuing representation or pursuing a course of conduct.
E.g., Rules 1.2(c), 1.6(a) and 1.7(b). The communication necessary to
obtain such consent will vary according to the Rule involved and the cir-
cumstances giving rise to the need to obtain informed consent. The lawyer
must make reasonable efforts to ensure that the client or other person pos-
sesses information reasonably adequate to make an informed decision.
Ordinarily, this will require communication that includes a disclosure of
the facts and circumstances giving rise to the situation, any explanation
reasonably necessary to inform the client or other person of the material
advantages and disadvantages of the proposed course of conduct, and a
discussion of the client’s or other person’s options and alternatives. In
some circumstances it may be appropriate for a lawyer to advise a client
or other person to seek the advice of other counsel. A lawyer need not
inform a client or other person of facts or implications already known to
the client or other person; nevertheless, a lawyer who does not personally
inform the client or other person assumes the risk that the client or other
person is inadequately informed and the consent is invalid. In determining
whether the information and explanation provided are reasonably ade-
quate, relevant factors include whether the client or other person is experi-
enced in legal matters generally and in making decisions of the type
involved, and whether the client or other person is independently repre-
sented by other counsel in giving the consent. Normally, such persons
need less information and explanation than others, and generally a client
or other person who is independently represented by other counsel in giv-
ing the consent should be assumed to have given informed consent. Other
considerations may apply in representing impaired clients. See Rule 1.14.

[7] Obtaining informed consent will usually require an affirma-
tive response by the client or other person. In general, a lawyer may not
assume consent from a client’s or other person’s silence. Consent may be
inferred, however, from the conduct of a client or other person who has
reasonably adequate information about the matter. A number of Rules
require that a person’s consent be confirmed in writing. E.g., Rules 1.7(b)
and 1.9(a). For definitions of “writing” and “confirmed in writing” see
paragraphs (x) and (e), respectively. Other Rules require that a client’s
consent be obtained in a writing signed by the client. E.g., Rules 1.8(a)
and (g). For the meaning of “signed,” see paragraph (x). 
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Screened or Screening

[8] The definition of “screened” or “screening” applies to situa-
tions where screening of a personally disqualified lawyer is permitted to
remove imputation of a conflict of interest under Rule 1.11, 1.12 or 1.18.
See those Rules for the particular requirements of establishing effective
screening.

[9] The purpose of screening is to ensure that confidential infor-
mation known by the personally disqualified lawyer remains protected.
The personally disqualified lawyer should acknowledge the obligation not
to communicate with any of the other lawyers in the firm with respect to
the matter. Similarly, other lawyers in the firm who are working on the
matter should promptly be informed that the screening is in place and that
they may not communicate with the personally disqualified lawyer with
respect to the matter. Additional screening measures that are appropriate
for the particular matter will depend on the circumstances. In any event,
procedures should be adequate to protect confidential information.

[10] In order to be effective, screening measures must be imple-
mented as soon as practicable after a lawyer or law firm knows or reason-
ably should know that there is a need for screening.
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RULE 1.1

COMPETENCE

(a) A lawyer should provide competent representation to a
client. Competent representation requires the legal knowledge, skill,
thoroughness and preparation reasonably necessary for the represen-
tation.

(b) A lawyer shall not handle a legal matter that the lawyer
knows or should know that the lawyer is not competent to handle,
without associating with a lawyer who is competent to handle it.

(c) A lawyer shall not intentionally:

(1) fail to seek the objectives of the client through rea-
sonably available means permitted by law and these Rules; or

(2) prejudice or damage the client during the course
of the representation except as permitted or required by these
Rules.

Comment

Legal Knowledge and Skill

[1] In determining whether a lawyer employs the requisite
knowledge and skill in a particular matter, relevant factors include the rel-
ative complexity and specialized nature of the matter, the lawyer’s general
experience, the lawyer’s training and experience in the field in question,
the preparation and study the lawyer is able to give the matter, and
whether it is feasible to associate with a lawyer of established competence
in the field in question. In many instances, the required proficiency is that
of a general practitioner. Expertise in a particular field of law may be
required in some circumstances. One such circumstance would be where
the lawyer, by representations made to the client, has led the client reason-
ably to expect a special level of expertise in the matter undertaken by the
lawyer.

[2] A lawyer need not necessarily have special training or prior
experience to handle legal problems of a type with which the lawyer is
unfamiliar. A newly admitted lawyer can be as competent as a practitioner
with long experience. Some important legal skills, such as the analysis of
precedent, the evaluation of evidence and legal drafting, are required in all
12
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legal problems. Perhaps the most fundamental legal skill consists of deter-
mining what kinds of legal problems a situation may involve, a skill that
necessarily transcends any particular specialized knowledge. A lawyer
can provide adequate representation in a wholly novel field through nec-
essary study. Competent representation can also be provided through the
association of a lawyer of established competence in the field in question.

[3]  [Reserved.] 

[4] A lawyer may accept representation where the requisite
level of competence can be achieved by adequate preparation before han-
dling the legal matter. This applies as well to a lawyer who is appointed as
counsel for an unrepresented person. 

Thoroughness and Preparation

[5] Competent handling of a particular matter includes inquiry
into and analysis of the factual and legal elements of the problem, and use
of methods and procedures meeting the standards of competent practi-
tioners. It also includes adequate preparation. The required attention and
preparation are determined in part by what is at stake; major litigation and
complex transactions ordinarily require more extensive treatment than
matters of lesser complexity and consequence. An agreement between the
lawyer and the client may limit the scope of the representation if the
agreement complies with Rule 1.2(c).

Retaining or Contracting with Lawyers Outside the Firm

[6] Before a lawyer retains or contracts with other lawyers out-
side the lawyer’s own firm to provide or assist in the provision of legal
services to a client, the lawyer should ordinarily obtain informed consent
from the client and should reasonably believe that the other lawyers’ ser-
vices will contribute to the competent and ethical representation of the cli-
ent. See also Rules 1.2 (allocation of authority), 1.4 (communication with
client), 1.5(g) (fee sharing with lawyers outside the firm), 1.6 (confidenti-
ality), and 5.5(a) (unauthorized practice of law). The reasonableness of
the decision to retain or contract with other lawyers outside the lawyer’s
own firm will depend upon the circumstances, including the needs of the
client; the education, experience and reputation of the outside lawyers; the
nature of the services assigned to the outside lawyers; and the legal pro-
tections, professional conduct rules, and ethical environments of the juris-
dictions in which the services will be performed, particularly relating to
confidential information.
13
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[6A] Client consent to contract with a lawyer outside the lawyer’s
own firm may not be necessary for discrete and limited tasks supervised
closely by a lawyer in the firm. However, a lawyer should ordinarily
obtain client consent before contracting with an outside lawyer to perform
substantive or strategic legal work on which the lawyer will exercise inde-
pendent judgment without close supervision or review by the referring
lawyer. For example, on one hand, a lawyer who hires an outside lawyer
on a per diem basis to cover a single court call or a routing calendar call
ordinarily would not need to obtain the client’s prior informed consent.
On the other hand, a lawyer who hires an outside lawyer to argue a sum-
mary judgment motion or negotiate key points in a transaction ordinarily
should seek to obtain the client’s prior informed consent.

[7] When lawyer from more than one law firm are providing
legal services to the client on a particular matter, the lawyers ordinarily
should consult with each other about the scope of their respective roles
and the allocation of responsibility among them. See Rule 1.2(a). When
allocating responsibility in a matter pending before a tribunal, lawyers
and parties may have additional obligations (e.g., under local court rules,
the CPLR, or the Federal Rules of Civil Procedure) that are a matter of
law beyond the scope of these Rules.

[7A] Whether a lawyer who contracts with a lawyer outside the
firm needs to obtain informed consent from the client about the roles and
responsibilities of the retaining and outside lawyers will depend on the
circumstances. On one hand, if a lawyer retains an outside lawyer or law
firm to work under the lawyer’s close direction and supervision, and the
retaining lawyer closely reviews the outside lawyer’s work, the retaining
lawyer usually will not need to consult with the client about the outside
lawyer’s role and level of responsibility. On the other hand, if the outside
lawyer will have a more material role and will exercise more autonomy
and responsibility, then the retaining lawyer usually should consult with
the client. In any event, whenever a retaining lawyer discloses a client’s
confidential information to lawyers outside the firm, the retaining lawyer
should comply with Rule 1.6(a).

[8] To maintain the requisite knowledge and skill, a lawyer
should (i) keep abreast of changes in substantive and procedural law rele-
vant to the lawyer’s practice, (ii) keep abreast of the benefits and risks
associated with technology the lawyer uses to provide services to clients
or to store or transmit confidential information, and (iii) engage in con-
tinuing study and education and comply with all applicable continuing
legal education requirements under 22 N.Y.C.R.R. Part 1500.
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RULE 1.2

SCOPE OF REPRESENTATION AND
ALLOCATION OF AUTHORITY BETWEEN CLIENT AND 

LAWYER

(a) Subject to the provisions herein, a lawyer shall abide by
a client’s decisions concerning the objectives of representation and, as
required by Rule 1.4, shall consult with the client as to the means by
which they are to be pursued. A lawyer shall abide by a client’s deci-
sion whether to settle a matter. In a criminal case, the lawyer shall
abide by the client’s decision, after consultation with the lawyer, as to
a plea to be entered, whether to waive jury trial and whether the cli-
ent will testify.

(b) A lawyer’s representation of a client, including represen-
tation by appointment, does not constitute an endorsement of the cli-
ent’s political, economic, social or moral views or activities.

(c) A lawyer may limit the scope of the representation if the
limitation is reasonable under the circumstances, the client gives
informed consent and where necessary notice is provided to the tribu-
nal and/or opposing counsel.

(d) A lawyer shall not counsel a client to engage, or assist a
client, in conduct that the lawyer knows is illegal or fraudulent,
except that the lawyer may discuss the legal consequences of any pro-
posed course of conduct with a client.

(e) A lawyer may exercise professional judgment to waive
or fail to assert a right or position of the client, or accede to reason-
able requests of opposing counsel, when doing so does not prejudice
the rights of the client.

(f) A lawyer may refuse to aid or participate in conduct that
the lawyer believes to be unlawful, even though there is some support
for an argument that the conduct is legal.

(g) A lawyer does not violate these Rules by being punctual
in fulfilling all professional commitments, by avoiding offensive tac-
tics, and by treating with courtesy and consideration all persons
involved in the legal process.
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Comment

Allocation of Authority Between Client and Lawyer

[1] Paragraph (a) confers upon the client the ultimate authority
to determine the purposes to be served by legal representation, within the
limits imposed by law and the lawyer’s professional obligations. The
decisions specified in paragraph (a), such as whether to settle a civil mat-
ter, must also be made by the client. See Rule 1.4(a)(1) for the lawyer’s
duty to communicate with the client about such decisions. The lawyer
shall consult with the client with respect to the means by which the cli-
ent’s objectives are to be pursued. See Rule 1.4(a)(2).

[2] Clients normally defer to the special knowledge and skill of
their lawyer with respect to the means to be used to accomplish their
objectives, particularly with respect to technical, legal and tactical mat-
ters. On the other hand, lawyers usually defer to their clients regarding
such questions as the expense to be incurred and concern for third persons
who might be adversely affected. On occasion, however, a lawyer and a
client may disagree about the means to be used to accomplish the client’s
objectives. Because of the varied nature of the matters about which a law-
yer and client might disagree, and because the actions in question may
implicate the interests of a tribunal or other persons, this Rule does not
prescribe how such disagreements are to be resolved. Other law, however,
may be applicable and should be consulted by the lawyer. The lawyer
should also consult with the client and seek a mutually acceptable resolu-
tion of the disagreement. If such efforts are unavailing and the lawyer has
a fundamental disagreement with the client, the lawyer may withdraw
from the representation. See Rule 1.16(c)(4). Likewise, the client may
resolve the disagreement by discharging the lawyer, in which case the
lawyer must withdraw from the representation. See Rule 1.16(b)(3).

[3] At the outset of a representation, the client may authorize
the lawyer to take specific action on the client’s behalf without further
consultation. Absent a material change in circumstances and subject to
Rule 1.4, a lawyer may rely on such an advance authorization. The client,
however, may revoke such authority at any time. 

[4] In a case in which the client appears to be suffering dimin-
ished capacity, the lawyer’s duty to abide by the client’s decisions is to be
guided by reference to Rule 1.14.
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Independence from Client’s Views or Activities

[5] Legal representation should not be denied to any person
who is unable to afford legal services, or whose cause is controversial or
the subject of popular disapproval. By the same token, representing a cli-
ent does not constitute approval of the client’s views or activities.

Agreements Limiting Scope of Representation

[6] The scope of services to be provided by a lawyer may be
limited by agreement with the client or by the terms under which the law-
yer’s services are made available to the client. When a lawyer has been
retained by an insurer to represent an insured, for example, the representa-
tion may be limited to issues related to the insurance coverage. A limited
representation may be appropriate because the client has limited objec-
tives for the representation. In addition, the terms upon which representa-
tion is undertaken may exclude specific means that might otherwise be
used to accomplish the client’s objectives. Such limitations may exclude
actions that the client thinks are too costly or that the lawyer regards as
repugnant or imprudent.

[6A] In obtaining consent from the client, the lawyer must ade-
quately disclose the limitations on the scope of the engagement and the
matters that will be excluded. In addition, the lawyer must disclose the
reasonably foreseeable consequences of the limitation. In making such
disclosure, the lawyer should explain that if the lawyer or the client deter-
mines during the representation that additional services outside the lim-
ited scope specified in the engagement are necessary or advisable to
represent the client adequately, then the client may need to retain separate
counsel, which could result in delay, additional expense, and complica-
tions.

[7] Although this Rule affords the lawyer and client substantial
latitude to limit the representation, the limitation must be reasonable
under the circumstances. If, for example, a client’s objective is limited to
securing general information about the law the client needs in order to
handle a common and typically uncomplicated legal problem, the lawyer
and client may agree that the lawyer’s services will be limited to a brief
telephone consultation. Such a limitation, however, would not be reason-
able if the time allotted were not sufficient to yield advice upon which the
client could rely. Although an agreement for a limited representation does
not exempt a lawyer from the duty to provide competent representation,
17
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the limitation is a factor to be considered when determining the legal
knowledge, skill, thoroughness and preparation reasonably necessary for
the representation. See Rule 1.1.

[8] All agreements concerning a lawyer’s representation of a
client must accord with the Rules of Professional Conduct and other law.
See Rules 1.1, 1.8 and 5.6.

Illegal and Fraudulent Transactions

[9] Paragraph (d) prohibits a lawyer from counseling or assist-
ing a client in conduct that the lawyer knows is illegal or fraudulent. This
prohibition, however, does not preclude the lawyer from giving an honest
opinion about the consequences that appear likely to result from a client’s
conduct. Nor does the fact that a client uses advice in a course of action
that is illegal or fraudulent of itself make a lawyer a party to the course of
action. There is a critical distinction between presenting an analysis of
legal aspects of questionable conduct and recommending the means by
which a crime or fraud might be committed with impunity.

[10] When the client’s course of action has already begun and is
continuing, the lawyer’s responsibility is especially delicate. The lawyer
is required to avoid assisting the client, for example, by drafting or deliv-
ering documents that the lawyer knows are fraudulent or by suggesting
how the wrongdoing might be concealed. When the representation will
result in violation of the Rules of Professional Conduct or other law, the
lawyer must advise the client of any relevant limitation on the lawyer’s
conduct and remonstrate with the client. See Rules 1.4(a)(5) and
1.16(b)(1). Persuading a client to take necessary preventive or corrective
action that will bring the client’s conduct within the bounds of the law is a
challenging but appropriate endeavor. If the client fails to take necessary
corrective action and the lawyer’s continued representation would assist
client conduct that is illegal or fraudulent, the lawyer is required to with-
draw. See Rule 1.16(b)(1). In some circumstances, withdrawal alone
might be insufficient. In those cases the lawyer may be required to give
notice of the fact of withdrawal and to disaffirm any opinion, document,
affirmation or the like. See Rule 1.6(b)(3); Rule 4.1, Comment [3].

[11] Where the client is a fiduciary, the lawyer may be charged
with special obligations in dealings with a beneficiary.
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[12] Paragraph (d) prohibits a lawyer from assisting a client’s
illegal or fraudulent activity against a third person, whether or not the
defrauded party is a party to the transaction. Paragraph (d) does not pre-
clude undertaking a criminal defense incident to a general retainer for
legal services to a lawful enterprise, but does preclude such a retainer for
an enterprise known to be engaged in illegal or fraudulent activity. 

[13] If a lawyer comes to know or reasonably should know that a
client expects assistance not permitted by the Rules of Professional Con-
duct or other law, or if the lawyer intends to act contrary to the client’s
instructions, the lawyer must consult with the client regarding the limita-
tions on the lawyer’s conduct. See Rule 1.4(a)(5).

Exercise of Professional Judgment

[14] Paragraph (e) permits a lawyer to exercise professional
judgment to waive or fail to assert a right of a client, or accede to reason-
able requests of opposing counsel in such matters as court proceedings,
settings, continuances, and waiver of procedural formalities, as long as
doing so does not prejudice the rights of the client. Like paragraphs (f)
and (g), paragraph (e) effectively creates a limited exception to the law-
yer’s obligations under Rule 1.1(c) (a lawyer shall not intentionally “fail
to seek the objectives of the client through reasonably available means
permitted by law and these Rules” or “prejudice or damage the client
during the course of the representation except as permitted or required by
these Rules”). If the lawyer is representing the client before a tribunal, the
lawyer is required under Rule 3.3(f)(1) to comply with local customs of
courtesy or practice of the bar or a particular tribunal unless the lawyer
gives opposing counsel timely notice of the intent not to comply.

Refusal to Participate in Conduct a Lawyer Believes to Be Unlawful

[15] In some situations such as those described in paragraph (d),
a lawyer is prohibited from aiding or participating in a client’s improper
or potentially improper conduct; but in other situations, a lawyer has dis-
cretion. Paragraph (f) permits a lawyer to refuse to aid or participate in
conduct the lawyer believes to be unlawful, even if the conduct is argu-
ably legal. In addition, under Rule 1.16(c)(2), the lawyer may withdraw
from representing a client when the client persists in a course of action
involving the lawyer’s services that the lawyer reasonably believes is
criminal or fraudulent, even if the course of action is arguably legal. In
contrast, when the lawyer knows (or reasonably should know) that the
representation will result in a violation of law or the Rules of Professional
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Conduct, the lawyer must withdraw from the representation under Rule
1.16(b)(1). If the client “insists” that the lawyer pursue a course of con-
duct that is illegal or prohibited under the Rules, the lawyer must not carry
out those instructions and, in addition, may withdraw from the representa-
tion under Rule 1.16(c)(13). If the lawyer is representing the client before
a tribunal, additional rules may come into play. For example, the lawyer
may be required to obtain the tribunal’s permission to withdraw under
Rule 1.16(d), and the lawyer may be required to take reasonable remedial
measures under Rule 3.3 with respect to false evidence or other criminal
or fraudulent conduct relating to a proceeding.

Fulfilling Professional Commitments and Treating Others with 
Courtesy

[16] Both Rule 1.1(c)(1) and Rule 1.2(a) require generally that a
lawyer seek the client’s objectives and abide by the client’s decisions con-
cerning the objectives of the representation; but those rules do not require
a lawyer to be offensive, discourteous, inconsiderate or dilatory. Para-
graph (g) specifically affirms that a lawyer does not violate the Rules by
being punctual in fulfilling professional commitments, avoiding offensive
tactics and treating with courtesy and consideration all persons involved
in the legal process. Lawyers should be aware of the New York State Stan-
dards of Civility adopted by the courts to guide the legal profession (22
NYCRR Part 1200 Appendix A). Although the Standards of Civility are
not intended to be enforced by sanctions or disciplinary action, conduct
before a tribunal that fails to comply with known local customs of cour-
tesy or practice, or that is undignified or discourteous, may violate Rule
3.3(f). Conduct in a proceeding that serves merely to harass or mali-
ciously injury another would be frivolous in violation of Rule 3.1. Dila-
tory conduct may violate Rule 1.3(a), which requires a lawyer to act with
reasonable diligence and promptness in representing a client.
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RULE 1.3

DILIGENCE

(a) A lawyer shall act with reasonable diligence and
promptness in representing a client.

(b) A lawyer shall not neglect a legal matter entrusted to the
lawyer.

(c) A lawyer shall not intentionally fail to carry out a con-
tract of employment entered into with a client for professional ser-
vices, but the lawyer may withdraw as permitted under these Rules.

Comment

[1] A lawyer should pursue a matter on behalf of a client
despite opposition, obstruction or personal inconvenience to the lawyer,
and take whatever lawful and ethical measures are required to vindicate a
client’s cause or endeavor. A lawyer must also act with commitment and
dedication to the interests of the client and in advocacy upon the client’s
behalf. A lawyer is not bound, however, to press for every advantage that
might be realized for a client. For example, a lawyer may have authority
to exercise professional discretion in determining the means by which a
matter should be pursued. See Rule 1.2. Notwithstanding the foregoing,
the lawyer should not use offensive tactics or fail to treat all persons
involved in the legal process with courtesy and respect.

[2] A lawyer’s work load must be controlled so that each matter
can be handled diligently and promptly. Lawyers are encouraged to adopt
and follow effective office procedures and systems; neglect may occur
when such arrangements are not in place or are ineffective.

[3] Perhaps no professional shortcoming is more widely
resented than procrastination. A client’s interests often can be adversely
affected by the passage of time or the change of conditions; in extreme
instances, as when a lawyer overlooks a statute of limitations, the client’s
legal position may be destroyed. Even when the client’s interests are not
affected in substance, unreasonable delay can cause a client needless anx-
iety and undermine confidence in the lawyer’s trustworthiness. A lawyer’s
duty to act with reasonable promptness, however, does not preclude the
lawyer from agreeing to a reasonable request for a postponement that will
not prejudice the lawyer’s client.
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[4] Unless the relationship is terminated, as provided in Rule
1.16, a lawyer should carry through to conclusion all matters undertaken
for a client. If a lawyer’s employment is limited to a specific matter, the
relationship terminates when the matter has been resolved. If a lawyer has
served a client over a substantial period in a variety of matters, the client
sometimes may assume that the lawyer will continue to serve on a con-
tinuing basis unless the lawyer gives notice of withdrawal. Doubt about
whether a client-lawyer relationship still exists should be clarified by the
lawyer, preferably in writing, so that the client will not mistakenly sup-
pose the lawyer is looking after the client’s affairs when the lawyer has
ceased to do so. If a lawyer has handled a judicial or administrative pro-
ceeding that produced a result adverse to the client and the lawyer and the
client have not agreed that the lawyer will handle the matter on appeal,
Rule 1.16(e) may require the lawyer to consult with the client about the
possibility of appeal before relinquishing responsibility for the matter.
Whether the lawyer is obligated to prosecute the appeal for the client
depends on the scope of the representation the lawyer has agreed to pro-
vide to the client. See Rule 1.2.

[5] To avoid possible prejudice to client interests, a sole practi-
tioner is well advised to prepare a plan that designates another competent
lawyer to review client files, notify each client of the lawyer’s death or
disability, and determine whether there is a need for immediate protective
action.
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RULE 1.4

COMMUNICATION

(a) A lawyer shall:

(1) promptly inform the client of:

(i) any decision or circumstance with respect
to which the client’s informed consent, as defined in Rule
1.0(j), is required by these Rules;

(ii) any information required by court rule or
other law to be communicated to a client; and

(iii) material developments in the matter
including settlement or plea offers.

(2) reasonably consult with the client about the
means by which the client’s objectives are to be accomplished;

(3) keep the client reasonably informed about the sta-
tus of the matter;

(4) promptly comply with a client’s reasonable
requests for information; and

(5) consult with the client about any relevant limita-
tion on the lawyer’s conduct when the lawyer knows that the cli-
ent expects assistance not permitted by these Rules or other law.

(b) A lawyer shall explain a matter to the extent reasonably
necessary to permit the client to make informed decisions regarding
the representation.

Comment

[1] Reasonable communication between the lawyer and the cli-
ent is necessary for the client to participate effectively in the representation.

Communicating with Client

[2] In instances where these Rules require that a particular deci-
sion about the representation be made by the client, paragraph (a)(1)
requires that the lawyer promptly consult with the client and secure the
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client’s consent prior to taking action, unless prior discussions with the
client have resolved what action the client wants the lawyer to take. For
example, paragraph (a)(1)(iii) requires that a lawyer who receives from
opposing counsel an offer of settlement in a civil controversy or a prof-
fered plea bargain in a criminal case must promptly inform the client of its
substance unless the client has previously made clear that the proposal
will be acceptable or unacceptable or has authorized the lawyer to accept
or to reject the offer. See Rule 1.2(a).

[3] Paragraph (a)(2) requires that the lawyer reasonably consult
with the client about the means to be used to accomplish the client’s
objectives. In some situations — depending on both the importance of the
action under consideration and the feasibility of consulting with the client
— this duty will require consultation prior to taking action. In other cir-
cumstances, such as during a trial when an immediate decision must be
made, the exigency of the situation may require the lawyer to act without
prior consultation. In such cases, the lawyer must nonetheless act reason-
ably to inform the client of actions the lawyer has taken on the client’s
behalf. Likewise, for routine matters such as scheduling decisions not
materially affecting the interests of the client, the lawyer need not consult
in advance, but should keep the client reasonably informed thereafter.
Additionally, paragraph (a)(3) requires that the lawyer keep the client rea-
sonably informed about the status of the matter, such as significant devel-
opments affecting the timing or the substance of the representation.

[4] A lawyer’s regular communication with clients will mini-
mize the occasions on which a client will need to request information con-
cerning the representation. When a client makes a reasonable request for
information, however, paragraph (a)(4) requires prompt compliance with
the request, or if a prompt response is not feasible, that the lawyer or a
member of the lawyer’s staff acknowledge receipt of the request and
advise the client when a response may be expected. A lawyer should
promptly respond to or acknowledge client communications, or arrange
for an appropriate person who works with the lawyer to do so.

Explaining Matters

[5] The client should have sufficient information to participate
intelligently in decisions concerning the objectives of the representation
and the means by which they are to be pursued, to the extent the client is
willing and able to do so. Adequacy of communication depends in part on
the kind of advice or assistance that is involved. For example, when there
is time to explain a proposal made in a negotiation, the lawyer should
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review all important provisions with the client before proceeding to an
agreement. In litigation a lawyer should explain the general strategy and
prospects of success and ordinarily should consult the client on tactics
that are likely to result in significant expense or to injure or coerce others.
On the other hand, a lawyer ordinarily will not be expected to describe
trial or negotiation strategy in detail. The guiding principle is that the law-
yer should fulfill reasonable client expectations for information consistent
with the duty to act in the client’s best interest and the client’s overall
requirements as to the character of representation. In certain circum-
stances, such as when a lawyer asks a client to consent to a representation
affected by a conflict of interest, the client must give informed consent, as
defined in Rule 1.0(j).

[6] Ordinarily, the information to be provided is that appropri-
ate for a client who is a comprehending and responsible adult. However,
fully informing the client according to this standard may be impractica-
ble, for example, where the client is a child or suffers from diminished
capacity. See Rule 1.14. When the client is an organization or group, it is
often impossible or inappropriate to inform every one of its members
about its legal affairs; ordinarily, the lawyer should address communica-
tions to those who the lawyer reasonably believes to be appropriate per-
sons within the organization. See Rule 1.13. Where many routine matters
are involved, a system of limited or occasional reporting may be arranged
with the client.

Withholding Information

[7] In some circumstances, a lawyer may be justified in delay-
ing transmission of information when the client would be likely to react
imprudently to an immediate communication. Thus, a lawyer might with-
hold a psychiatric diagnosis of a client when the examining psychiatrist
indicates that disclosure would harm the client. A lawyer may not with-
hold information to serve the lawyer’s own interest or convenience or the
interests or convenience of another person. Rules or court orders govern-
ing litigation may provide that information supplied to a lawyer may not
be disclosed to the client. Rule 3.4(c) directs compliance with such rules
or orders.
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RULE 1.5

FEES AND DIVISION OF FEES

(a) A lawyer shall not make an agreement for, charge, or
collect an excessive or illegal fee or expense. A fee is excessive when,
after a review of the facts, a reasonable lawyer would be left with a
definite and firm conviction that the fee is excessive. The factors to be
considered in determining whether a fee is excessive may include the
following:

(1) the time and labor required, the novelty and diffi-
culty of the questions involved, and the skill requisite to per-
form the legal service properly;

(2) the likelihood, if apparent or made known to the
client, that the acceptance of the particular employment will
preclude other employment by the lawyer;

(3) the fee customarily charged in the locality for sim-
ilar legal services;

(4) the amount involved and the results obtained;

(5) the time limitations imposed by the client or by
circumstances;

(6) the nature and length of the professional relation-
ship with the client;

(7) the experience, reputation and ability of the law-
yer or lawyers performing the services; and

(8) whether the fee is fixed or contingent.

(b) A lawyer shall communicate to a client the scope of the
representation and the basis or rate of the fee and expenses for which
the client will be responsible. This information shall be communi-
cated to the client before or within a reasonable time after commence-
ment of the representation and shall be in writing where required by
statute or court rule. This provision shall not apply when the lawyer
will charge a regularly represented client on the same basis or rate
and perform services that are of the same general kind as previously
rendered to and paid for by the client. Any changes in the scope of the
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representation or the basis or rate of the fee or expenses shall also be
communicated to the client.

(c) A fee may be contingent on the outcome of the matter
for which the service is rendered, except in a matter in which a con-
tingent fee is prohibited by paragraph (d) or other law. Promptly
after a lawyer has been employed in a contingent fee matter, the law-
yer shall provide the client with a writing stating the method by
which the fee is to be determined, including the percentage or per-
centages that shall accrue to the lawyer in the event of settlement,
trial or appeal; litigation and other expenses to be deducted from the
recovery; and whether such expenses are to be deducted before or, if
not prohibited by statute or court rule, after the contingent fee is cal-
culated. The writing must clearly notify the client of any expenses for
which the client will be liable regardless of whether the client is the
prevailing party. Upon conclusion of a contingent fee matter, the law-
yer shall provide the client with a writing stating the outcome of the
matter and, if there is a recovery, showing the remittance to the client
and the method of its determination.

(d) A lawyer shall not enter into an arrangement for, charge
or collect:

(1) a contingent fee for representing a defendant in a
criminal matter;

(2) a fee prohibited by law or rule of court;

(3) a fee based on fraudulent billing;

(4) a nonrefundable retainer fee; provided that a law-
yer may enter into a retainer agreement with a client contain-
ing a reasonable minimum fee clause if it defines in plain
language and sets forth the circumstances under which such
fee may be incurred and how it will be calculated; or

(5) any fee in a domestic relations matter if:

(i) the payment or amount of the fee is contin-
gent upon the securing of a divorce or of obtaining child
custody or visitation or is in any way determined by ref-
erence to the amount of maintenance, support, equitable
distribution, or property settlement;
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(ii) a written retainer agreement has not been
signed by the lawyer and client setting forth in plain lan-
guage the nature of the relationship and the details of
the fee arrangement; or

(iii) the written retainer agreement includes a
security interest, confession of judgment or other lien
without prior notice being provided to the client in a
signed retainer agreement and approval from a tribunal
after notice to the adversary. A lawyer shall not foreclose
on a mortgage placed on the marital residence while the
spouse who consents to the mortgage remains the title-
holder and the residence remains the spouse’s primary
residence.

(e) In domestic relations matters, a lawyer shall provide a
prospective client with a Statement of Client’s Rights and Responsi-
bilities at the initial conference and prior to the signing of a written
retainer agreement.

(f) Where applicable, a lawyer shall resolve fee disputes by
arbitration at the election of the client pursuant to a fee arbitration
program established by the Chief Administrator of the Courts and
approved by the Administrative Board of the Courts.

(g) A lawyer shall not divide a fee for legal services with
another lawyer who is not associated in the same law firm unless:

(1) the division is in proportion to the services per-
formed by each lawyer or, by a writing given to the client, each
lawyer assumes joint responsibility for the representation;

(2) the client agrees to employment of the other law-
yer after a full disclosure that a division of fees will be made,
including the share each lawyer will receive, and the client’s
agreement is confirmed in writing; and

(3) the total fee is not excessive.

(h) Rule 1.5(g) does not prohibit payment to a lawyer for-
merly associated in a law firm pursuant to a separation or retirement
agreement. 
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Comment

[1] Paragraph (a) requires that lawyers not charge fees that are
excessive or illegal under the circumstances. The factors specified in para-
graphs (a)(1) through (a)(8) are not exclusive, nor will each factor be rele-
vant in each instance. The time and labor required for a matter may be
affected by the actions of the lawyer’s own client or by those of the oppos-
ing party and counsel. Paragraph (a) also requires that expenses for which
the client will be charged must not be excessive or illegal. A lawyer may
seek payment for services performed in-house, such as copying, or for
other expenses incurred in-house, such as telephone charges, either by
charging an amount to which the client has agreed in advance or by
charging an amount that reflects the cost incurred by the lawyer, provided
in either case that the amount charged is not excessive.

[1A] A billing is fraudulent if it is knowingly and intentionally
based on false or inaccurate information. Thus, under an hourly billing
arrangement, it would be fraudulent to knowingly and intentionally charge a
client for more than the actual number of hours spent by the lawyer on the
client’s matter; similarly, where the client has agreed to pay the lawyer’s
cost of in-house services, such as for photocopying or telephone calls, it
would be fraudulent knowingly and intentionally to charge a client more
than the actual costs incurred. Fraudulent billing requires an element of sci-
enter and does not include inaccurate billing due to an innocent mistake.

[1B] A supervising lawyer who submits a fraudulent bill for fees
or expenses to a client based on submissions by a subordinate lawyer has
not automatically violated this Rule. In this situation, whether the lawyer
is responsible for a violation must be determined by reference to Rules
5.1, 5.2 and 5.3. As noted in Comment [8] to Rule 5.1, nothing in that
Rule alters the personal duty of each lawyer in a firm to abide by these
Rules and in some situations, other Rules may impose upon a supervising
lawyer a duty to ensure that the books and records of a firm are accurate.
See Rule 1.15(j).

Basis or Rate of Fee

[2] When the lawyer has regularly represented a client, they
ordinarily will have evolved an understanding concerning the basis or rate
of the fee and the expenses for which the client will be responsible. In a
new clientlawyer relationship, however, an understanding as to fees and
expenses must be promptly established. Court rules regarding engage-
ment letters require that such an understanding be memorialized in writ-
29



NEW YORK RULES OF PROFESSIONAL CONDUCT
ing in certain cases. See 22 N.Y.C.R.R. Part 1215. Even where not
required, it is desirable to furnish the client with at least a simple memo-
randum or copy of the lawyer’s customary fee arrangements that states the
general nature of the legal services to be provided, the basis, rate or total
amount of the fee, and whether and to what extent the client will be
responsible for any costs, expenses or disbursements in the course of the
representation. A written statement concerning the terms of the engage-
ment reduces the possibility of misunderstanding.

[3] Contingent fees, like any other fees, are subject to the exces-
siveness standard of paragraph (a). In determining whether a particular
contingent fee is excessive, or whether it is excessive to charge any form
of contingent fee, a lawyer must consider the factors that are relevant
under the circumstances. Applicable law may impose limitations on con-
tingent fees, such as a ceiling on the percentage allowable, or may regu-
late the type or amount of the fee that may be charged.

Terms of Payment

[4] A lawyer may require advance payment of a fee, but is
obliged to return any unearned portion. See Rule 1.16(e). A lawyer may
charge a minimum fee, if that fee is not excessive, and if the wording of
the minimum fee clause of the retainer agreement meets the requirements
of paragraph (d)(4). A lawyer may accept property in payment for ser-
vices, such as an ownership interest in an enterprise, providing this does
not involve acquisition of a proprietary interest in the cause of action or
subject matter of the litigation contrary to Rule 1.8(i). A fee paid in prop-
erty instead of money may, however, be subject to the requirements of
Rule 1.8(a), because such fees often have the essential qualities of a busi-
ness transaction with the client.

[5] An agreement may not be made if its terms might induce the
lawyer improperly to curtail services for the client or perform them in a
way contrary to the client’s interest. For example, a lawyer should not
enter into an agreement whereby services are to be provided only up to a
stated amount when it is foreseeable that more extensive services proba-
bly will be required, unless the situation is adequately explained to the cli-
ent. Otherwise, the client might have to bargain for further assistance in
the midst of a proceeding or transaction. In matters in litigation, the
court’s approval for the lawyer’s withdrawal may be required. See Rule
1.16(d). It is proper, however, to define the extent of services in light of
the client’s ability to pay. A lawyer should not exploit a fee arrangement
based primarily on hourly charges by using wasteful procedures.
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[5A] The New York Court Rules require every lawyer with an
office located in New York to post in that office, in a manner visible to cli-
ents of the lawyer, a “Statement of Client’s Rights.” See 22 N.Y.C.R.R.
§ 1210.1. Paragraph (e) requires a lawyer in a domestic relations matter,
as defined in Rule 1.0(g), to provide a prospective client with the “State-
ment of Client’s Rights and Responsibilities,” as further set forth in 22
N.Y.C.R.R. § 1400.2, at the initial conference and, in any event, prior to
the signing of a written retainer agreement.

Prohibited Contingent Fees

[6] Paragraph (d) prohibits a lawyer from charging a contingent
fee in a domestic relations matter when payment is contingent upon the
securing of a divorce or upon the amount of alimony or support or prop-
erty settlement to be obtained or upon obtaining child custody or visita-
tion. This provision also precludes a contract for a contingent fee for legal
representation in connection with the recovery of post-judgment balances
due under support, alimony or other financial orders. See Rule 1.0(g)
(defining “domestic relations matter” to include an action to enforce such
a judgment).

Division of Fee

[7] A division of fee is a single billing to a client covering the
fee of two or more lawyers who are not affiliated in the same firm. A divi-
sion of fee facilitates association of more than one lawyer in a matter in
which neither alone could serve the client as well. Paragraph (g) permits
the lawyers to divide a fee either on the basis of the proportion of services
they render or if each lawyer assumes responsibility for the representation
as a whole in a writing given to the client. In addition, the client must
agree to the arrangement, including the share that each lawyer is to
receive, and the client’s agreement must be confirmed in writing. Contin-
gent fee arrangements must comply with paragraph (c). Joint responsibil-
ity for the representation entails financial and ethical responsibility for the
representation as if the lawyers were associated in a partnership. See Rule
5.1. A lawyer should refer a matter only to a lawyer who the referring law-
yer reasonably believes is competent to handle the matter. See Rule 1.1.

[8] Paragraph (g) does not prohibit or regulate division of fees
to be received in the future for work done when lawyers were previously
associated in a law firm. Paragraph (h) recognizes that this Rule does not
prohibit payment to a previously associated lawyer pursuant to a separa-
tion or retirement agreement. 
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Disputes over Fees

[9] A lawyer should seek to avoid controversies over fees with
clients and should attempt to resolve amicably any differences on the sub-
ject. The New York courts have established a procedure for resolution of
fee disputes through arbitration and the lawyer must comply with the pro-
cedure when it is mandatory. Even when it is voluntary, the lawyer should
conscientiously consider submitting to it.
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RULE 1.6

CONFIDENTIALITY OF INFORMATION

(a) A lawyer shall not knowingly reveal confidential infor-
mation, as defined in this Rule, or use such information to the disad-
vantage of a client or for the advantage of the lawyer or a third
person, unless:

(1) the client gives informed consent, as defined in
Rule 1.0(j);

(2) the disclosure is impliedly authorized to advance
the best interests of the client and is either reasonable under
the circumstances or customary in the professional commu-
nity; or

(3) the disclosure is permitted by paragraph (b).

“Confidential information” consists of information gained
during or relating to the representation of a client, whatever its
source, that is (a) protected by the attorney-client privilege, (b) likely
to be embarrassing or detrimental to the client if disclosed, or
(c) information that the client has requested be kept confidential.
“Confidential information” does not ordinarily include (i) a lawyer’s
legal knowledge or legal research or (ii) information that is generally
known in the local community or in the trade, field or profession to
which the information relates.

(b) A lawyer may reveal or use confidential information to
the extent that the lawyer reasonably believes necessary:

(1) to prevent reasonably certain death or substantial
bodily harm;

(2) to prevent the client from committing a crime;

(3) to withdraw a written or oral opinion or represen-
tation previously given by the lawyer and reasonably believed
by the lawyer still to be relied upon by a third person, where
the lawyer has discovered that the opinion or representation
was based on materially inaccurate information or is being
used to further a crime or fraud;
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(4) to secure legal advice about compliance with these
Rules or other law by the lawyer, another lawyer associated
with the lawyer’s firm or the law firm;

(5) (i) to defend the lawyer or the lawyer’s
employees and associates against an accusation of wrongful
conduct; or

(ii) to establish or collect a fee; or

(6) when permitted or required under these Rules or
to comply with other law or court order.

(c) A lawyer shall make reasonable efforts to prevent the
inadvertent or unauthorized disclosure or use of, or unauthorized
access to, information protected by Rules 1.6, 1.9(c), or 1.18(b). 

Comment

Scope of the Professional Duty of Confidentiality

[1] This Rule governs the disclosure of information protected
by the professional duty of confidentiality. Such information is described
in these Rules as “confidential information” as defined in this Rule. Other
rules also deal with confidential information. See Rules 1.8(b) and
1.9(c)(1) for the lawyer’s duties with respect to the use of such informa-
tion to the disadvantage of clients and former clients; Rule 1.9(c)(2) for
the lawyer’s duty not to reveal information relating to the lawyer’s prior
representation of a former client; Rule 1.14(c) for information relating to
representation of a client with diminished capacity; Rule 1.18(b) for the
lawyer’s duties with respect to information provided to the lawyer by a
prospective client; Rule 3.3 for the lawyer’s duty of candor to a tribunal;
and Rule 8.3(c) for information gained by a lawyer or judge while partici-
pating in an approved lawyer assistance program.

[2] A fundamental principle in the client-lawyer relationship is
that, in the absence of the client’s informed consent, or except as permit-
ted or required by these Rules, the lawyer must not knowingly reveal
information gained during and related to the representation, whatever its
source. See Rule 1.0(j) for the definition of informed consent. The law-
yer’s duty of confidentiality contributes to the trust that is the hallmark of
the client-lawyer relationship. The client is thereby encouraged to seek
legal assistance and to communicate fully and frankly with the lawyer,
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even as to embarrassing or legally damaging subject matter. The lawyer
needs this information to represent the client effectively and, if necessary,
to advise the client to refrain from wrongful conduct. Typically, clients
come to lawyers to determine their rights and what is, in the complex of
laws and regulations, deemed to be legal and correct. Based upon experi-
ence, lawyers know that almost all clients follow the advice given, and the
law is thereby upheld.

[3] The principle of client-lawyer confidentiality is given effect
in three related bodies of law: the attorney-client privilege of evidence
law, the work-product doctrine of civil procedure and the professional
duty of confidentiality established in legal ethics codes. The attorney-cli-
ent privilege and the work-product doctrine apply when compulsory pro-
cess by a judicial or other governmental body seeks to compel a lawyer to
testify or produce information or evidence concerning a client. The pro-
fessional duty of client-lawyer confidentiality, in contrast, applies to a
lawyer in all settings and at all times, prohibiting the lawyer from disclos-
ing confidential information unless permitted or required by these Rules
or to comply with other law or court order. The confidentiality duty
applies not only to matters communicated in confidence by the client,
which are protected by the attorney-client privilege, but also to all infor-
mation gained during and relating to the representation, whatever its
source. The confidentiality duty, for example, prohibits a lawyer from vol-
unteering confidential information to a friend or to any other person
except in compliance with the provisions of this Rule, including the
Rule’s reference to other law that may compel disclosure. See Comments
[12]-[13]; see also Scope.

[4] Paragraph (a) prohibits a lawyer from knowingly revealing
confidential information as defined by this Rule. This prohibition also
applies to disclosures by a lawyer that do not in themselves reveal confi-
dential information but could reasonably lead to the discovery of such
information by a third person. A lawyer’s use of a hypothetical to discuss
issues relating to the representation with persons not connected to the rep-
resentation is permissible so long as there is no reasonable likelihood that
the listener will be able to ascertain the identity of the client.

[4A] Paragraph (a) protects all factual information “gained
during or relating to the representation of a client.” Information relates to
the representation if it has any possible relevance to the representation or
is received because of the representation. The accumulation of legal
knowledge or legal research that a lawyer acquires through practice ordi-
narily is not client information protected by this Rule. However, in some
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circumstances, including where the client and the lawyer have so agreed,
a client may have a proprietary interest in a particular product of the law-
yer’s research. Information that is generally known in the local commu-
nity or in the trade, field or profession to which the information relates is
also not protected, unless the client and the lawyer have otherwise agreed.
Information is not “generally known” simply because it is in the public
domain or available in a public file.

Use of Information Related to Representation

[4B] The duty of confidentiality also prohibits a lawyer from
using confidential information to the advantage of the lawyer or a third
person or to the disadvantage of a client or former client unless the client
or former client has given informed consent. See Rule 1.0(j) for the defi-
nition of “informed consent.” This part of paragraph (a) applies when
information is used to benefit either the lawyer or a third person, such as
another client, a former client or a business associate of the lawyer. For
example, if a lawyer learns that a client intends to purchase and develop
several parcels of land, the lawyer may not (absent the client’s informed
consent) use that information to buy a nearby parcel that is expected to
appreciate in value due to the client’s purchase, or to recommend that
another client buy the nearby land, even if the lawyer does not reveal any
confidential information. The duty also prohibits disadvantageous use of
confidential information unless the client gives informed consent, except
as permitted or required by these Rules. For example, a lawyer assisting a
client in purchasing a parcel of land may not make a competing bid on the
same land. However, the fact that a lawyer has once served a client does
not preclude the lawyer from using generally known information about
that client, even to the disadvantage of the former client, after the client-
lawyer relationship has terminated. See Rule 1.9(c)(1).

Authorized Disclosure

[5] Except to the extent that the client’s instructions or special
circumstances limit that authority, a lawyer may make disclosures of con-
fidential information that are impliedly authorized by a client if the dis-
closures (i) advance the best interests of the client and (ii) are either
reasonable under the circumstances or customary in the professional com-
munity. In some situations, for example, a lawyer may be impliedly
authorized to admit a fact that cannot properly be disputed or to make a
disclosure that facilitates a satisfactory conclusion to a matter. In addition,
lawyers in a firm may, in the course of the firm’s practice, disclose to each
other information relating to a client of the firm, unless the client has
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instructed that particular information be confined to specified lawyers.
Lawyers are also impliedly authorized to reveal information about a client
with diminished capacity when necessary to take protective action to safe-
guard the client’s interests. See Rules 1.14(b) and (c).

Disclosure Adverse to Client

[6] Although the public interest is usually best served by a strict
rule requiring lawyers to preserve the confidentiality of information relat-
ing to the representation of their clients, the confidentiality rule is subject
to limited exceptions that prevent substantial harm to important interests,
deter wrongdoing by clients, prevent violations of the law, and maintain
the impartiality and integrity of judicial proceedings. Paragraph (b) per-
mits, but does not require, a lawyer to disclose information relating to the
representation to accomplish these specified purposes.

[6A] The lawyer’s exercise of discretion conferred by paragraphs
(b)(1) through (b)(3) requires consideration of a wide range of factors and
should therefore be given great weight. In exercising such discretion
under these paragraphs, the lawyer should consider such factors as: (i) the
seriousness of the potential injury to others if the prospective harm or
crime occurs, (ii) the likelihood that it will occur and its imminence,
(iii) the apparent absence of any other feasible way to prevent the poten-
tial injury, (iv) the extent to which the client may be using the lawyer’s
services in bringing about the harm or crime, (v) the circumstances under
which the lawyer acquired the information of the client’s intent or pro-
spective course of action, and (vi) any other aggravating or extenuating
circumstances. In any case, disclosure adverse to the client’s interest
should be no greater than the lawyer reasonably believes necessary to pre-
vent the threatened harm or crime. When a lawyer learns that a client
intends to pursue or is pursuing a course of conduct that would permit dis-
closure under paragraphs (b)(1), (b)(2) or (b)(3), the lawyer’s initial duty,
where practicable, is to remonstrate with the client. In the rare situation in
which the client is reluctant to accept the lawyer’s advice, the lawyer’s
threat of disclosure is a measure of last resort that may persuade the cli-
ent. When the lawyer reasonably believes that the client will carry out the
threatened harm or crime, the lawyer may disclose confidential informa-
tion when permitted by paragraphs (b)(1), (b)(2) or (b)(3). A lawyer’s per-
missible disclosure under paragraph (b) does not waive the client’s
attorney-client privilege; neither the lawyer nor the client may be forced
to testify about communications protected by the privilege, unless a tribu-
nal or body with authority to compel testimony makes a determination
that the crime-fraud exception to the privilege, or some other exception,
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has been satisfied by a party to the proceeding. For a lawyer’s duties when
representing an organizational client engaged in wrongdoing, see Rule
1.13(b).

[6B] Paragraph (b)(1) recognizes the overriding value of life and
physical integrity and permits disclosure reasonably necessary to prevent
reasonably certain death or substantial bodily harm. Such harm is reason-
ably certain to occur if it will be suffered imminently or if there is a pres-
ent and substantial risk that a person will suffer such harm at a later date if
the lawyer fails to take action necessary to eliminate the threat. Thus, a
lawyer who knows that a client has accidentally discharged toxic waste
into a town’s water supply may reveal this information to the authorities if
there is a present and substantial risk that a person who drinks the water
will contract a life-threatening or debilitating disease and the lawyer’s dis-
closure is necessary to eliminate the threat or reduce the number of vic-
tims. Wrongful execution of a person is a life-threatening and imminent
harm under paragraph (b)(1) once the person has been convicted and sen-
tenced to death. On the other hand, an event that will cause property dam-
age but is unlikely to cause substantial bodily harm is not a present and
substantial risk under paragraph (b)(1); similarly, a remote possibility or
small statistical likelihood that any particular unit of a mass-distributed
product will cause death or substantial bodily harm to unspecified persons
over a period of years does not satisfy the element of reasonably certain
death or substantial bodily harm under the exception to the duty of confi-
dentiality in paragraph (b)(1).

[6C] Paragraph (b)(2) recognizes that society has important inter-
ests in preventing a client’s crime. Disclosure of the client’s intention is
permitted to the extent reasonably necessary to prevent the crime. In exer-
cising discretion under this paragraph, the lawyer should consider such
factors as those stated in Comment [6A].

[6D] Some crimes, such as criminal fraud, may be ongoing in the
sense that the client’s past material false representations are still deceiving
new victims. The law treats such crimes as continuing crimes in which
new violations are constantly occurring. The lawyer whose services were
involved in the criminal acts that constitute a continuing crime may reveal
the client’s refusal to bring an end to a continuing crime, even though that
disclosure may also reveal the client’s past wrongful acts, because refusal
to end a continuing crime is equivalent to an intention to commit a new
crime. Disclosure is not permitted under paragraph (b)(2), however, when
a person who may have committed a crime employs a new lawyer for
investigation or defense. Such a lawyer does not have discretion under
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paragraph (b)(2) to use or disclose the client’s past acts that may have
continuing criminal consequences. Disclosure is permitted, however, if
the client uses the new lawyer’s services to commit a further crime, such
as obstruction of justice or perjury.

[6E] Paragraph (b)(3) permits a lawyer to withdraw a legal opin-
ion or to disaffirm a prior representation made to third parties when the
lawyer reasonably believes that third persons are still relying on the law-
yer’s work and the work was based on “materially inaccurate information
or is being used to further a crime or fraud.” See Rule 1.16(b)(1), requir-
ing the lawyer to withdraw when the lawyer knows or reasonably should
know that the representation will result in a violation of law. Paragraph
(b)(3) permits the lawyer to give only the limited notice that is implicit in
withdrawing an opinion or representation, which may have the collateral
effect of inferentially revealing confidential information. The lawyer’s
withdrawal of the tainted opinion or representation allows the lawyer to
prevent further harm to third persons and to protect the lawyer’s own
interest when the client has abused the professional relationship, but para-
graph (b)(3) does not permit explicit disclosure of the client’s past acts
unless such disclosure is permitted under paragraph (b)(2).

[7] [Reserved.]

[8] [Reserved.]

[9] A lawyer’s confidentiality obligations do not preclude a
lawyer from securing confidential legal advice about compliance with
these Rules and other law by the lawyer, another lawyer in the lawyer’s
firm, or the law firm. In many situations, disclosing information to secure
such advice will be impliedly authorized for the lawyer to carry out the
representation. Even when the disclosure is not impliedly authorized,
paragraph (b)(4) permits such disclosure because of the importance of a
lawyer’s compliance with these Rules, court orders and other law.

[10] Where a claim or charge alleges misconduct of the lawyer
related to the representation of a current or former client, the lawyer may
respond to the extent the lawyer reasonably believes necessary to estab-
lish a defense. Such a claim can arise in a civil, criminal, disciplinary or
other proceeding and can be based on a wrong allegedly committed by the
lawyer against the client or on a wrong alleged by a third person, such as a
person claiming to have been defrauded by the lawyer and client acting
together or by the lawyer acting alone. The lawyer may respond directly
to the person who has made an accusation that permits disclosure, pro-
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vided that the lawyer’s response complies with Rule 4.2 and Rule 4.3, and
other Rules or applicable law. A lawyer may make the disclosures autho-
rized by paragraph (b)(5) through counsel. The right to respond also
applies to accusations of wrongful conduct concerning the lawyer’s law
firm, employees or associates.

[11] A lawyer entitled to a fee is permitted by paragraph (b)(5) to
prove the services rendered in an action to collect it. This aspect of the
rule expresses the principle that the beneficiary of a fiduciary relationship
may not exploit it to the detriment of the fiduciary.

[12] Paragraph (b) does not mandate any disclosures. However,
other law may require that a lawyer disclose confidential information.
Whether such a law supersedes Rule 1.6 is a question of law beyond the
scope of these Rules. When disclosure of confidential information
appears to be required by other law, the lawyer must consult with the cli-
ent to the extent required by Rule 1.4 before making the disclosure, unless
such consultation would be prohibited by other law. If the lawyer con-
cludes that other law supersedes this Rule and requires disclosure, para-
graph (b)(6) permits the lawyer to make such disclosures as are necessary
to comply with the law.

[13] A tribunal or governmental entity claiming authority pursu-
ant to other law to compel disclosure may order a lawyer to reveal confi-
dential information. Absent informed consent of the client to comply with
the order, the lawyer should assert on behalf of the client nonfrivolous
arguments that the order is not authorized by law, the information sought
is protected against disclosure by an applicable privilege or other law, or
the order is invalid or defective for some other reason. In the event of an
adverse ruling, the lawyer must consult with the client to the extent
required by Rule 1.4 about the possibility of an appeal or further chal-
lenge, unless such consultation would be prohibited by other law. If such
review is not sought or is unsuccessful, paragraph (b)(6) permits the law-
yer to comply with the order.

[14] Paragraph (b) permits disclosure only to the extent the law-
yer reasonably believes the disclosure is necessary to accomplish one of
the purposes specified in paragraphs (b)(1) through (b)(6). Before making
a disclosure, the lawyer should, where practicable, first seek to persuade
the client to take suitable action to obviate the need for disclosure. In any
case, a disclosure adverse to the client’s interest should be no greater than
the lawyer reasonably believes necessary to accomplish the purpose, par-
ticularly when accusations of wrongdoing in the representation of a client
40



RULE 1.6
have been made by a third party rather than by the client. If the disclosure
will be made in connection with an adjudicative proceeding, the disclo-
sure should be made in a manner that limits access to the information to
the tribunal or other persons having a need to know the information, and
appropriate protective orders or other arrangements should be sought by
the lawyer to the fullest extent practicable.

[15] Paragraph (b) permits but does not require the disclosure of
information relating to a client’s representation to accomplish the pur-
poses specified in paragraphs (b)(1) through (b)(6). A lawyer’s decision
not to disclose as permitted by paragraph (b) does not violate this Rule.
Disclosure may, however, be required by other Rules or by other law. See
Comments [12]-[13]. Some Rules require disclosure only if such disclo-
sure would be permitted by paragraph (b). E.g., Rule 8.3(c)(1). Rule
3.3(c), on the other hand, requires disclosure in some circumstances
whether or not disclosure is permitted or prohibited by this Rule.

Withdrawal

[15A] If the lawyer’s services will be used by the client in materi-
ally furthering a course of criminal or fraudulent conduct, the lawyer must
withdraw pursuant to Rule 1.16(b)(1). Withdrawal may also be required
or permitted for other reasons under Rule 1.16. After withdrawal, the law-
yer is required to refrain from disclosing or using information protected
by Rule 1.6, except as this Rule permits such disclosure. Neither this
Rule, nor Rule 1.9(c), nor Rule 1.16(e) prevents the lawyer from giving
notice of the fact of withdrawal. For withdrawal or disaffirmance of an
opinion or representation, see paragraph (b)(3) and Comment [6E].
Where the client is an organization, the lawyer may be in doubt whether
the organization will actually carry out the contemplated conduct. Where
necessary to guide conduct in connection with this Rule, the lawyer may,
and sometimes must, make inquiry within the organization. See Rules
1.13(b) and (c).

Duty to Preserve Confidentiality

[16] Paragraph (c) imposes three related obligations. It requires a
lawyer to make reasonable efforts to safeguard confidential information
against unauthorized access by third parties and against inadvertent or
unauthorized disclosure by the lawyer or other persons who are participat-
ing in the representation of the client or who are otherwise subject to the
lawyer’s supervision. See Rules 1.1, 5.1 and 5.3. Confidential information
includes not only information protected by Rule 1.6(a) with respect to
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current clients but also information protected by Rule 1.9(c) with respect
to former clients and information protected by Rule 1.18(b) with respect
to prospective clients. Unauthorized access to, or the inadvertent or unau-
thorized disclosure of, information protected by Rules 1.6, 1.9, or 1.18,
does not constitute a violation of paragraph (c) if the lawyer has made rea-
sonable efforts to prevent the unauthorized access or disclosure. Factors to
be considered in determining the reasonableness of the lawyer’s efforts
include, but are not limited to: (i) the sensitivity of the information; (ii)
the likelihood of disclosure if additional safeguards are not employed; (iii)
the cost of employing additional safeguards; (iv) the difficulty of imple-
menting the safeguards; and (v) the extent to which the safeguards
adversely affect the lawyer’s ability to represent clients (e.g., by making a
device or software excessively difficult to use). A client may require the
lawyer to implement special security measures not required by this Rule,
or may give informed consent to forgo security measures that would oth-
erwise be required by this Rule. For a lawyer’s duties when sharing infor-
mation with nonlawyers inside or outside the lawyer’s own firm, see Rule
5.3, Comment [2]. 

[17] When transmitting a communication that includes informa-
tion relating to the representation of a client, the lawyer must take reason-
able precautions to prevent the information from coming into the hands of
unintended recipients. Paragraph (c) does not ordinarily require that the
lawyer use special security measures if the method of communication
affords a reasonable expectation of confidentiality. However, a lawyer
may be required to take specific steps to safeguard a client’s information
to comply with a court order (such as a protective order) or to comply
with other law (such as state and federal laws or court rules that govern
data privacy or that impose notification requirements upon the loss of, or
unauthorized access to, electronic information). For example, a protective
order may extend a high level of protection to documents marked “Confi-
dential” or “Confidential—Attorneys’ Eyes Only”; the Health Insurance
Portability and Accountability Act of 1996 (“HIPAA”) may require a law-
yer to take specific precautions with respect to a client’s or adversary’s
medical records; and court rules may require a lawyer to block out a cli-
ent’s Social Security number or a minor’s name when electronically filing
papers with the court. The specific requirements of court orders, court
rules, and other laws are beyond the scope of these Rules.
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Lateral Moves, Law Firm Mergers, and Confidentiality

[18A] When lawyers or law firms (including in-house legal depart-
ments) contemplate a new association with other lawyers or law firms
though lateral hiring or merger, disclosure of limited information may be
necessary to resolve conflicts of interest pursuant to Rule 1.10 and to
address financial, staffing, operational, and other practical issues. How-
ever, Rule 1.6(a) requires lawyers and law firms to protect their clients’
confidential information, so lawyers and law firms may not disclose such
information for their own advantage or for the advantage of third parties
absent a client’s informed consent or some other exception to Rule 1.6.

[18B] Disclosure without client consent in the context of a possi-
ble lateral move or law firm merger is ordinarily permitted regarding basic
information such as: (i) the identities of clients or other parties involved in
a matter; (ii) a brief summary of the status and nature of a particular mat-
ter, including the general issues involved; (iii) information that is publicly
available; (iv) the lawyer’s total book of business; (v) the financial terms
of each lawyer-client relationship; and (vi) information about aggregate
current and historical payment of fees (such as realization rates, average
receivables, and aggregate timeliness of payments). Such information is
generally not “confidential information” within the meaning of Rule 1.6.

[18C] Disclosure without client consent in the context of a possi-
ble lateral move or law firm merger is ordinarily not permitted, however,
if information is protected by Rule 1.6(a), 1.9(c), or Rule 1.18(b). This
includes information that a lawyer knows or reasonably believes is pro-
tected by the attorney-client privilege, or is likely to be detrimental or
embarrassing to the client, or is information that the client has requested
be kept confidential. For example, many clients would not want their law-
yers to disclose their tardiness in paying bills; the amounts they spend on
legal fees in particular matters; forecasts about their financial prospects;
or information relating to sensitive client matters (e.g., an unannounced
corporate takeover, an undisclosed possible divorce, or a criminal investi-
gation into the client’s conduct).

[18D] When lawyers are exploring a new association, whether by
lateral move or by merger, all lawyers involved must individually consider
fiduciary obligations to their existing firms that may bear on the timing
and scope of disclosures to clients relating to conflicts and financial con-
cerns, and should consider whether to ask clients for a waiver of confiden-
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tiality if consistent with these fiduciary duties—see Rule 1.10(e)
(requiring law firms to check for conflicts of interest). Questions of fidu-
ciary duty are legal issues beyond the scope of the Rules.

[18E] For the unique confidentiality and notice provisions that
apply to a lawyer or law firm seeking to sell all or part of its practice, see
Rule 1.17 and Comment [7] to that Rule.

[18F] Before disclosing information regarding a possible lateral
move or law firm merger, law firms and lawyers moving between firms—
both those providing information and those receiving information—
should use reasonable measures to minimize the risk of any improper,
unauthorized or inadvertent disclosures, whether or not the information is
protected by Rule 1.6(a), 1.9(c), or 1.18(b). These steps might include
such measures as: (1) disclosing client information in stages; initially
identifying only certain clients and providing only limited information,
and providing a complete list of clients and more detailed financial infor-
mation only at subsequent stages; (2) limiting disclosure to those at the
firm, or even a single person at the firm, directly involved in clearing con-
flicts and making the business decision whether to move forward to the
next stage regarding the lateral hire or law firm merger; and/or (3) agree-
ing not to disclose financial or conflict information outside the firm(s)
during and after the lateral hiring negotiations or merger process.
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RULE 1.7

CONFLICT OF INTEREST: CURRENT CLIENTS

(a) Except as provided in paragraph (b), a lawyer shall not
represent a client if a reasonable lawyer would conclude that either:

(1) the representation will involve the lawyer in rep-
resenting differing interests; or

(2) there is a significant risk that the lawyer’s profes-
sional judgment on behalf of a client will be adversely affected
by the lawyer’s own financial, business, property or other per-
sonal interests.

(b) Notwithstanding the existence of a concurrent conflict of
interest under paragraph (a), a lawyer may represent a client if:

(1) the lawyer reasonably believes that the lawyer will
be able to provide competent and diligent representation to
each affected client;

(2) the representation is not prohibited by law;

(3) the representation does not involve the assertion
of a claim by one client against another client represented by
the lawyer in the same litigation or other proceeding before a
tribunal; and

(4) each affected client gives informed consent, con-
firmed in writing.

Comment

General Principles

[1] Loyalty and independent judgment are essential aspects of a
lawyer’s relationship with a client. The professional judgment of a lawyer
should be exercised, within the bounds of the law, solely for the benefit of
the client and free of compromising influences and loyalties. Concurrent
conflicts of interest, which can impair a lawyer’s professional judgment,
can arise from the lawyer’s responsibilities to another client, a former cli-
ent or a third person, or from the lawyer’s own interests. A lawyer should
not permit these competing responsibilities or interests to impair the law-
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yer’s ability to exercise professional judgment on behalf of each client.
For specific Rules regarding certain concurrent conflicts of interest, see
Rule 1.8. For former client conflicts of interest, see Rule 1.9. For conflicts
of interest involving prospective clients, see Rule 1.18. For definitions of
“differing interests,” “informed consent” and “confirmed in writing,” see
Rules 1.0(f), (j) and (e), respectively.

[2] Resolution of a conflict of interest problem under this Rule
requires the lawyer, acting reasonably, to: (i) identify clearly the client or
clients, (ii) determine whether a conflict of interest exists, i.e., whether the
lawyer’s judgment may be impaired or the lawyer’s loyalty may be
divided if the lawyer accepts or continues the representation, (iii) decide
whether the representation may be undertaken despite the existence of a
conflict, i.e., whether the conflict is consentable under paragraph (b); and
if so (iv) consult with the clients affected under paragraph (a) and obtain
their informed consent, confirmed in writing. The clients affected under
paragraph (a) include all of the clients who may have differing interests
under paragraph (a)(1) and any clients whose representation might be
adversely affected under paragraph (a)(2).

[3] A conflict of interest may exist before representation is
undertaken, in which event the representation must be declined, unless the
lawyer obtains the informed consent of each client under the conditions of
paragraph (b). See Rule 1.10(e), which requires every law firm to create,
implement and maintain a conflict-checking system.

[4] If a conflict arises after representation has been undertaken,
the lawyer ordinarily must withdraw from the representation unless the
lawyer has obtained the informed consent of the client under the condi-
tions of paragraph (b). See Rule 1.16(b)(1). Where more than one client is
involved, whether the lawyer may continue to represent any of the clients
is determined both by the lawyer’s ability to comply with duties owed to
the former client and by the lawyer’s ability to represent adequately the
remaining client or clients, given the lawyer’s duties to the former client.
See Rule 1.9; see also Comments [5], [29A].

[5] Unforeseeable developments, such as changes in corporate
and other organizational affiliations or the addition or realignment of par-
ties in litigation, might create conflicts in the midst of a representation, as
when a company sued by the lawyer on behalf of one client is acquired by
another client represented by the lawyer in an unrelated matter. Depend-
ing on the circumstances, the lawyer may have the option to withdraw
from one of the representations in order to avoid the conflict. The lawyer
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must seek court approval where necessary and take steps to minimize
harm to the clients. See Rules 1.16(d) and (e). The lawyer must continue
to protect the confidences of the client from whose representation the law-
yer has withdrawn. See Rule 1.9(c).

Identifying Conflicts of Interest

[6] The duty to avoid the representation of differing interest
prohibits, among other things, undertaking representation adverse to a
current client without that client’s informed consent. For example, absent
consent, a lawyer may not advocate in one matter against another client
that the lawyer represents in some other matter, even when the matters are
wholly unrelated. The client as to whom the representation is adverse is
likely to feel betrayed and the resulting damage to the client-lawyer rela-
tionship is likely to impair the lawyer’s ability to represent the client
effectively. In addition, the client on whose behalf the adverse representa-
tion is undertaken may reasonably fear that the lawyer will pursue that cli-
ent’s case less effectively out of deference to the other client, that is, that
the lawyer’s exercise of professional judgment on behalf of that client will
be adversely affected by the lawyer’s interest in retaining the current cli-
ent. Similarly, a conflict may arise when a lawyer is required to cross-
examine a client appearing as a witness in a lawsuit involving another cli-
ent, as when the testimony will be damaging to the client represented in
the lawsuit. On the other hand, simultaneous representation in unrelated
matters of clients whose interests are only economically adverse, such as
representation of competing economic enterprises in unrelated litigation,
does not ordinarily constitute a conflict of interest and thus may not
require consent of the respective clients.

[7] Differing interests can also arise in transactional matters.
For example, if a lawyer is asked to represent the seller of a business in
negotiations with a buyer represented by the lawyer, not in the same trans-
action but in another, unrelated matter, the lawyer could not undertake the
representation without the informed consent of each client.

[8] Differing interests exist if there is a significant risk that a
lawyer’s exercise of professional judgment in considering, recommending
or carrying out an appropriate course of action for the client will be
adversely affected or the representation would otherwise be materially
limited by the lawyer’s other responsibilities or interests. For example, the
professional judgment of a lawyer asked to represent several individuals
operating a joint venture is likely to be adversely affected to the extent
that the lawyer is unable to recommend or advocate all possible positions
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that each client might take because of the lawyer’s duty of loyalty to the
others. The conflict in effect forecloses alternatives that would otherwise
be available to the client. The mere possibility of subsequent harm does
not itself require disclosure and consent. The critical questions are the
likelihood that a difference in interests will eventuate and, if it does,
whether it will adversely affect the lawyer’s professional judgment in con-
sidering alternatives or foreclose courses of action that reasonably should
be pursued on behalf of the client.

Lawyer’s Responsibilities to Former Clients and Other Third Persons

[9] In addition to conflicts with other current clients, a lawyer’s
duties of loyalty and independence may be adversely affected by respon-
sibilities to former clients under Rule 1.9, or by the lawyer’s responsibili-
ties to other persons, such as fiduciary duties arising from a lawyer’s
service as a trustee, executor or corporate director.

Personal-Interest Conflicts

[10] The lawyer’s own financial, property, business or other per-
sonal interests should not be permitted to have an adverse effect on repre-
sentation of a client. For example, if the probity of a lawyer’s own conduct
in a transaction is in serious question, it may be difficult or impossible for
the lawyer to give a client detached advice. Similarly, when a lawyer has
discussions concerning possible employment with an opponent of the
lawyer’s client or with a law firm representing the opponent, such discus-
sions could materially limit the lawyer’s representation of the client. In
addition, a lawyer may not allow related business interests to affect repre-
sentation, for example, by referring clients to an enterprise in which the
lawyer has an undisclosed financial interest. See Rule 5.7 on responsibili-
ties regarding nonlegal services and Rule 1.8 pertaining to a number of
personal-interest conflicts, including business transactions with clients. 

[11] When lawyers representing different clients in the same
matter or in substantially related matters are closely related, there may be
a significant risk that client confidences will be revealed and that the law-
yer’s family relationship will interfere with both loyalty and professional
judgment. As a result, each client is entitled to know of the existence and
implications of the relationship between the lawyers, before the lawyer
agrees to undertake the representation. Thus, a lawyer who has a signifi-
cant intimate or close family relationship with another lawyer ordinarily
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may not represent a client in a matter where that other lawyer is represent-
ing another party, unless each client gives informed consent, as defined in
Rule 1.0(j).

[12] A lawyer is prohibited from engaging in sexual relations
with a client in domestic relations matters. In all other matters a lawyer’s
sexual relations with a client are circumscribed by the provisions of Rule
1.8(j).

Interest of Person Paying for Lawyer’s Services

[13] A lawyer may be paid from a source other than the client,
including a co-client, if the client is informed of that fact and consents and
the arrangement does not compromise the lawyer’s duty of loyalty or
independent judgment to the client. See Rule 1.8(f). If acceptance of the
payment from any other source presents a significant risk that the lawyer’s
exercise of professional judgment on behalf of a client will be adversely
affected by the lawyer’s own interest in accommodating the person paying
the lawyer’s fee or by the lawyer’s responsibilities to a payer who is also a
co-client, then the lawyer must comply with the requirements of para-
graph (b) before accepting the representation, including determining
whether the conflict is consentable and, if so, that the client has adequate
information about the material risks of the representation.

Prohibited Representations

[14] Ordinarily, clients may consent to representation notwith-
standing a conflict. As paragraph (b) indicates, however, some conflicts
are nonconsentable. If a lawyer does not reasonably believe that the con-
ditions set forth in paragraph (b) can be met, the lawyer should neither ask
for the client’s consent nor provide representation on the basis of the cli-
ent’s consent. A client’s consent to a nonconsentable conflict is ineffec-
tive. When the lawyer is representing more than one client, the question of
consentability must be resolved as to each client.

[15] Consentability is typically determined by considering
whether the interests of the clients will be adequately protected if the cli-
ents consent to representation burdened by a conflict of interest. Thus,
under paragraph (b)(1), notwithstanding client consent, a representation is
prohibited if, in the circumstances, the lawyer cannot reasonably conclude
that the lawyer will be able to provide competent and diligent representa-
tion. See Rule 1.1 regarding competence and Rule 1.3 regarding dili-
gence. 
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[16] Paragraph (b)(2) describes conflicts that are nonconsentable
because the representation is prohibited by applicable law. For example,
federal criminal statutes prohibit certain representations by a former gov-
ernment lawyer despite the informed consent of the former governmental
client. In addition, there are some instances where conflicts are noncon-
sentable under decisional law.

[17] Paragraph (b)(3) describes conflicts that are nonconsentable
because of the institutional interest in vigorous development of each cli-
ent’s position when the clients are aligned directly against each other in
the same litigation or other proceeding before a tribunal. Whether clients
are aligned directly against each other within the meaning of this para-
graph requires examination of the context of the proceeding. Although
this paragraph does not preclude a lawyer’s multiple representation of
adverse parties to mediation (because mediation is not a proceeding
before a “tribunal” as defined in Rule 1.0(w)), such representation may be
precluded by paragraph (b)(1).

Informed Consent

[18] Informed consent requires that each affected client be aware
of the relevant circumstances, including the material and reasonably fore-
seeable ways that the conflict could adversely affect the interests of that
client. Informed consent also requires that the client be given the opportu-
nity to obtain other counsel if the client so desires. See Rule 1.0(j). The
information that a lawyer is required to communicate to a client depends
on the nature of the conflict and the nature of the risks involved, and a
lawyer should take into account the sophistication of the client in explain-
ing the potential adverse consequences of the conflict. There are circum-
stances in which it is appropriate for a lawyer to advise a client to seek the
advice of a disinterested lawyer in reaching a decision as to whether to
consent to the conflict. When representation of multiple clients in a single
matter is undertaken, the information must include the implications of the
common representation, including possible effects on loyalty, confidenti-
ality and the attorney-client privilege, and the advantages and risks
involved. See Comments [30] and [31] concerning the effect of common
representation on confidentiality.

[19] Under some circumstances it may be impossible to make the
disclosure necessary to obtain consent. For example, when the lawyer rep-
resents different clients in related matters and one client refuses to con-
sent to the disclosure necessary to permit the other client to make an
informed decision, the lawyer cannot properly ask the latter to consent. In
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some cases the alternative to common representation is that each party
obtains separate representation with the possibility of incurring additional
costs. These costs, along with the benefits of securing separate representa-
tion, are factors that may be considered by the affected client in determin-
ing whether common representation is in the client’s interests. Where the
fact, validity or propriety of client consent is called into question, the law-
yer has the burden of establishing that the client’s consent was properly
obtained in accordance with the Rule.

Client Consent Confirmed in Writing

[20] Paragraph (b) requires the lawyer to obtain the informed
consent of the client, confirmed in writing. Such a writing may consist of
(i) a document from the client, (ii) a document that the lawyer promptly
transmits to the client confirming an oral informed consent, or (iii) a state-
ment by the client made on the record of any proceeding before a tribunal,
whether before, during or after a trial or hearing. See Rule 1.0(e) for the
definition of “confirmed in writing.” See also Rule 1.0(x) (“writing”
includes electronic transmission). If it is not feasible to obtain or transmit
the writing at the time the client gives informed consent, then the lawyer
must obtain or transmit it within a reasonable time thereafter. The Rule
does not require that the information communicated to the client by the
lawyer necessary to make the consent “informed” be in writing or in any
particular form in all cases. See Rules 1.0(e) and (j). The requirement of a
writing does not supplant the need in most cases for the lawyer to talk
with the client to explain the risks and advantages, if any, of representation
burdened with a conflict of interest, as well as reasonably available alter-
natives, and to afford the client a reasonable opportunity to consider the
risks and alternatives and to raise questions and concerns. Rather, the writ-
ing is required in order to impress upon clients the seriousness of the deci-
sion the client is being asked to make and to avoid disputes or ambiguities
that might later occur in the absence of a writing. See Comment [18].

Revoking Consent

[21] A client who has given consent to a conflict may revoke the
consent and, like any other client, may terminate the lawyer’s representa-
tion at any time. Whether revoking consent to the client’s own representa-
tion precludes the lawyer from continuing to represent other clients
depends on the circumstances, including the nature of the conflict,
whether the client revoked consent because of a material change in cir-
cumstances, the reasonable expectations of the other clients, and whether
material detriment to the other clients or the lawyer would result.
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Consent to Future Conflict

[22] Whether a lawyer may properly request a client to waive
conflicts that might arise in the future is subject to the conditions set forth
in paragraph (b). The effectiveness of advance waivers is generally deter-
mined by the extent to which the client reasonably understands the mate-
rial risks that the waiver entails. At a minimum, the client should be
advised generally of the types of possible future adverse representations
that the lawyer envisions, as well as the types of clients and matters that
may present such conflicts. The more comprehensive the explanation and
disclosure of the types of future representations that might arise and the
actual and reasonably foreseeable adverse consequences of those repre-
sentations, the greater the likelihood that the client will have the under-
standing necessary to make the consent “informed” and the waiver
effective. See Rule 1.0(j). The lawyer should also disclose the measures
that will be taken to protect the client should a conflict arise, including
procedures such as screening that would be put in place. See Rule 1.0(t)
for the definition of “screening.” The adequacy of the disclosure necessary
to obtain valid advance consent to conflicts may also depend on the
sophistication and experience of the client. For example, if the client is
unsophisticated about legal matters generally or about the particular type
of matter at hand, the lawyer should provide more detailed information
about both the nature of the anticipated conflict and the adverse conse-
quences to the client that may ensue should the potential conflict become
an actual one. In other instances, such as where the client is a child or an
incapacitated or impaired person, it may be impossible to inform the client
sufficiently, and the lawyer should not seek an advance waiver. On the
other hand, if the client is an experienced user of the legal services
involved and is reasonably informed regarding the risk that a conflict may
arise, an advance waiver is more likely to be effective, particularly if, for
example, the client is independently represented or advised by in-house or
other counsel in giving consent. Thus, in some circumstances, even gen-
eral and open-ended waivers by experienced users of legal services may be
effective.

[22A] Even if a client has validly consented to waive future con-
flicts, however, the lawyer must reassess the propriety of the adverse con-
current representation under paragraph (b) when an actual conflict arises.
If the actual conflict is materially different from the conflict that has been
waived, the lawyer may not rely on the advance consent previously
obtained. Even if the actual conflict is not materially different from the
conflict the client has previously waived, the client’s advance consent
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cannot be effective if the particular circumstances that have created an
actual conflict during the course of the representation would make the
conflict nonconsentable under paragraph (b). See Comments [14]–[17]
and [28] addressing nonconsentable conflicts.

Conflicts in Litigation

[23] Paragraph (b)(3) prohibits representation of opposing parties
in the same litigation, regardless of the clients’ consent. On the other hand,
simultaneous representation of parties whose interests in litigation may
conflict, such as co-plaintiffs or co-defendants, is governed by paragraph
(a)(1). A conflict may exist by reason of substantial discrepancy in the
parties’ testimony, incompatibility in positions in relation to an opposing
party or the fact that there are substantially different possibilities of settle-
ment of the claims or liabilities in question. Such conflicts can arise in
criminal as well as civil cases. Some examples are those in which a lawyer
is asked to represent co-defendants in a criminal case, co-plaintiffs or co-
defendants in a personal injury case, an insured and insurer, or beneficia-
ries of the estate of a decedent. In a criminal case, the potential for conflict
of interest in representing multiple defendants is so grave that ordinarily a
lawyer should decline to represent more than one co-defendant. On the
other hand, multiple representation of persons having similar interests in
civil litigation is proper if the requirements of paragraph (b) are met.

[24] Ordinarily a lawyer may take inconsistent legal positions in
different tribunals at different times on behalf of different clients. The
mere fact that advocating a legal position on behalf of one client might
create precedent adverse to the interests of a client represented by the law-
yer in an unrelated matter does not create a conflict of interest. A conflict
of interest exists, however, if there is a significant risk that a lawyer’s
action on behalf of one client will materially limit the lawyer’s representa-
tion of another client in a different case; for example, when a decision
favoring one client will create a precedent likely to weaken seriously the
position taken on behalf of the other client. Factors relevant in determin-
ing whether the clients need to be advised of this risk include: (i) where
the cases are pending, (ii) whether the issue is substantive or procedural,
(iii) the temporal relationship between the matters, (iv) the significance of
the issue to the immediate and long-term interests of the clients involved,
and (v) the clients’ reasonable expectations in retaining the lawyer. Simi-
lar concerns may be present when lawyers advocate on behalf of clients
before other entities, such as regulatory authorities whose regulations or
rulings may significantly implicate clients’ interests. If there is significant
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risk of an adverse effect on the lawyer’s professional judgment, then
absent informed consent of the affected clients, the lawyer must decline
the representation.

[25] When a lawyer represents or seeks to represent a class of
plaintiffs or defendants in a class-action lawsuit, unnamed members of the
class are ordinarily not considered to be clients of the lawyer for purposes
of applying paragraph (a)(1). Thus, the lawyer does not typically need to
get the consent of such a person before representing a client suing the per-
son in an unrelated matter. Similarly, a lawyer seeking to represent an oppo-
nent in a class action does not typically need the consent of an unnamed
member of the class whom the lawyer represents in an unrelated matter.

Nonlitigation Conflicts

[26] Conflicts of interest under paragraph (a)(1) arise in contexts
other than litigation. For a discussion of such conflicts in transactional
matters, see Comment [7]. Regarding paragraph (a)(2), relevant factors in
determining whether there is a significant risk that the lawyer’s profes-
sional judgment will be adversely affected include: (i) the importance of
the matter to each client, (ii) the duration and intimacy of the lawyer’s
relationship with the client or clients involved, (iii) the functions being
performed by the lawyer, (iv) the likelihood that significant disagreements
will arise, (v) the likelihood that negotiations will be contentious, (vi) the
likelihood that the matter will result in litigation, and (vii) the likelihood
that the client will suffer prejudice from the conflict. The issue is often
one of proximity (how close the situation is to open conflict) and degree
(how serious the conflict will be if it does erupt). See Comments [8], [29]
and [29A].

[27] For example, conflict questions may arise in estate planning
and estate administration. A lawyer may be called upon to prepare wills
for several family members, such as husband and wife, and, depending
upon the circumstances, a conflict of interest may be present at the outset
or may arise during the representation. In order to avoid the development
of a disqualifying conflict, the lawyer should, at the outset of the common
representation and as part of the process of obtaining each client’s
informed consent, advise each client that information will be shared (and
regardless of whether it is shared, may not be privileged in a subsequent
dispute between the parties) and that the lawyer will have to withdraw
from one or both representations if one client decides that some matter
material to the representation should be kept secret from the other. See
Comment [31].
54



RULE 1.7
[28] Whether a conflict is consentable depends on the circum-
stances. For example, a lawyer may not represent multiple parties to a
negotiation if their interests are fundamentally antagonistic to one
another, but common representation is permissible where the clients are
generally aligned in interest, even though there is some difference in inter-
est among them. Thus, a lawyer may seek to establish or adjust a relation-
ship between clients on an amicable and mutually advantageous basis.
Examples include helping to organize a business in which two or more
clients are entrepreneurs, working out the financial reorganization of an
enterprise in which two or more clients have an interest, and arranging a
property distribution in settlement of an estate. The lawyer seeks to
resolve potentially adverse interests by developing the parties’ mutual
interests. Otherwise, each party might have to obtain separate representa-
tion, with the possibility of incurring additional cost, complication or even
litigation. Given these and other relevant factors, the clients may prefer
that the lawyer act for all of them.

Special Considerations in Common Representation

[29] In civil matters, two or more clients may wish to be repre-
sented by a single lawyer in seeking to establish or adjust a relationship
between them on an amicable and mutually advantageous basis. For
example, clients may wish to be represented by a single lawyer in
helping to organize a business, working out a financial reorganization of
an enterprise in which two or more clients have an interest, arranging a
property distribution of an estate or resolving a dispute between clients.
The alternative to common representation can be that each party may have
to obtain separate representation, with the possibility of incurring addi-
tional cost, complication or even litigation that might otherwise be
avoided, or that some parties will have no lawyer at all. Given these and
other relevant factors, clients may prefer common representation to sepa-
rate representation or no representation. A lawyer should consult with
each client concerning the implications of the common representation,
including the advantages and the risks involved, and the effect on the
attorney-client privilege, and obtain each client’s informed consent, con-
firmed in writing, to the common representation.

[29A] Factors may be present that militate against a common rep-
resentation. In considering whether to represent multiple clients in the
same matter, a lawyer should be mindful that if the common representa-
tion fails because the potentially adverse interests cannot be reconciled,
the result can be additional cost, embarrassment and recrimination. Ordi-
narily, absent the informed consent of all clients, the lawyer will be forced
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to withdraw from representing all of the clients if the common representa-
tion fails. See Rule 1.9(a). In some situations, the risk of failure is so great
that multiple representation is plainly impossible. For example, a lawyer
cannot undertake common representation of clients where contentious lit-
igation or negotiations between them are imminent or contemplated.
Moreover, because the lawyer is required to be impartial between or
among commonly represented clients, representation of multiple clients is
improper when it is unlikely that impartiality can be maintained. Gener-
ally, if the relationship between the parties has already assumed antago-
nism, it is unlikely that the clients’ interests can be adequately served by
common representation. For example, a lawyer who has represented one
of the clients for a long period or in multiple matters might have difficulty
being impartial between that client and one to whom the lawyer has only
recently been introduced.

[30] A particularly important factor in determining the appropri-
ateness of common representation is the effect on client-lawyer confiden-
tiality and the attorney-client privilege. With regard to the attorney-client
privilege, the prevailing rule is that, as between commonly represented
clients, the privilege does not attach. It must therefore be assumed that if
litigation eventuates between the clients, the privilege will not protect any
such communications, and the clients should be so advised.

[31] As to the duty of confidentiality, continued common repre-
sentation will almost certainly be inadequate if one client asks the lawyer
not to disclose to the other client information relevant to the common rep-
resentation. This is so because the lawyer has an equal duty of loyalty to
each client, and each client has the right to be informed of anything bear-
ing on the representation that might affect that client’s interests and the
right to expect that the lawyer will use that information to that client’s
benefit. See Rule 1.4. At the outset of the common representation and as
part of the process of obtaining each client’s informed consent, the lawyer
should advise each client that information will be shared and that the law-
yer will have to withdraw if one client decides that some matter material
to the representation should be kept from the other. In limited circum-
stances, it may be appropriate for the lawyer to proceed with the represen-
tation when the clients have agreed, after being properly informed, that
the lawyer will keep certain information confidential even as among the
commonly represented clients. For example, the lawyer may reasonably
conclude that failure to disclose one client’s trade secrets to another client
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will not adversely affect representation involving a joint venture between
the two clients and agree to keep that information confidential with the
informed consent of both clients.

[32] When seeking to establish or adjust a relationship between
clients, the lawyer should make clear that the lawyer’s role is not that of
partisanship normally expected in other circumstances and, thus, that the
clients may be required to assume greater responsibility for decisions than
when each client is separately represented. Any limitation on the scope of
the representation made necessary as a result of the common representa-
tion should be fully explained to the clients at the outset of the representa-
tion. See Rule 1.2(c).

[33] Subject to the above limitations, each client in the common
representation has the right to loyal and diligent representation and the
protection of Rule 1.9 concerning the obligations to a former client. The
client also has the right to discharge the lawyer as stated in Rule 1.16.

Organizational Clients

[34] A lawyer who represents a corporation or other organization
does not, simply by virtue of that representation, necessarily represent any
constituent or affiliated organization, such as a parent or subsidiary. See
Rule 1.13(a). Although a desire to preserve good relationships with cli-
ents may strongly suggest that the lawyer should always seek informed
consent of the client organization before undertaking any representation
that is adverse to its affiliates, Rule 1.7 does not require the lawyer to
obtain such consent unless: (i) the lawyer has an understanding with the
organizational client that the lawyer will avoid representation adverse to
the client’s affiliates, (ii) the lawyer’s obligations to either the organiza-
tional client or the new client are likely to adversely affect the lawyer’s
exercise of professional judgment on behalf of the other client, or (iii) the
circumstances are such that the affiliate should also be considered a client
of the lawyer. Whether the affiliate should be considered a client will
depend on the nature of the lawyer’s relationship with the affiliate or on
the nature of the relationship between the client and its affiliate. For
example, the lawyer’s work for the client organization may be intended to
benefit its affiliates. The overlap or identity of the officers and boards of
directors, and the client’s overall mode of doing business, may be so
extensive that the entities would be viewed as “alter egos.” Under such
circumstances, the lawyer may conclude that the affiliate is the lawyer’s
client despite the lack of any formal agreement to represent the affiliate.
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[34A] Whether the affiliate should be considered a client of the
lawyer may also depend on: (i) whether the affiliate has imparted confi-
dential information to the lawyer in furtherance of the representation, (ii)
whether the affiliated entities share a legal department and general coun-
sel, and (iii) other factors relating to the legitimate expectations of the cli-
ent as to whether the lawyer also represents the affiliate. Where the
entities are related only through stock ownership, the ownership is less
than a controlling interest, and the lawyer has had no significant dealings
with the affiliate or access to its confidences, the lawyer may reasonably
conclude that the affiliate is not the lawyer’s client.

[34B] Finally, before accepting a representation adverse to an affil-
iate of a corporate client, a lawyer should consider whether the extent of
the possible adverse economic impact of the representation on the entire
corporate family might be of such a magnitude that it would materially
limit the lawyer’s ability to represent the client opposing the affiliate. In
those circumstances, Rule 1.7 will ordinarily require the lawyer to decline
representation adverse to a member of the same corporate family, absent
the informed consent of the client opposing the affiliate of the lawyer’s
corporate client.

Lawyer as Corporate Director

[35] A lawyer for a corporation or other organization who is also
a member of its board of directors should determine whether the responsi-
bilities of the two roles may conflict. The lawyer may be called on to
advise the corporation in matters involving actions of the directors. Con-
sideration should be given to the frequency with which such situations
may arise, the potential intensity of the conflict, the effect of the lawyer’s
resignation from the board, and the possibility of the corporation’s obtain-
ing legal advice from another lawyer in such situations. If there is material
risk that the dual role will compromise the lawyer’s professional judg-
ment, the lawyer should not serve as a director or should cease to act as
the corporation’s lawyer when conflicts of interest arise. The lawyer
should advise the other members of the board that, in some circum-
stances, matters discussed at board meetings while the lawyer is present in
the capacity of director might not be protected by the attorney-client priv-
ilege and that conflict of interest considerations might require the law-
yer’s recusal as a director or might require the lawyer and the lawyer’s
firm to decline representation of the corporation in a matter.
58



RULE 1.8
RULE 1.8

CURRENT CLIENTS:
SPECIFIC CONFLICT OF INTEREST RULES

(a) A lawyer shall not enter into a business transaction with
a client if they have differing interests therein and if the client expects
the lawyer to exercise professional judgment therein for the protec-
tion of the client, unless:

(1) the transaction is fair and reasonable to the client
and the terms of the transaction are fully disclosed and trans-
mitted in writing in a manner that can be reasonably under-
stood by the client;

(2) the client is advised in writing of the desirability
of seeking, and is given a reasonable opportunity to seek, the
advice of independent legal counsel on the transaction; and

(3) the client gives informed consent, in a writing
signed by the client, to the essential terms of the transaction
and the lawyer’s role in the transaction, including whether the
lawyer is representing the client in the transaction.

(b) A lawyer shall not use information relating to represen-
tation of a client to the disadvantage of the client unless the client
gives informed consent, except as permitted or required by these
Rules.

(c) A lawyer shall not:

(1) solicit any gift from a client, including a testamen-
tary gift, for the benefit of the lawyer or a person related to the
lawyer; or

(2) prepare on behalf of a client an instrument giving
the lawyer or a person related to the lawyer any gift, unless the
lawyer or other recipient of the gift is related to the client and a
reasonable lawyer would conclude that the transaction is fair
and reasonable.

For purposes of this paragraph, related persons include a
spouse, child, grandchild, parent, grandparent or other relative, or
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individual with whom the lawyer or the client maintains a close,
familial relationship.

(d) Prior to conclusion of all aspects of the matter giving rise
to the representation or proposed representation of the client or pro-
spective client, a lawyer shall not negotiate or enter into any arrange-
ment or understanding with:

(1) a client or a prospective client by which the law-
yer acquires an interest in literary or media rights with respect
to the subject matter of the representation or proposed repre-
sentation; or

(2) any person by which the lawyer transfers or
assigns any interest in literary or media rights with respect to
the subject matter of the representation of a client or prospec-
tive client.

(e) While representing a client in connection with contem-
plated or pending litigation, a lawyer shall not advance or guarantee
financial assistance to the client, except that:

(1) a lawyer may advance court costs and expenses of
litigation, the repayment of which may be contingent on the
outcome of the matter;

(2) a lawyer representing an indigent or pro bono cli-
ent may pay court costs and expenses of litigation on behalf of
the client; and

(3) a lawyer, in an action in which an attorney’s fee is
payable in whole or in part as a percentage of the recovery in
the action, may pay on the lawyer’s own account court costs
and expenses of litigation. In such case, the fee paid to the law-
yer from the proceeds of the action may include an amount
equal to such costs and expenses incurred; and

(4) a lawyer providing legal services without fee, a
not-for-profit legal services or public interest organization, or a
law school clinical or pro bono program, may provide financial
assistance to indigent clients but may not promise or assure
financial assistance prior to retention, or as an inducement to
continue the lawyer-client relationship. Funds raised for any
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legal services or public interest organization for purposes of
providing legal services will not be considered useable for pro-
viding financial assistance to indigent clients, and financial
assistance referenced in this subsection may not include loans
or any other form of support that causes the client to be finan-
cially beholden to the provider of the assistance.

(f) A lawyer shall not accept compensation for representing
a client, or anything of value related to the lawyer’s representation of
the client, from one other than the client unless:

(1) the client gives informed consent;

(2) there is no interference with the lawyer’s indepen-
dent professional judgment or with the client-lawyer relation-
ship; and

(3) the client’s confidential information is protected
as required by Rule 1.6.

(g) A lawyer who represents two or more clients shall not
participate in making an aggregate settlement of the claims of or
against the clients, absent court approval, unless each client gives
informed consent in a writing signed by the client. The lawyer’s dis-
closure shall include the existence and nature of all the claims
involved and of the participation of each person in the settlement.

(h) A lawyer shall not:

(1) make an agreement prospectively limiting the
lawyer’s liability to a client for malpractice; or

(2) settle a claim or potential claim for such liability
with an unrepresented client or former client unless that per-
son is advised in writing of the desirability of seeking, and is
given a reasonable opportunity to seek, the advice of indepen-
dent legal counsel in connection therewith.

(i) A lawyer shall not acquire a proprietary interest in the
cause of action or subject matter of litigation the lawyer is conducting
for a client, except that the lawyer may:

(1) acquire a lien authorized by law to secure the law-
yer’s fee or expenses; and
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(2) contract with a client for a reasonable contingent
fee in a civil matter subject to Rule 1.5(d) or other law or court
rule.

(j) (1) A lawyer shall not:

(i) as a condition of entering into or continuing
any professional representation by the lawyer or the
lawyer’s firm, require or demand sexual relations with
any person;

(ii) employ coercion, intimidation or undue
influence in entering into sexual relations incident to any
professional representation by the lawyer or the lawyer’s
firm; or

(iii) in domestic relations matters, enter into
sexual relations with a client during the course of the
lawyer’s representation of the client.

(2) Rule 1.8(j)(1) shall not apply to sexual relations
between lawyers and their spouses or to ongoing consensual
sexual relationships that predate the initiation of the client-
lawyer relationship.

(k) Where a lawyer in a firm has sexual relations with a cli-
ent but does not participate in the representation of that client, the
lawyers in the firm shall not be subject to discipline under this Rule
solely because of the occurrence of such sexual relations.

Comment

Business Transactions Between Client and Lawyer

[1] A lawyer’s legal skill and training, together with the rela-
tionship of trust and confidence between lawyer and client, create the pos-
sibility of overreaching when the lawyer participates in a business,
property or financial transaction with a client, for example, a loan or sales
transaction or a lawyer’s investment on behalf of a client. For these rea-
sons business transactions between a lawyer and client are not advisable.
If a lawyer nevertheless elects to enter into a business transaction with a
current client, the requirements of paragraph (a) must be met if the client
and lawyer have differing interests in the transaction and the client
expects the lawyer to exercise professional judgment therein for the bene-
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fit of the client. This will ordinarily be the case even when the transaction
is not related to the subject matter of the representation, as when a lawyer
drafting a will for a client learns that the client needs money for unrelated
expenses and offers to make a loan to the client. The Rule applies to law-
yers engaged in the sale of goods or services related to the practice of law,
such as the sale of title insurance or investment services to existing clients
of the lawyer’s legal practice. See Rule 5.7. It also applies to lawyers pur-
chasing property from estates they represent.

[2] Paragraphs (a)(1), (a)(2) and (a)(3) set out the conditions
that a lawyer must satisfy under this Rule. Paragraph (a)(1) requires that
the transaction itself be fair to the client and that its essential terms be
communicated in writing to the client in a manner that can be reasonably
understood. Paragraph (a)(2) requires that the client also be advised in
writing of the desirability of seeking the advice of independent legal
counsel. It also requires that the client be given a reasonable opportunity
to obtain such advice. Paragraph (a)(3) requires that the lawyer obtain the
client’s informed consent, in a writing signed by the client, both to the
essential terms of the transaction and to the lawyer’s role. When neces-
sary, the lawyer should discuss both the material risks of the proposed
transaction, including any risk presented by the lawyer’s involvement and
the existence of reasonably available alternatives, and should explain why
the advice of independent legal counsel is desirable. See Rule 1.0(j) for
the definition of “informed consent.”

[3] The risk to a client is greatest when the client expects the
lawyer to represent the client in the transaction itself or when the lawyer’s
financial interest otherwise poses a significant risk that the lawyer’s repre-
sentation of the client will be materially adversely affected by the law-
yer’s financial interest in the transaction. Here the lawyer’s role requires
that the lawyer must comply, not only with the requirements of paragraph
(a), but also with the requirements of Rule 1.7. Under that Rule, the law-
yer must disclose the risks associated with the lawyer’s dual role as both
legal adviser and participant in the transaction, such as the risk that the
lawyer will structure the transaction or give legal advice in a way that
favors the lawyer’s interests at the client’s expense. Moreover, the lawyer
must obtain the client’s informed consent. In some cases, the lawyer’s
interest may be such that Rule 1.7 will preclude the lawyer from seeking
the client’s consent to the transaction. A lawyer has a continuing duty to
monitor the inherent conflicts of interest that arise out of the lawyer’s
business transaction with a client or because the lawyer has an ownership
interest in property in which the client also has an interest. A lawyer is
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also required to make such additional disclosures to the client as are nec-
essary to obtain the client’s informed consent to the continuation of the
representation.

[3A] The self-interest of a lawyer resulting from a business trans-
action with a client may interfere with the lawyer’s exercise of indepen-
dent judgment on behalf of the client. If such interference will occur
should a lawyer agree to represent a prospective client, the lawyer should
decline the proffered employment. After accepting employment, a lawyer
should not acquire property rights that would adversely affect the lawyer’s
professional judgment in representing the client. Even if the property
interests of a lawyer do not presently interfere with the exercise of inde-
pendent judgment, but the likelihood of interference can be reasonably
foreseen by the lawyer, the lawyer should explain the situation to the cli-
ent and should decline employment or withdraw unless the client gives
informed consent to the continued representation, confirmed in writing. A
lawyer should not seek to persuade a client to permit the lawyer to invest
in an undertaking of the client nor make improper use of a professional
relationship to influence the client to invest in an enterprise in which the
lawyer is interested.

[4] If the client is independently represented in the transaction,
paragraph (a)(2) is inapplicable, and the requirement of full disclosure in
paragraph (a)(1) is satisfied by a written disclosure by either the lawyer
involved in the transaction or the client’s independent counsel. The fact
that the client was independently represented in the transaction is relevant
in determining whether the agreement was fair and reasonable to the cli-
ent, as paragraph (a)(1) further requires.

[4A] Rule 1.8(a) does not apply to business transactions with for-
mer clients, but the line between current and former clients is not always
clear. A lawyer entering into a business transaction with a former client
may not use information relating to the representation to the disadvantage
of the former client unless the information has become generally known.
See Rule 1.9(c).

[4B] The Rule does not apply to standard commercial transac-
tions between the lawyer and the client for products or services that the
client generally markets to others, for example, banking or brokerage ser-
vices, medical services, products manufactured or distributed by the cli-
ent, and utilities services. In such transactions, the lawyer has no
advantage in dealing with the client, and the restrictions in paragraph (a)
are unnecessary and impracticable.
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[4C] This Rule also does not apply to ordinary fee arrangements
between client and lawyer reached at the inception of the client-lawyer
relationship, which are governed by Rule 1.5. The requirements of the
Rule ordinarily must be met, however, when the lawyer accepts an interest
in the client’s business or other nonmonetary property as payment of all or
part of the lawyer’s fee. For example, the requirements of paragraph (a)
must ordinarily be met if a lawyer agrees to take stock (or stock options)
in the client in lieu of cash fees. Such an exchange creates a risk that the
lawyer’s judgment will be skewed in favor of closing a transaction to such
an extent that the lawyer may fail to exercise professional judgment as to
whether it is in the client’s best interest for the transaction to close. This
may occur where the client expects the lawyer to provide professional
advice in structuring a securities-for-services exchange. If the lawyer is
expected to play any role in advising the client regarding the securities-
for-services exchange, especially if the client lacks sophistication, the
requirements of fairness, full disclosure and written consent set forth in
paragraph (a) must be met. When a lawyer represents a client in a transac-
tion concerning literary property, Rule 1.8(d) does not prohibit the lawyer
from agreeing that the lawyer’s fee shall consist of a share of the owner-
ship of the literary property or a share of the royalties or license fees from
the property, but the lawyer must ordinarily comply with Rule 1.8(a).

[4D] An exchange of securities for legal services will also trigger
the requirements of Rule 1.7 if the lawyer’s ownership interest in the cli-
ent would, or reasonably may, affect the lawyer’s exercise of professional
judgment on behalf of the client. For example, where a lawyer has agreed
to accept securities in a client corporation as a fee for negotiating and doc-
umenting an equity investment, or for representing a client in connection
with an initial public offering, there is a risk that the lawyer’s judgment
will be skewed in favor of closing the transaction to such an extent that the
lawyer may fail to exercise professional judgment. (The lawyer’s judg-
ment may be skewed because unless the transaction closes, the securities
will be worthless.) Unless a lawyer reasonably concludes that he or she
will be able to provide competent, diligent and loyal representation to the
client, the lawyer may not undertake or continue the representation, even
with the client’s consent. To determine whether a reasonable possibility of
such an adverse effect on the representation exists, the lawyer should ana-
lyze the nature and relationship of the particular interest and the specific
legal services to be rendered. Some salient factors may be (i) the size of
the lawyer’s investment in proportion to the holdings of other investors,
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(ii) the potential value of the investment in relation to the lawyer’s or law
firm’s earnings or other assets, and (iii) whether the investment is active
or passive.

[4E] If the lawyer reasonably concludes that the lawyer’s repre-
sentation of the client will not be adversely affected by the agreement to
accept client securities as a legal fee, the Rules permit the representation,
but only if full disclosure is made to the client and the client’s informed
consent is obtained and confirmed in writing. See Rules 1.0(e) (defining
“confirmed in writing”), 1.0(j) (defining “informed consent”), and 1.7.

[4F] A lawyer must also consider whether accepting securities in
a client corporation as payment for legal services constitutes charging or
collecting an unreasonable or excessive fee in violation of Rule 1.5. Deter-
mining whether a fee accepted in the form of securities is unreasonable or
excessive requires a determination of the value of the securities at the time
the agreement is reached and may require the lawyer to engage the services
of an investment professional to appraise the value of the securities to be
given. The lawyer and client can then make their own advised decisions as
to whether the securities-for-fees exchange results in a reasonable fee.

[5] A lawyer’s use of information relating to the representation
to the disadvantage of the client violates the lawyer’s duty of loyalty.
Paragraph (b) applies when the information is used to benefit either the
lawyer or a third person, such as another client or a business associate of
the lawyer, at the expense of a client. For example, if a lawyer learns that
a client intends to purchase and develop several parcels of land, the law-
yer may not use that information to purchase one of the parcels in compe-
tition with the client or to recommend that another client make such a
purchase. But the rule does not prohibit uses that do not disadvantage the
client. For example, a lawyer who learns a government agency’s interpre-
tation of trade legislation during the representation of one client may
properly use that information to benefit other clients. Paragraph (b) pro-
hibits use of client information to the disadvantage of the client unless the
client gives informed consent, except as permitted or required by these
Rules. Rules that permit or require use of client information to the disad-
vantage of the client include Rules 1.6, 1.9(c) and 3.3.

Gifts to Lawyers

[6] A lawyer may accept a gift from a client if the transaction
meets general standards of fairness. If a client offers the lawyer a gift,
paragraph (c) does not prohibit the lawyer from accepting it, although
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such a gift may be voidable by the client. Before accepting a gift offered
by a client, a lawyer should urge the client to secure disinterested advice
from an independent, competent person who is cognizant of all of the cir-
cumstances. In any event, due to concerns about overreaching and imposi-
tion on clients, a lawyer may not suggest that a gift be made to the lawyer
or for the lawyer’s benefit.

[6A] This Rule does not apply to success fees, bonuses and the
like from clients for legal services. These are governed by Rule 1.5.

[7] If effectuation of a gift requires preparing a legal instrument
such as a will or conveyance, the client should have the detached advice
that another lawyer can provide. The sole exception to this Rule is where
the client is related to the donee and a reasonable lawyer would conclude
that the transaction is fair and reasonable, as set forth in paragraph (c).

[8] This Rule does not prohibit a lawyer or a partner or associ-
ate of the lawyer from being named as executor of the client’s estate or
named to another fiduciary position. Nevertheless, such appointments will
be subject to the general conflict of interest provision in Rule 1.7 when
there is a significant risk that the lawyer’s interest in obtaining the
appointment will adversely affect the lawyer’s professional judgment in
advising the client concerning the choice of an executor or other fiduciary.
In obtaining the client’s informed consent to the conflict, the lawyer
should advise the client concerning the nature and extent of the lawyer’s
financial interest in the appointment, as well as the availability of alterna-
tive candidates for the position.

Literary or Media Rights

[9] An agreement by which a lawyer acquires literary or media
rights concerning the subject matter of the representation creates a con-
flict between the interest of the client and the personal interests of the
lawyer. The lawyer may be tempted to subordinate the interests of the cli-
ent to the lawyer’s own anticipated pecuniary gain. For example, a lawyer
in a criminal case who obtains from the client television, radio, motion
picture, newspaper, magazine, book, or other literary or media rights with
respect to the case may be influenced, consciously or unconsciously, to a
course of conduct that will enhance the value of the literary or media
rights to the prejudice of the client. To prevent this adverse impact on the
representation, such arrangements should be scrupulously avoided prior
to the termination of all aspects of the matter giving rise to the representa-
tion, even though the representation has previously ended. Likewise,
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arrangements with third parties, such as book, newspaper or magazine
publishers or television, radio or motion picture producers, pursuant to
which the lawyer conveys whatever literary or media rights the lawyer
may have, should not be entered into prior to the conclusion of all aspects
of the matter giving rise to the representation.

[9A] Rule 1.8(d) does not prohibit a lawyer representing a client
in a transaction concerning intellectual property from agreeing that the
lawyer’s fee shall consist of an ownership share in the property, if the
arrangement conforms to paragraph (a) and Rule 1.5.

Financial Assistance

[9B] Paragraph (e) eliminates the former requirement that the cli-
ent remain “ultimately liable” to repay any costs and expenses of litiga-
tion that were advanced by the lawyer regardless of whether the client
obtained a recovery. Accordingly, a lawyer may make repayment from the
client contingent on the outcome of the litigation, and may forgo repay-
ment if the client obtains no recovery or a recovery less than the amount
of the advanced costs and expenses. A lawyer may also, in an action in
which the lawyer’s fee is payable in whole or in part as a percentage of the
recovery, pay court costs and litigation expenses on the lawyer’s own
account. However, like the former New York rule, paragraph (e) limits
permitted financial assistance to court costs directly related to litigation.
Examples of permitted expenses include filing fees, expenses of investi-
gation, medical diagnostic work connected with the matter under litiga-
tion and treatment necessary for the diagnosis, and the costs of obtaining
and presenting evidence. Permitted expenses do not include living or
medical expenses other than those listed above.

[10] Lawyers may not subsidize lawsuits or administrative pro-
ceedings brought on behalf of their clients, including making or guaran-
teeing loans to their clients for living expenses, because to do so would
encourage clients to pursue lawsuits that might not otherwise be brought
and because such assistance gives lawyers too great a financial stake in
the litigation. These dangers do not warrant a prohibition against a lawyer
lending a client money for court costs and litigation expenses, including
the expenses of medical examination and testing and the costs of obtain-
ing and presenting evidence, because these advances are virtually indis-
tinguishable from contingent fee agreements and help ensure access to the
courts. Similarly, an exception is warranted permitting lawyers represent-
ing indigent or pro bono clients to pay court costs and litigation expenses
whether or not these funds will be repaid.
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Person Paying for a Lawyer’s Services

[11] Lawyers are frequently asked to represent clients under cir-
cumstances in which a third person will compensate them, in whole or in
part. The third person might be a relative or friend, an indemnitor (such as
a liability insurance company) or a co-client (such as a corporation sued
along with one or more of its employees). Third-party payers frequently
have interests that may differ from those of the client. A lawyer is there-
fore prohibited from accepting or continuing such a representation unless
the lawyer determines that there will be no interference with the lawyer’s
professional judgment and there is informed consent from the client. See
also Rule 5.4(c), prohibiting interference with a lawyer’s professional
judgment by one who recommends, employs or pays the lawyer to render
legal services for another.

[12] Sometimes it will be sufficient for the lawyer to obtain the
client’s informed consent regarding the fact of the payment and the iden-
tity of the third-party payer. If, however, the fee arrangement creates a
conflict of interest for the lawyer, then the lawyer must comply with Rule
1.7. The lawyer must also conform to the requirements of Rule 1.6 con-
cerning confidentiality. Under Rule 1.7(a), a conflict of interest may exist
if the lawyer will be involved in representing differing interests or if there
is a significant risk that the lawyer’s professional judgment on behalf of
the client will be adversely affected by the lawyer’s own interest in the fee
arrangement or by the lawyer’s responsibilities to the third-party payer
(for example, when the third-party payer is a co-client). Under Rule
1.7(b), the lawyer may accept or continue the representation with the
informed consent of each affected client, unless the conflict is noncon-
sentable under that paragraph. Under Rule 1.7(b), the informed consent
must be confirmed in writing. See Rules 1.0(e) (definition of “confirmed
in writing”), 1.0(j) (definition of “informed consent”), and 1.0(x) (defini-
tion of “writing” or “written”).

Aggregate Settlements

[13] Differences in willingness to make or accept an offer of set-
tlement are among the risks of common representation of multiple clients
by a single lawyer. Under Rule 1.7, this is one of the risks that should be
discussed before undertaking the representation, as part of the process of
obtaining the clients’ informed consents. In addition, Rule 1.2(a) protects
each client’s right to have the final say in deciding whether to accept or
reject an offer of settlement. Paragraph (g) is a corollary of both these
Rules and provides that, before any settlement offer is made or accepted
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on behalf of multiple clients, the lawyer must inform each of them about
all the material terms of the settlement, including what the other clients
will receive or pay if the settlement is accepted. See also Rule 1.0(j) (defi-
nition of “informed consent”). Lawyers representing a class of plaintiffs
or defendants, or those proceeding derivatively, may not have a full client-
lawyer relationship with each member of the class; nevertheless, such
lawyers must comply with applicable rules regulating notification of class
members and other procedural requirements designed to ensure adequate
protection of the entire class.

Limiting Liability and Settling Malpractice Claims

[14] Agreements prospectively limiting a lawyer’s liability for
malpractice are prohibited because they are likely to undermine competent
and diligent representation. Also, many clients are unable to evaluate the
desirability of making such an agreement before a dispute has arisen, par-
ticularly if they are currently represented by the lawyer seeking the agree-
ment. This paragraph does not, however, prohibit a lawyer from entering
into an agreement with the client to arbitrate legal malpractice claims, pro-
vided such agreements are enforceable and the client is fully informed of
the scope and effect of the agreement. Nor does this paragraph limit the
ability of lawyers to practice in the form of a limited-liability entity, where
permitted by law, provided that each lawyer remains personally liable to
the client for the lawyer’s own conduct and the firm complies with any
conditions required by law, such as provisions requiring client notification
or maintenance of adequate liability insurance. Nor does it prohibit an
agreement in accordance with Rule 1.2 that defines the scope of the repre-
sentation, although a definition of scope that makes the obligations of rep-
resentation illusory will amount to an attempt to limit liability.

[15] Agreements settling a claim or a potential claim for mal-
practice are not prohibited by this Rule. Nevertheless, in view of the dan-
ger that a lawyer will take unfair advantage of an unrepresented client or
former client, the lawyer must first advise such a person in writing of the
appropriateness of independent representation in connection with such a
settlement. In addition, the lawyer must give the client or former client a
reasonable opportunity to find and consult independent counsel.

Acquiring Proprietary Interest in Litigation

[16] Paragraph (i) states the traditional general rule that lawyers
are prohibited from acquiring a proprietary interest in litigation. Like
paragraph (e), the general rule has its basis in common law champerty and
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maintenance and is designed to avoid giving the lawyer too great an inter-
est in the representation. In addition, when the lawyer acquires an owner-
ship interest in the subject of the representation, it will be more difficult
for a client to discharge the lawyer if the client so desires. The rule is sub-
ject to specific exceptions developed in decisional law and continued in
these Rules. The exception for certain advances of the costs of litigation is
set forth in paragraph (e). In addition, paragraph (i) sets forth exceptions
for liens authorized by law to secure the lawyer’s fees or expenses and
contracts for reasonable contingent fees. These may include liens granted
by statute, liens originating in common law and liens acquired by contract
with the client. When a lawyer acquires by contract a security interest in
property other than that recovered through the lawyer’s efforts in the liti-
gation, such an acquisition is a business or financial transaction with a cli-
ent and is governed by the requirements of paragraph (a). Contracts for
contingent fees in civil matters are governed by Rule 1.5.

Client-Lawyer Sexual Relationships

[17] The relationship between lawyer and client is a fiduciary
one in which the lawyer occupies the highest position of trust and confi-
dence. The relationship is often unequal; thus, a sexual relationship
between lawyer and client can involve unfair exploitation of the lawyer’s
fiduciary role, in violation of the lawyer’s basic ethical obligation not to
use the trust of the client to the client’s disadvantage. In addition, such a
relationship presents a significant danger that if the sexual relationship
leads to the lawyer’s emotional involvement, the lawyer will be unable to
represent the client without impairing the lawyer’s exercise of profes-
sional judgment. Moreover, a blurred line between the professional and
personal relationships may make it difficult to predict the extent to which
client confidences will be protected by the attorney-client evidentiary
privilege. A client’s sexual involvement with the client’s lawyer, espe-
cially if the sexual relations create emotional involvement, will often ren-
der it unlikely that the client could rationally determine whether to
consent to the conflict created by the sexual relations. If a client were to
consent to the conflict created by the sexual relations without fully appre-
ciating the nature and implications of that conflict, there is a significant
risk of harm to client interests. Therefore, sexual relations between law-
yers and their clients are dangerous and inadvisable. Out of respect for the
desires of consenting adults, however, paragraph (j) does not flatly pro-
hibit client-lawyer sexual relations in matters other than domestic rela-
tions matters. Even when sexual relations between a lawyer and client are
permitted under paragraph (j), however, they may lead to incompetent
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representation in violation of Rule 1.1. Because domestic relations clients
are often emotionally vulnerable, domestic relations matters entail a
heightened risk of exploitation of the client. Accordingly, lawyers are
flatly prohibited from entering into sexual relations with domestic rela-
tions clients during the course of the representation even if the sexual rela-
tionship is consensual and even if prejudice to the client is not
immediately apparent. For a definition of “sexual relations” for the pur-
poses of this Rule, see Rule 1.0(u).

[17A] The prohibitions in paragraph (j)(1) apply to all lawyers in a
firm who know of the representation, whether or not they are personally
representing the client. The Rule prohibits any lawyer in the firm from
exploiting the client-lawyer relationship by directly or indirectly requiring
or demanding sexual relations as a condition of representation by the law-
yer or the lawyer’s firm. Paragraph (j)(1)(i) thus seeks to prevent a situa-
tion where a client may fear that a willingness or unwillingness to have
sexual relations with a lawyer in the firm may have an impact on the rep-
resentation, or even on the firm’s willingness to represent or continue rep-
resenting the client. The Rule also prohibits the use of coercion, undue
influence or intimidation to obtain sexual relations with a person known
to that lawyer to be a client or a prospective client of the firm. Paragraph
(j)(1)(ii) thus seeks to prevent a lawyer from exploiting the professional
relationship between the client and the lawyer’s firm. Even if a lawyer
does not know that the firm represents a person, the lawyer’s use of coer-
cion or intimidation to obtain sexual relations with that person might well
violate other Rules or substantive law. Where the representation of the cli-
ent involves a domestic relations matter, the restrictions stated in para-
graphs (j)(1)(i) and (j)(1)(ii), and not the per se prohibition imposed by
paragraph (j)(1)(iii), apply to lawyers in a firm who know of the represen-
tation but who are not personally representing the client. Nevertheless,
because domestic relations matters may be volatile and may entail a
heightened risk of exploitation of the client, the risk that a sexual relation-
ship with a client of the firm may result in a violation of other Rules is
likewise heightened, even if the sexual relations are not per se prohibited
by paragraph (j).

[17B] A law firm’s failure to educate lawyers about the restrictions
on sexual relations—or a firm’s failure to enforce those restrictions
against lawyers who violate them—may constitute a violation of Rule 5.1,
which obligates a law firm to make reasonable efforts to ensure that all
lawyers in the firm conform to these Rules.
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[18] Sexual relationships between spouses or those that predate
the client-lawyer relationship are not prohibited. Issues relating to the
exploitation of the fiduciary relationship and client dependency are dimin-
ished when the sexual relationship existed prior to the commencement of
the client-lawyer relationship. However, before proceeding with the repre-
sentation in these circumstances, the lawyer should consider whether the
lawyer’s ability to represent the client will be materially limited by the
sexual relationship and therefore constitute an impermissible conflict of
interest. See Rule 1.7(a)(2).

[19] When the client is an organization, paragraph (j) applies to
sexual relations between a lawyer for the organization (whether inside
counsel or outside counsel) and a constituent of the organization who
supervises, directs or regularly consults with that lawyer or a lawyer in
that lawyer’s firm concerning the organization’s legal matters.

Imputation of Prohibitions

[20] Where a lawyer who is not personally representing a client
has sexual relations with a client of the firm in violation of paragraph (j),
the other lawyers in the firm are not subject to discipline solely because
those improper sexual relations occurred. There may be circumstances,
however, where a violation of paragraph (j) by one lawyer in a firm gives
rise to violations of other Rules by the other lawyers in the firm through
imputation. For example, sexual relations between a lawyer and a client
may give rise to a violation of Rule 1.7(a), and such a conflict under Rule
1.7 may be imputed to all other lawyers in the firm under Rule 1.10(a).
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RULE 1.9

DUTIES TO FORMER CLIENTS

(a) A lawyer who has formerly represented a client in a mat-
ter shall not thereafter represent another person in the same or a sub-
stantially related matter in which that person’s interests are
materially adverse to the interests of the former client unless the for-
mer client gives informed consent, confirmed in writing.

(b) Unless the former client gives informed consent, con-
firmed in writing, a lawyer shall not knowingly represent a person in
the same or a substantially related matter in which a firm with which
the lawyer formerly was associated had previously represented a cli-
ent:

(1) whose interests are materially adverse to that per-
son; and

(2) about whom the lawyer had acquired information
protected by Rules 1.6 or paragraph (c) of this Rule that is
material to the matter.

(c) A lawyer who has formerly represented a client in a mat-
ter or whose present or former firm has formerly represented a client
in a matter shall not thereafter:

(1) use confidential information of the former client
protected by Rule 1.6 to the disadvantage of the former client,
except as these Rules would permit or require with respect to a
current client or when the information has become generally
known; or

(2) reveal confidential information of the former cli-
ent protected by Rule 1.6 except as these Rules would permit or
require with respect to a current client.

Comment

[1] After termination of a client-lawyer relationship, a lawyer
has certain continuing duties with respect to confidentiality and conflicts
of interest and thus may not represent another client except in conformity
with these Rules. Under this Rule, for example, a lawyer could not prop-
erly seek to rescind on behalf of a new client a contract drafted on behalf
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of a former client. So also, a lawyer who has prosecuted an accused per-
son could not properly represent that person in a subsequent civil action
against the government concerning the same transaction. Nor could a law-
yer who has represented multiple clients in a matter represent one of the
clients against the others in the same or a substantially related matter after
a dispute arose among the clients in that matter, unless all affected clients
give informed consent. See Comment [9]. Current and former government
lawyers must comply with this Rule to the extent required by Rule 1.11.

[2] The scope of a “matter” for purposes of this Rule depends
on the facts of a particular situation or transaction. The lawyer’s involve-
ment in a matter can also be a question of degree. When a lawyer has been
directly involved in a specific transaction, subsequent representation of
other clients with materially adverse interests in that transaction clearly is
prohibited. On the other hand, a lawyer who recurrently handled a type of
problem for a former client is not precluded from later representing
another client in a factually distinct problem of that type, even though the
subsequent representation involves a position adverse to the prior client.
Similar considerations can apply to the reassignment of military lawyers
between defense and prosecution functions within the same military juris-
dictions. The underlying question is whether the lawyer was so involved
in the matter that the subsequent representation can be justly regarded as a
changing of sides in the matter in question.

[3] Matters are “substantially related” for purposes of this Rule
if they involve the same transaction or legal dispute or if, under the cir-
cumstances, a reasonable lawyer would conclude that there is otherwise a
substantial risk that confidential factual information that would normally
have been obtained in the prior representation would materially advance
the client’s position in the subsequent matter. For example, a lawyer who
has represented a businessperson and learned extensive private financial
information about that person may not then represent that person’s spouse
in seeking a divorce. Similarly, a lawyer who has previously represented a
client in securing environmental permits to build a shopping center would
be precluded from representing neighbors seeking to oppose rezoning of
the property on the basis of environmental considerations; however, the
lawyer would not be precluded, on the grounds of substantial relationship,
from defending a tenant of the completed shopping center in resisting
eviction for nonpayment of rent. Information that has been disclosed to
the public or to other parties adverse to the former client ordinarily will
not be disqualifying. Information acquired in a prior representation may
have been rendered obsolete by the passage of time, a circumstance that
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may be relevant in determining whether two representations are substan-
tially related. In the case of an organizational client, general knowledge of
the client’s policies and practices ordinarily will not preclude a subse-
quent representation. On the other hand, knowledge of specific facts
gained in a prior representation that are relevant to the matter in question
ordinarily will preclude such a representation. A former client is not
required to reveal the confidential information learned by the lawyer in
order to establish a substantial risk that the lawyer has confidential infor-
mation to use in the subsequent matter. A conclusion about the possession
of such information may be based on the nature of the services the lawyer
provided the former client and information that would in ordinary practice
be learned by a lawyer providing such services.

[4] [Moved to Comment to Rule 1.10.]

[5] [Moved to Comment to Rule 1.10.]

[6] [Moved to Comment to Rule 1.10.]

[7] Independent of the prohibition against subsequent represen-
tation, a lawyer changing professional association has a continuing duty
to preserve confidentiality of information about a client formerly repre-
sented. See Rules 1.6, 1.9(c).

[8] Paragraph (c) generally extends the confidentiality protec-
tions of Rule 1.6 to a lawyer’s former clients. Paragraph (c)(1) provides
that information acquired by the lawyer in the course of representing a cli-
ent may not subsequently be used by the lawyer to the disadvantage of the
client. However, the fact that a lawyer has once served a client does not
preclude the lawyer from using generally known information about that
client when later representing another client. Paragraph (c)(2) provides
that a lawyer may not reveal information acquired in the course of repre-
senting a client except as these Rules would permit or require with respect
to a current client. See Rules 1.6, 3.3.

[9] The provisions of this Rule are for the protection of former
clients and can be waived if the client gives informed consent, which con-
sent must be confirmed in writing under paragraph (a). See also Rule
1.0(j) for the definition of “informed consent.” With regard to the effec-
tiveness of an advance waiver, see Rule 1.7, Comments [22]–[22A]. With
regard to disqualification of a firm with which a lawyer is or was formerly
associated, see Rule 1.10.
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RULE 1.10

IMPUTATION OF CONFLICTS OF INTEREST

(a) While lawyers are associated in a firm, none of them
shall knowingly represent a client when any one of them practicing
alone would be prohibited from doing so by Rule 1.7, 1.8 or 1.9,
except as otherwise provided therein.

(b) When a lawyer has terminated an association with a
firm, the firm is prohibited from thereafter representing a person
with interests that the firm knows or reasonably should know are
materially adverse to those of a client represented by the formerly
associated lawyer and not currently represented by the firm if the
firm or any lawyer remaining in the firm has information protected
by Rule 1.6 or Rule 1.9(c) that is material to the matter.

(c) When a lawyer becomes associated with a firm, the firm
may not knowingly represent a client in a matter that is the same as
or substantially related to a matter in which the newly associated law-
yer, or a firm with which that lawyer was associated, formerly repre-
sented a client whose interests are materially adverse to the
prospective or current client unless the newly associated lawyer did
not acquire any information protected by Rule 1.6 or Rule 1.9(c) that
is material to the current matter.

(d) A disqualification prescribed by this Rule may be
waived by the affected client or former client under the conditions
stated in Rule 1.7.

(e) A law firm shall make a written record of its engage-
ments, at or near the time of each new engagement, and shall imple-
ment and maintain a system by which proposed engagements are
checked against current and previous engagements when:

(1) the firm agrees to represent a new client;

(2) the firm agrees to represent an existing client in a
new matter;

(3) the firm hires or associates with another lawyer;
or
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(4) an additional party is named or appears in a
pending matter.

(f) Substantial failure to keep records or to implement or
maintain a conflict-checking system that complies with paragraph (e)
shall be a violation thereof regardless of whether there is another vio-
lation of these Rules.

(g) Where a violation of paragraph (e) by a law firm is a
substantial factor in causing a violation of paragraph (a) by a lawyer,
the law firm, as well as the individual lawyer, shall be responsible for
the violation of paragraph (a).

(h) A lawyer related to another lawyer as parent, child, sib-
ling or spouse shall not represent in any matter a client whose inter-
ests differ from those of another party to the matter who the lawyer
knows is represented by the other lawyer unless the client consents to
the representation after full disclosure and the lawyer concludes that
the lawyer can adequately represent the interests of the client. 

Comment

Definition of “Firm”

[1] For purposes of these Rules, the term “firm” includes, but is
not limited to, (i) a lawyer or lawyers in a law partnership, professional
corporation, sole proprietorship or other association authorized to practice
law, and (ii) lawyers employed in a legal services organization, a govern-
ment law office or the legal department of a corporation or other organiza-
tion. See Rule 1.0(h). Whether two or more lawyers constitute a “firm”
within this definition will depend on the specific facts. See Rule 1.0,
Comments [2]-[4].

Principles of Imputed Disqualification

[2] The rule of imputed disqualification stated in paragraph (a)
gives effect to the principle of loyalty to the client as it applies to lawyers
who practice in a law firm. Such situations can be considered from the
premise that a firm of lawyers is essentially one lawyer for purposes of the
rules governing loyalty to the client, or from the premise that each lawyer
is vicariously bound by the obligation of loyalty owed by each lawyer
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with whom the lawyer is associated. Paragraph (a) operates only among
the lawyers currently associated in a firm. When a lawyer moves from one
firm to another, the situation is governed by paragraphs (b) and (c).

[3] [Reserved]

[4] The rule in paragraph (a) also does not prohibit representa-
tion by others in the law firm where the person prohibited from involve-
ment in a matter is a nonlawyer, such as a paralegal or legal secretary.
Such persons, however, ordinarily must be screened from any personal
participation in the matter to avoid communication to others in the firm of
confidential information that both the nonlawyers and the firm have a
legal duty to protect. See Rules 1.0(t), 5.3.

Lawyers Moving Between Firms

[4A] The principles of imputed disqualification are modified
when lawyers have been associated in a firm and then end their associa-
tion. The nature of contemporary law practice and the organization of law
firms have made the fiction that the law firm is the same as a single lawyer
unrealistic in certain situations. In crafting a rule to govern imputed con-
flicts, there are several competing considerations. First, the former client
must be reasonably assured that the client’s confidentiality interests are
not compromised. Second, the principles of imputed disqualification
should not be so broadly cast as to preclude others from having reason-
able choice of counsel. Third, the principles of imputed disqualification
should not unreasonably hamper lawyers from forming new associations
and taking on new clients after leaving a firm. In this connection, it should
be recognized that today most lawyers practice in firms, that many limit
their practice to, or otherwise concentrate in, one area of law, and that
many move from one association to another multiple times in their
careers. If the principles of imputed disqualification were defined too
strictly, the result would be undue curtailment of the opportunity of law-
yers to move from one practice setting to another, of the opportunity of
clients to choose counsel, and of the opportunity of firms to retain quali-
fied lawyers. For these reasons, a functional analysis that focuses on pre-
serving the former client’s reasonable confidentiality interests is
appropriate in balancing the competing interests.

[5] Paragraph (b) permits a law firm, under certain circum-
stances, to represent a client with interests directly adverse to those of a
client represented by a lawyer who formerly was associated with the firm.
The Rule applies regardless of when the formerly associated lawyer repre-
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sented the client. However, under Rule 1.7 the law firm may not represent
a client with interests adverse to those of a current client of the firm.
Moreover, the firm may not represent the client where the matter is the
same or substantially related to a matter in which (i) the formerly associ-
ated lawyer represented the client, and (ii) the firm or any lawyer cur-
rently in the firm has information protected by Rule 1.6 and Rule 1.9(c)
that is material to the matter.

[5A] In addition to information that may be in the possession of
one or more of the lawyers remaining in the firm, information in docu-
ments or files retained by the firm itself may preclude the firm from
opposing the former client in the same or substantially related matter. 

[5B] Rule 1.10(c) permits a law firm to represent a client in a
matter that is the same as or substantially related to a matter in which the
newly associated lawyer, or the firm with which the lawyer was previ-
ously associated, represented a client whose interests are materially
adverse to that client, provided the newly associated lawyer did not
acquire any confidential information of the previously represented client
that is material to the current matter.

Client Consent

[6] Rule 1.10(d) removes imputation with the informed consent
of the affected client or former client under the conditions stated in Rule
1.7. The conditions stated in Rule 1.7 require the lawyer to determine that
the representation is not prohibited by Rule 1.7(b) and that each affected
client or former client has given informed consent to the representation,
confirmed in writing. In some cases, the risk may be so severe that the
conflict cannot be cured by client consent. For a discussion of the effec-
tiveness of client waivers of conflicts that might arise in the future, see
Rule 1.7, Comments [22]–[22A]. For a definition of “informed consent,”
see Rule 1.0(j).

Former Government Lawyers

[7] Where a lawyer has joined a private firm after having repre-
sented the government, imputation is governed by Rule 1.11(b), not this
Rule. 
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Relationship Between this Rule and Rule 1.8(k)

[8] Where a lawyer is prohibited from engaging in certain trans-
actions under Rule 1.8(a) through (i), this Rule imputes that prohibition to
other lawyers associated in a firm with the personally prohibited lawyer.
Under Rule 1.8(k), however, where a lawyer in a firm has sexual relations
with a client but does not participate in the representation of that client,
the other lawyers in the firm are not subject to discipline under Rule 1.8
solely because such sexual relations occur.

Conflict-Checking Procedures

[9] Under paragraph (e), every law firm, no matter how large or
small (including sole practitioners), is responsible for creating, imple-
menting and maintaining a system to check proposed engagements
against current and previous engagements and against new parties in
pending matters. The system must be adequate to detect conflicts that will
or reasonably may arise if: (i) the firm agrees to represent a new client, (ii)
the firm agrees to represent an existing client in a new matter, (iii) the firm
hires or associates with another lawyer, or (iv) an additional party is
named or appears in a pending matter. The system will thus render effec-
tive assistance to lawyers in the firm in avoiding conflicts of interest. See
also Rule 5.1.

[9A] Failure to create, implement and maintain a conflict-check-
ing system adequate for this purpose is a violation of this Rule by the
firm. In cases in which a lawyer, despite reasonably diligent efforts to do
so, could not acquire the information that would have revealed a conflict
because of the firm’s failure to maintain an adequate conflict-checking
system, the firm shall be responsible for the violation. However, a lawyer
who knows or should know of a conflict in a matter that the lawyer is han-
dling remains individually responsible for the violation of these Rules,
whether or not the firm’s conflict-checking system has identified the con-
flict. In cases in which a violation of paragraph (e) by the firm is a sub-
stantial factor in causing a violation of these Rules by a lawyer, the firm,
as well as the individual lawyer, is responsible for the violation. As to
whether a client-lawyer relationship exists or is continuing, see Scope
[9]–[10]; Rule 1.3, Comment [4].

[9B] The records required to be maintained under paragraph (e)
must be in written form. See Rule 1.0(x) for the definition of “written,”
which includes tangible or electronic records. To be effective, a conflict-
checking system may also need to supplement written information with
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recourse to the memory of the firm’s lawyers through in-person, tele-
phonic, or electronic communications. An effective conflict-checking sys-
tem as required by this Rule may not, however, depend solely on recourse
to lawyers’ memories or other such informal sources of information.

[9C] The nature of the records needed to render effective assis-
tance to lawyers will vary depending on the size, structure, history, and
nature of the firm’s practice. At a minimum, however, a firm must record
information that will enable the firm to identify (i) each client that the
firm represents, (ii) each party in a litigated, transactional or other matter
whose interests are materially adverse to the firm’s clients, and (iii) the
general nature of each matter.

[9D] To the extent that the records made and maintained for the
purpose of complying with this Rule contain confidential information, a
firm must exercise reasonable care to protect the confidentiality of these
records. See Rule 1.6(c).

[9E] The nature of a firm’s conflict-checking system may vary
depending on a number of factors, including the size and structure of the
firm, the nature of the firm’s practice, the number and location of the firm
offices, and the relationship among the firm’s separate offices. In all
cases, however, an effective conflict-checking system should record and
maintain information in a way that permits the information to be checked
systematically and accurately when the firm is considering a proposed
engagement. A small firm or a firm with a small number of engagements
may be able to create and maintain an effective conflict-checking system
through the use of hard-copy rather than electronic records. But larger
firms, or firms with a large number of engagements, may need to create
and maintain records in electronic form so that the information can be
accessed quickly and efficiently. 

Organizational Clients

[9F] Representation of corporate or other organizational clients
makes it prudent for a firm to maintain additional information in its con-
flict-checking system. For example, absent an agreement with the client
to the contrary, a conflict may arise when a firm desires to oppose an
entity that is part of a current or former client’s corporate family (e.g., an
affiliate, subsidiary, parent or sister organization). See Rule 1.7, Com-
ments [34]-[34B]. Although a law firm is not required to maintain records
showing every corporate affiliate of every corporate client, if a law firm
frequently represents corporations that belong to large corporate families,
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the law firm should make reasonable efforts to institute and maintain a
system for alerting the firm to potential conflicts with the members of the
corporate client’s family.

[9G] Under certain circumstances, a law firm may also need to
include information about the constituents of a corporate client. Although
Rule 1.13 provides that a firm is the lawyer for the entity and not for any
of its constituents, confusion may arise when a law firm represents small
or closely held corporations with few shareholders, or when a firm rep-
resents both the corporation and individual officers or employees but bills
the corporate client for the legal services. In other situations, a client-law-
yer relationship may develop unintentionally between the law firm and
one or more individual constituents of the entity. Accordingly, a firm that
represents corporate clients may need a system for determining whether
or not the law firm has a client-lawyer relationship with individual con-
stituents of an organizational client. If so, the law firm should add the
names of those constituents to the database of its conflict-checking sys-
tem. 

[9H] Rule 1.10(e) requires a law firm to avoid conflicts of interest
by checking proposed engagements against current and previous engage-
ments. When lawyers move from one firm to another firm as lateral hires,
or when two law firms merge, the lateral lawyers’ conflicts and the merg-
ing firms’ conflicts arising under Rule 1.9(a) and (b) will be imputed to
the hiring or newly merged firms under Rule 1.10(a). To fulfill the duty to
check for conflicts before hiring laterals or before merging firms, the hir-
ing or merging should ordinarily obtain such information as (i) the iden-
tity of each client that the lateral lawyers or merging firms currently
represent; (ii) the identity of each client that the lateral lawyers or merg-
ing firms, within a reasonable period in the past, either formerly repre-
sented within the meaning of Rule 1.9(a), or about whom the lateral
lawyers or the lawyers in the merging firms acquired material confidential
information within the meaning of Rule 1.9(b); (iii) the identity of other
parties to the matters in which the lateral lawyers or merging firms repre-
sented those clients; and (iv) the general nature of each such matter. The
hiring or merging firms may also request aggregate financial data for all
clients or from groups of clients (such as past billings, pending receiv-
ables, timeliness of payment, and probable future billings) to determine
whether the employment or merger is economically justified. 

[9I] Whether lawyers may disclose information in response to
such requests depends on the nature of the information. Some of this
information is ordinarily not confidential (e.g., the names of clients and
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adversaries in publicly disclosed matters, the general nature of such mat-
ters, and aggregate information about legal fees from all clients or from
groups of clients), but other information is ordinarily confidential (e.g.,
non-public criminal or matrimonial representations, or client-specific
payment information). The lateral lawyers or merging firms should care-
fully assess the nature of the information being requested to determine
whether it is confidential before asking lawyers to disclose it. Some mea-
sures to assist attorneys in abiding by confidentiality requirements in the
lateral and merger context are discussed in Comments [18A]-[18F] to
Rule 1.6.
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RULE 1.11

SPECIAL CONFLICTS OF INTEREST FOR FORMER AND 
CURRENT GOVERNMENT OFFICERS AND EMPLOYEES

(a) Except as law may otherwise expressly provide, a lawyer
who has formerly served as a public officer or employee of the gov-
ernment:

(1) shall comply with Rule 1.9(c); and

(2) shall not represent a client in connection with a
matter in which the lawyer participated personally and sub-
stantially as a public officer or employee, unless the appropri-
ate government agency gives its informed consent, confirmed
in writing, to the representation. This provision shall not apply
to matters governed by Rule 1.12(a).

(b) When a lawyer is disqualified from representation under
paragraph (a), no lawyer in a firm with which that lawyer is associ-
ated may knowingly undertake or continue representation in such a
matter unless:

(1) the firm acts promptly and reasonably to:

(i) notify, as appropriate, lawyers and nonlaw-
yer personnel within the firm that the personally dis-
qualified lawyer is prohibited from participating in the
representation of the current client;

(ii) implement effective screening procedures
to prevent the flow of information about the matter
between the personally disqualified lawyer and the oth-
ers in the firm;

(iii) ensure that the disqualified lawyer is
apportioned no part of the fee therefrom; and

(iv) give written notice to the appropriate gov-
ernment agency to enable it to ascertain compliance with
the provisions of this Rule; and

(2) there are no other circumstances in the particular
representation that create an appearance of impropriety.
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(c) Except as law may otherwise expressly provide, a lawyer
having information that the lawyer knows is confidential government
information about a person, acquired when the lawyer was a public
officer or employee, may not represent a private client whose inter-
ests are adverse to that person in a matter in which the information
could be used to the material disadvantage of that person. As used in
this Rule, the term “confidential government information” means
information that has been obtained under governmental authority
and that, at the time this Rule is applied, the government is prohib-
ited by law from disclosing to the public or has a legal privilege not to
disclose, and that is not otherwise available to the public. A firm with
which that lawyer is associated may undertake or continue represen-
tation in the matter only if the disqualified lawyer is timely and effec-
tively screened from any participation in the matter in accordance
with the provisions of paragraph (b).

(d) Except as law may otherwise expressly provide, a lawyer
currently serving as a public officer or employee shall not:

(1) participate in a matter in which the lawyer partic-
ipated personally and substantially while in private practice or
nongovernmental employment, unless under applicable law no
one is, or by lawful delegation may be, authorized to act in the
lawyer’s stead in the matter; or

(2) negotiate for private employment with any person
who is involved as a party or as lawyer for a party in a matter
in which the lawyer is participating personally and substan-
tially.

(e) As used in this Rule, the term “matter” as defined in
Rule 1.0(l) does not include or apply to agency rulemaking functions.

(f) A lawyer who holds public office shall not:

(1) use the public position to obtain, or attempt to
obtain, a special advantage in legislative matters for the lawyer
or for a client under circumstances where the lawyer knows or
it is obvious that such action is not in the public interest;

(2) use the public position to influence, or attempt to
influence, a tribunal to act in favor of the lawyer or of a client;
or
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(3) accept anything of value from any person when
the lawyer knows or it is obvious that the offer is for the pur-
pose of influencing the lawyer’s action as a public official.

Comment

[1] A lawyer who has served or is currently serving as a public
officer or employee is personally subject to the Rules of Professional
Conduct, including the prohibition against concurrent conflicts of interest
stated in Rule 1.7. In addition, such a lawyer may be subject to statutes
and government regulations regarding conflicts of interest. Such statutes
and regulations may circumscribe the extent to which the government
agency may give consent under this Rule. See Rule 1.0(j) for the defini-
tion of “informed consent.”

[2] Paragraphs (a), (d) and (f) restate the obligations of an indi-
vidual lawyer who has served or is currently serving as an officer or
employee of the government toward a former government or private cli-
ent. Paragraph (b) sets forth special imputation rules for former govern-
ment lawyers, with screening and notice provisions, and rule 1.10 is not
applicable to these conflicts. See Comments [6]-[7B] concerning imputa-
tion of the conflicts of former government lawyers.

[3] Paragraphs (a)(2), (d) and (f) apply regardless of whether a
lawyer is adverse to a former client and are thus designed not only to pro-
tect the former client, but also to prevent a lawyer from exploiting public
office for the advantage of another client. For example, a lawyer who has
pursued a claim on behalf of the government may not pursue the same
claim on behalf of a private client after the lawyer has left government
service, except when authorized to do so by the government agency under
paragraph (a). Similarly, a lawyer who has pursued a claim on behalf of a
private client may not pursue the claim on behalf of the government,
except when authorized to do so. 

[4] This Rule represents a balancing of interests. On the one
hand, where the successive clients are a government agency and another
client, public or private, the risk exists that power or discretion vested in
that agency might be used for the special benefit of the other client. A
lawyer should not be in a position where benefit to the other client might
affect performance of the lawyer’s professional functions on behalf of the
government. Also, unfair advantage could accrue to the other client by
reason of access to confidential government information about the client’s
adversary obtainable only through the lawyer’s government service. On
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the other hand, the rules governing lawyers presently or formerly
employed by a government agency should not be so restrictive as to
inhibit transfer of employment to and from the government. The govern-
ment has a legitimate need to attract qualified lawyers as well as to main-
tain high ethical standards. A former government lawyer is therefore
disqualified only from particular matters in which the lawyer participated
personally and substantially. The provisions for screening and waiver in
paragraph (b) are necessary to prevent the disqualification rule from
imposing too severe a deterrent to entering public service. The limitation
on disqualification in paragraphs (a)(2) and (d) to matters involving a spe-
cific party or specific parties, rather than extending disqualification to all
substantive issues on which the lawyer worked, serves a similar function.

[4A] By requiring a former government lawyer to comply with
Rule 1.9(c), Rule 1.11(a)(1) protects information obtained while working
for the government to the same extent as information learned while repre-
senting a private client. Accordingly, unless the information acquired
during government service is “generally known” or these Rules would
otherwise permit or require its use or disclosure, the information may not
be used or revealed to the government’s disadvantage. This provision
applies regardless of whether the lawyer was working in a “legal” capac-
ity. Thus, information learned by the lawyer while in public service in an
administrative, policy or advisory position also is covered by Rule
1.11(a)(1). Paragraph (c) of Rule 1.11 adds further protections against
exploitation of confidential information. Paragraph (c) prohibits a lawyer
who has information about a person acquired when the lawyer was a pub-
lic officer or employee, that the lawyer knows is confidential government
information, from representing a private client whose interests are adverse
to that person in a matter in which the information could be used to that
person’s material disadvantage. A firm with which the lawyer is associ-
ated may undertake or continue representation in the matter only if the
lawyer who possesses the confidential government information is timely
and effectively screened. Because Rule 1.11 is not among the Rules enu-
merated in Rule 1.10, Rule 1.10 is not applicable to (and therefore does
not impute) conflicts arising under Rule 1.11. Thus, the purpose and
effect of the prohibitions contained in Rule 1.11(c) are to prevent the pri-
vate client of a law firm with which the former public officer or official is
associated from obtaining an unfair advantage by using the lawyer’s con-
fidential government information about the private client’s adversary.
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[5] When a lawyer has been employed by one government
agency and then moves to a second government agency, it may be appro-
priate to treat that second agency as another client for purposes of this
Rule, as when a lawyer is employed by a municipality and subsequently is
employed by a federal agency. The question whether two government
agencies should be regarded as the same or different clients for conflict of
interest purposes is beyond the scope of these Rules. See Rule 1.13, Com-
ment [9]. 

Former Government Lawyers: Using Screening to Avoid Imputed 
Disqualification

[6] Paragraphs (b) and (c) contemplate the use of screening pro-
cedures that permit the law firm of a personally disqualified former gov-
ernment lawyer to avoid imputed disqualification. Nevertheless, there
may be circumstances where, despite screening, representation by the per-
sonally disqualified lawyer’s firm could still undermine the public’s confi-
dence in the integrity of the legal system. Such a circumstance may arise,
for example, where the personally disqualified lawyer occupied a highly
visible government position prior to entering private practice, or where
other facts and circumstances of the representation itself create an appear-
ance of impropriety. Where the particular circumstances create an appear-
ance of impropriety, a law firm must decline the representation. See Rule
1.0(t) for the definition of “screened” and “screening.”

 [7] A firm seeking to avoid disqualification under this Rule
should also consider its ability to implement, maintain, and monitor the
screening procedures permitted by paragraphs (b) and (c) before under-
taking or continuing the representation. In deciding whether the screening
procedures permitted by this Rule will be effective to avoid imputed dis-
qualification, a firm should consider a number of factors, including how
the size, practices and organization of the firm will affect the likelihood
that any confidential information acquired about the matter by the person-
ally disqualified lawyer can be protected. If the firm is large and is orga-
nized into separate departments, or maintains offices in multiple
locations, or for any reason the structure of the firm facilitates preventing
the sharing of information with lawyers not participating in the particular
matter, it is more likely that the requirements of this Rule can be met and
imputed disqualification avoided. Although a large firm will find it easier
to maintain effective screening, lack of timeliness in instituting, or lack of
vigilance in maintaining, the procedures required by this Rule may make
those procedures ineffective in avoiding imputed disqualification. If a per-
sonally disqualified lawyer is working on other matters with lawyers who
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are participating in a matter requiring screening, it may be impossible to
maintain effective screening procedures. Although the size of the firm
may be considered as one of the factors affecting the firm’s ability to insti-
tute and maintain effective screening procedures, it is not a dispositive
factor. A small firm may need to exercise special care and vigilance to
maintain effective screening but, if appropriate precautions are taken,
small firms can satisfy the requirements of paragraphs (b) and (c).

[7A] In order to prevent any lawyer in the firm from acquiring
confidential information about the matter from the newly associated law-
yer, it is essential that notification be given and screening procedures
implemented promptly. If the matter requiring screening is already pend-
ing before the personally disqualified lawyer joins the firm, the proce-
dures required by this Rule should be implemented before the lawyer
joins the firm. If a newly associated lawyer joins a firm before a conflict
requiring screening arises, the requirements of this Rule should be satis-
fied as soon as practicable after the conflict arises. If any lawyer in the
firm acquires confidential information about the matter from the person-
ally disqualified lawyer, the requirements of this Rule cannot be met, and
any subsequent efforts to institute or maintain screening will not be effec-
tive in avoiding the firm’s disqualification. Other factors may affect the
likelihood that screening procedures will be effective in preventing the
flow of confidential information between the personally disqualified law-
yer and other lawyers in the firm in a given matter.

[7B] To enable the government agency to determine compliance
with the Rule, notice to the appropriate government agency generally
should be given as soon as practicable after the need for screening
becomes apparent.

[8] Paragraph (c) operates only when the lawyer in question has
actual knowledge of the information. It does not operate with respect to
information that merely could be imputed to the lawyer.

[9] Paragraph (a) does not prohibit a lawyer from representing a
private party and a government agency jointly when doing so is permitted
by Rule 1.7 and is not otherwise prohibited by law.

[9A] Paragraph (d)(1) prohibits a lawyer currently serving as a
government officer or employee from participating in a matter in which
the lawyer participated personally and substantially while in private prac-
tice or other non-governmental employment, unless under applicable law
no one else is, or by lawful designation could be, authorized to act in the
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lawyer’s stead. Informed consent on the part of the government agency is
not required where such necessity exists. Conversely, informed consent
does not suffice to overcome the conflict in the absence of necessity.

[9B] Unlike paragraphs (a) and (c), paragraph (d)(1) contains no
special rules providing for imputation of the conflict addressed in para-
graph (d)(1) to other lawyers in the same agency. Moreover, Rule 1.10 by
its terms does not apply to conflicts under paragraph (d)(1). Thus, even
where paragraph (d)(1) bars one lawyer in a government law office from
working on a matter, other lawyers in the office may ordinarily work on
the matter unless prohibited by other law. Where a government law
office’s representation is materially adverse to a government lawyer’s for-
mer private client, however, the representation would, absent informed
consent of the former client, also be prohibited by Rule 1.9. Rule 1.10
remains applicable to that former client conflict so as to impute the con-
flict to all lawyers associated in the same government law office. In apply-
ing Rule 1.10 to such conflicts, see Rule 1.0(h) (defining “firm” and “law
firm”). 

 [10] For purposes of paragraph (e), a “matter” may continue in
another form. In determining whether two particular matters are the same,
the lawyer should consider the extent to which (i) the matters involve the
same basic facts, (ii) the matters involve the same or related parties, and
(iii) time has elapsed between the matters.
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RULE 1.12

SPECIFIC CONFLICTS OF INTEREST FOR FORMER 
JUDGES, ARBITRATORS, MEDIATORS OR OTHER 

THIRD-PARTY NEUTRALS

(a) A lawyer shall not accept private employment in a mat-
ter upon the merits of which the lawyer has acted in a judicial capac-
ity.

(b) Except as stated in paragraph (e), and unless all parties
to the proceeding give informed consent, confirmed in writing, a law-
yer shall not represent anyone in connection with a matter in which
the lawyer participated personally and substantially as:

(1) an arbitrator, mediator or other third-party neu-
tral; or

(2) a law clerk to a judge or other adjudicative officer
or an arbitrator, mediator or other third-party neutral.

(c) A lawyer shall not negotiate for employment with any
person who is involved as a party or as lawyer for a party in a matter
in which the lawyer is participating personally and substantially as a
judge or other adjudicative officer or as an arbitrator, mediator or
other third-party neutral.

(d) When a lawyer is disqualified from representation under
this Rule, no lawyer in a firm with which that lawyer is associated
may knowingly undertake or continue representation in such a mat-
ter unless:

(1) the firm acts promptly and reasonably to:

(i) notify, as appropriate, lawyers and nonlaw-
yer personnel within the firm that the personally dis-
qualified lawyer is prohibited from participating in the
representation of the current client;

(ii) implement effective screening procedures
to prevent the flow of information about the matter
between the personally disqualified lawyer and the oth-
ers in the firm;
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(iii) ensure that the disqualified lawyer is
apportioned no part of the fee therefrom; and

(iv) give written notice to the parties and any
appropriate tribunal to enable it to ascertain compliance
with the provisions of this Rule; and

(2) there are no other circumstances in the particular
representation that create an appearance of impropriety.

(e) An arbitrator selected as a partisan of a party in a multi-
member arbitration panel is not prohibited from subsequently repre-
senting that party. 

Comment

[1] A lawyer acts in a “judicial capacity” within the meaning of
paragraph (a) when the lawyer serves as a judge or other adjudicative offi-
cer. Where a judge or other adjudicative officer in a multimember court,
leaves judicial office to practice law, the former judge or adjudicative offi-
cer is not prohibited from representing a client in a matter that was pend-
ing in the court if the former judge or adjudicative officer did not act upon
the merits in that matter. So also, the fact that a former judge or adjudica-
tive officer exercised administrative responsibility in a court does not pre-
vent the former judge or adjudicative officer from acting as a lawyer in a
matter where the judge or adjudicative officer had previously exercised
remote or incidental administrative responsibility that did not affect the
merits. See Rule 1.11, Comment [4] (a former government lawyer is dis-
qualified “only from particular matters I which the lawyer participated
personally and substantially”). A former judge or adjudicative officer may
not, however, accept private employment in a matter upon the merits of
which the judge or adjudicative officer has acted in a judicial capacity
and—unlike conflicts for lawyers who have acted in a capacity listed in
Rule 1.12 (b)—a conflict arising under paragraph (a) cannot be waived.
The term “adjudicative officer” in paragraphs (b)(2) and (c) includes such
officials as judges pro tempore, referees, special masters, hearing officers
and other parajudicial officers. 

[2] A lawyer who has served as an arbitrator, mediator or other
third-party neutral may be asked to represent a client in a matter in which
the lawyer participated personally and substantially. This Rule forbids
such representation unless all of the parties to the proceedings give their
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informed consents, confirmed in writing. See Rules 1.0(j), (e). Other law
or codes of ethics governing third-party neutrals may impose more strin-
gent standards of personal or imputed disqualification. See Rule 2.4.

[3] Although lawyers who serve as third-party neutrals do not
obtain information concerning the parties that is protected under Rule 1.6,
they typically owe the parties an obligation of confidentiality under law or
codes of ethics governing third-party neutrals. Paragraph (d) therefore
provides that conflicts of the personally disqualified lawyer will be
imputed to other lawyers in a law firm unless the conditions of this para-
graph are met.

[4] Requirements for screening procedures are stated in para-
graph (d). “Screened” and “screening” are defined in Rule 1.0(t).

[4A] A firm seeking to avoid imputed disqualification under this
Rule must prohibit the personally disqualified lawyer from sharing in the
fees in the matter.

[4B] A firm seeking to avoid disqualification under this Rule
should also consider its ability to implement, maintain, and monitor the
screening procedures permitted by paragraph (d) before undertaking or
continuing the representation. In deciding whether the screening proce-
dures permitted by this Rule will be effective to avoid imputed disqualifi-
cation, a firm should consider a number of factors, including how the size,
practices and organization of the firm will affect the likelihood that any
confidential information acquired about the matter by the personally dis-
qualified lawyer can be protected. If the firm is large and is organized into
separate departments, or maintains offices in multiple locations, or for any
reason the structure of the firm facilitates preventing the sharing of infor-
mation with lawyers not participating in the particular matter, it is more
likely that the requirements of this Rule can be met and imputed disquali-
fication avoided. Although a large firm will find it easier to maintain
effective screening, lack of timeliness in instituting, or lack of vigilance in
maintaining, the procedures required by this Rule may make those proce-
dures ineffective in avoiding imputed disqualification. If a personally dis-
qualified lawyer is working on other matters with lawyers who are
participating in a matter requiring screening, it may be impossible to
maintain effective screening procedures. The size of the firm may be con-
sidered as one of the factors affecting the firm’s ability to institute and
maintain effective screening procedures, it is not a dispositive factor. A
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small firm may need to exercise special care and vigilance to maintain
effective screening but, if appropriate precautions are taken, small firms
can satisfy the requirements of paragraph (d).

[4C] In order to prevent any lawyer in the firm from acquiring
confidential information about the matter from the newly associated law-
yer, it is essential that notification be given and screening procedures
implemented promptly. If the matter requiring screening is already pend-
ing before the personally disqualified lawyer joins the firm, the proce-
dures required by this Rule should be implemented before the lawyer
joins the firm. If a newly associated lawyer joins a firm before a conflict
requiring screening arises, the requirements of this Rule should be satis-
fied as soon as practicable after the conflict arises. If any lawyer in the
firm acquires confidential information about the matter from the person-
ally disqualified lawyer, the requirements of this Rule cannot be met, and
any subsequent efforts to institute or maintain screening will not be effec-
tive in avoiding the firm’s disqualification. Other factors may affect the
likelihood that screening procedures will be effective in preventing the
flow of confidential information between the personally disqualified law-
yer and others in the firm in a given matter.

[5] To enable the tribunal to determine compliance with the
Rule, notice to the parties and any appropriate tribunal generally should
be given as soon as practicable after the need for screening becomes
apparent.
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RULE 1.13

ORGANIZATION AS CLIENT

(a) When a lawyer employed or retained by an organization
is dealing with the organization’s directors, officers, employees, mem-
bers, shareholders or other constituents, and it appears that the orga-
nization’s interests may differ from those of the constituents with
whom the lawyer is dealing, the lawyer shall explain that the lawyer is
the lawyer for the organization and not for any of the constituents.

(b) If a lawyer for an organization knows that an officer,
employee or other person associated with the organization is engaged
in action or intends to act or refuses to act in a matter related to the
representation that (i) is a violation of a legal obligation to the organi-
zation or a violation of law that reasonably might be imputed to the
organization, and (ii) is likely to result in substantial injury to the
organization, then the lawyer shall proceed as is reasonably necessary
in the best interest of the organization. In determining how to pro-
ceed, the lawyer shall give due consideration to the seriousness of the
violation and its consequences, the scope and nature of the lawyer’s
representation, the responsibility in the organization and the appar-
ent motivation of the person involved, the policies of the organization
concerning such matters and any other relevant considerations. Any
measures taken shall be designed to minimize disruption of the orga-
nization and the risk of revealing information relating to the repre-
sentation to persons outside the organization. Such measures may
include, among others:

(1) asking reconsideration of the matter;

(2) advising that a separate legal opinion on the mat-
ter be sought for presentation to an appropriate authority in
the organization; and

(3) referring the matter to higher authority in the
organization, including, if warranted by the seriousness of the
matter, referral to the highest authority that can act in behalf
of the organization as determined by applicable law.

(c) If, despite the lawyer’s efforts in accordance with para-
graph (b), the highest authority that can act on behalf of the organi-
zation insists upon action, or a refusal to act, that is clearly in
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violation of law and is likely to result in a substantial injury to the
organization, the lawyer may reveal confidential information only if
permitted by Rule 1.6, and may resign in accordance with Rule 1.16.

(d) A lawyer representing an organization may also repre-
sent any of its directors, officers, employees, members, shareholders
or other constituents, subject to the provisions of Rule 1.7. If the
organization’s consent to the concurrent representation is required
by Rule 1.7, the consent shall be given by an appropriate official of
the organization other than the individual who is to be represented,
or by the shareholders.

Comment

The Entity as the Client

[1] An organizational client is a legal entity, but it cannot act
except through its officers, directors, employees, members, shareholders
and other constituents. Officers, directors, employees and shareholders
are the constituents of the corporate organizational client. The duties
defined in this Rule apply equally to unincorporated associations. “Other
constituents” as used in this Rule means the positions equivalent to offi-
cers, directors, employees, and shareholders held by persons acting for
organizational clients that are not corporations.

[2] When one of the constituents of an organizational client
communicates with the organization’s lawyer in that person’s organiza-
tional capacity, the communication is protected by Rule 1.6. Thus, for
example, if an organizational client requests its lawyer to investigate alle-
gations of wrongdoing, interviews between the lawyer and the client’s
employees or other constituents made in the course of that investigation
are covered by Rule 1.6. This does not mean, however, that constituents of
an organizational client are the clients of the lawyer. The lawyer may not
disclose to such constituents information relating to the representation
except for disclosures explicitly or impliedly authorized by the organiza-
tional client in order to carry out the representation or as otherwise per-
mitted by Rule 1.6.

[2A] There are times when the organization’s interests may differ
from those of one or more of its constituents. In such circumstances, the
lawyer should advise any constituent whose interest differs from that of
the organization: (i) that a conflict or potential conflict of interest exists,
(ii) that the lawyer does not represent the constituent in connection with
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the matter, unless the representation has been approved in accordance
with Rule 1.13(d), (iii) that the constituent may wish to obtain indepen-
dent representation, and (iv) that any attorney-client privilege that applies
to discussions between the lawyer and the constituent belongs to the orga-
nization and may be waived by the organization. Care must be taken to
ensure that the constituent understands that, when there is such adversity
of interest, the lawyer for the organization cannot provide legal represen-
tation for that constituent, and that discussions between the lawyer for the
organization and the constituent may not be privileged.

[2B] Whether such a warning should be given by the lawyer for
the organization to any constituent may turn on the facts of each case.

Acting in the Best Interest of the Organization

[3] When constituents of the organization make decisions for it,
the decisions ordinarily must be accepted by the lawyer, even if their util-
ity or prudence is doubtful. Decisions concerning policy and operations,
including ones entailing serious risk, are not as such in the lawyer’s prov-
ince. Paragraph (b) makes clear, however, that when the lawyer knows
that the organization is likely to be substantially injured by action of an
officer or other constituent that violates a legal obligation to the organiza-
tion or is in violation of law that might be imputed to the organization, the
lawyer must proceed as is reasonably necessary in the best interest of the
organization. Under Rule 1.0(k), a lawyer’s knowledge can be inferred
from circumstances, and a lawyer cannot ignore the obvious. The terms
“reasonable” and “reasonably” connote a range of conduct that will sat-
isfy the requirements of Rule 1.13. In determining what is reasonable in
the best interest of the organization, the circumstances at the time of
determination are relevant. Such circumstances may include, among oth-
ers, the lawyer’s area of expertise, the time constraints under which the
lawyer is acting, and the lawyer’s previous experience and familiarity
with the client.

[4] In determining how to proceed under paragraph (b), the law-
yer should give due consideration to the seriousness of the violation and
its consequences, the scope and nature of the lawyer’s representation, the
responsibility within the organization and the apparent motivation of the
person involved, the policies of the organization concerning such matters,
and any other relevant considerations. Measures to be taken may include,
among others, asking the constituent to reconsider the matter. For exam-
ple, if the circumstances involve a constituent’s innocent misunderstand-
ing of law and subsequent acceptance of the lawyer’s advice, the lawyer
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may reasonably conclude that the best interest of the organization does
not require that the matter be referred to higher authority. If a constituent
persists in conduct contrary to the lawyer’s advice, it may be necessary for
the lawyer to take steps to have the matter reviewed by a higher authority
in the organization. If the matter is of sufficient seriousness and impor-
tance or urgency to the organization, referral to higher authority in the
organization may be necessary even if the lawyer has not communicated
with the constituent. Any measures taken should, to the extent practicable,
minimize the risk of revealing information relating to the representation to
persons outside the organization. Even in circumstances where a lawyer is
not obligated by Rule 1.13 to proceed, a lawyer may bring to the attention
of an organizational client, including its highest authority, matters that the
lawyer reasonably believes to be of sufficient importance to warrant doing
so in the best interest of the organization. See Rule 1.4.

[5] The organization’s highest authority to which a matter may
be referred ordinarily will be the board of directors or similar governing
body. However, applicable law may prescribe that under certain condi-
tions the highest authority reposes elsewhere, for example, in the indepen-
dent directors of a corporation.

Relation to Other Rules

[6] The authority and responsibility provided in this Rule are
concurrent with the authority and responsibility provided in other Rules.
In particular, this Rule does not limit or expand the lawyer’s responsibility
under Rule 1.6, Rule 1.8, Rule 1.16, Rule 3.3 or Rule 4.1. Rules 1.6(b)(2)
and (b)(3) may permit the lawyer in some circumstances to disclose confi-
dential information. In such circumstances Rule 1.2(d) may also be appli-
cable, in which event withdrawal from the representation under Rule
1.16(b)(1) may be required.

[7] The authority of a lawyer to disclose information relating to
a representation under Rule 1.6 does not apply with respect to information
relating to a lawyer’s engagement by an organization to investigate an
alleged violation of law or to defend the organization or an officer,
employee or other person associated with the organization against a claim
arising out of an alleged past violation of law. Having a lawyer who can-
not disclose confidential information concerning past acts relevant to the
representation for which the lawyer was retained enables an organiza-
tional client to enjoy the full benefits of legal counsel in conducting an
investigation or defending against a claim.
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[8] A lawyer for an organization who reasonably believes that
the lawyer’s discharge was because of actions taken pursuant to paragraph
(b), or who withdraws in circumstances that require or permit the lawyer
to take action under paragraph (b), must proceed as “reasonably necessary
in the best interest of the organization.” Under some circumstances, the
duty of communication under Rule 1.4 and the duty under Rule 1.16(e) to
protect a client’s interest upon termination of the representation, in con-
junction with this Rule, may require the lawyer to inform the organiza-
tion’s highest authority of the lawyer’s discharge or withdrawal, and of
what the lawyer reasonably believes to be the basis for the discharge or
withdrawal.

Government Agency

[9] The duties defined in this Rule apply to governmental orga-
nizations. Defining precisely the identity of the client and prescribing the
resulting obligations of such lawyers may be more difficult in the govern-
ment context. Although in some circumstances the client may be a spe-
cific agency, it may also be a branch of government, such as the executive
branch, or the government as a whole. For example, if the action or failure
to act involves the head of a bureau, either the department of which the
bureau is a part or the relevant branch of government may be the client for
purposes of this Rule. Defining or identifying the client of a lawyer repre-
senting a government entity depends on applicable federal, state and local
law and is a matter beyond the scope of these Rules. See Scope [9]. More-
over, in a matter involving the conduct of government officials, a govern-
ment lawyer may have greater authority under applicable law to question
such conduct than would a lawyer for a private organization in similar cir-
cumstances. Thus, when the client is a governmental organization, a dif-
ferent balance may be appropriate between maintaining confidentiality
and assuring that the wrongful act is prevented or rectified. In addition,
duties of lawyers employed by the government or lawyers in military ser-
vice may be defined by statutes and regulation. This Rule does not limit
that authority. See Scope [10].

[10] See Comment [2A].

[11] See Comment [2B].
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Concurrent Representation

[12] Paragraph (d) recognizes that a lawyer for an organization
may also represent a principal officer or major shareholder, subject to the
provisions of Rule 1.7. If the corporation’s informed consent to such a
concurrent representation is needed, the lawyer should advise the princi-
pal officer or major shareholder that any consent given on behalf of the
corporation by the conflicted officer or shareholder may not be valid, and
the lawyer should explain the potential consequences of an invalid con-
sent.

Derivative Actions

[13] Under generally prevailing law, the shareholders or mem-
bers of a corporation may bring suit to compel the directors to perform
their legal obligations in the supervision of the organization. Members of
unincorporated associations have essentially the same right. Such an
action may be brought nominally by the organization, but usually is, in
fact, a legal controversy over management of the organization.

[14] The question can arise whether counsel for the organization
may defend such an action. The proposition that the organization is the
lawyer’s client does not alone resolve the issue. Most derivative actions
are normal incidents of an organization’s affairs, to be defended by the
organization’s lawyer like any other suits. However, if the claim involves
serious charges of wrongdoing by those in control of the organization, a
conflict may arise between the lawyer’s duty to the organization and the
lawyer’s relationship with the board. In those circumstances, Rule 1.7
governs who should represent the directors and the organization.
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RULE 1.14

CLIENT WITH DIMINISHED CAPACITY

(a) When a client’s capacity to make adequately considered
decisions in connection with a representation is diminished, whether
because of minority, mental impairment or for some other reason, the
lawyer shall, as far as reasonably possible, maintain a conventional
relationship with the client.

(b) When the lawyer reasonably believes that the client has
diminished capacity, is at risk of substantial physical, financial or
other harm unless action is taken and cannot adequately act in the
client’s own interest, the lawyer may take reasonably necessary pro-
tective action, including consulting with individuals or entities that
have the ability to take action to protect the client and, in appropriate
cases, seeking the appointment of a guardian ad litem, conservator or
guardian.

(c) Information relating to the representation of a client
with diminished capacity is protected by Rule 1.6. When taking pro-
tective action pursuant to paragraph (b), the lawyer is impliedly
authorized under Rule 1.6(a) to reveal information about the client,
but only to the extent reasonably necessary to protect the client’s
interests.

Comment

[1] The responsibilities of a lawyer may vary according to the
intelligence, experience, mental condition or age of a client, the obligation
of a public officer, or the nature of a particular proceeding. The conven-
tional client-lawyer relationship is based on the assumption that the client,
when properly advised and assisted, is capable of making decisions about
important matters. Any condition that renders a client incapable of com-
municating or making a considered judgment on the client’s own behalf
casts additional responsibilities upon the lawyer. When the client is a
minor or suffers from a diminished mental capacity, maintaining the con-
ventional client-lawyer relationship may not be possible in all respects. In
particular, a severely incapacitated person may have no power to make
legally binding decisions. Nevertheless, a client with diminished capacity
often has the ability to understand, deliberate upon and reach conclusions
about matters affecting the client’s own well-being.
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[2] The fact that a client suffers a disability does not diminish
the lawyer’s obligation to treat the client attentively and with respect.

[3] The client may wish to have family members or other per-
sons participate in discussions with the lawyer. The lawyer should con-
sider whether the presence of such persons will affect the attorney-client
privilege. Nevertheless, the lawyer must keep the client’s interests fore-
most and, except for protective action authorized under paragraph (b),
must look to the client, and not family members, to make decisions on the
client’s behalf.

[4] If a legal representative has already been appointed for the
client, the lawyer should ordinarily look to the representative for deci-
sions on behalf of the client. In matters involving a minor, with or without
a disability, the question whether the lawyer should look to the parents as
natural guardians may depend on the type of proceeding or matter in
which the lawyer is representing the minor. If the lawyer represents the
guardian as distinct from the ward, and reasonably believes that the
guardian is acting adversely to the ward’s interest, the lawyer may have an
obligation to prevent or rectify the guardian’s misconduct. See Rule
1.2(d).

Taking Protective Action

[5] If a lawyer reasonably believes that a client is at risk of sub-
stantial physical, financial or other harm unless action is taken, and that a
conventional client-lawyer relationship cannot be maintained as provided
in paragraph (a) because the client lacks sufficient capacity to communi-
cate or to make adequately considered decisions in connection with the
representation, then paragraph (b) permits the lawyer to take reasonably
necessary protective measures. Such measures could include: consulting
with family members, using a reconsideration period to permit clarification
or improvement of circumstances, using voluntary surrogate decision-
making tools such as durable powers of attorney, or consulting with sup-
port groups, professional services, adult-protective agencies or other indi-
viduals or entities that have the ability to protect the client. In taking any
protective action, the lawyer should be guided by such factors as the
wishes and values of the client to the extent known, the client’s best inter-
est, and the goals of minimizing intrusion into the client’s decision-making
autonomy and maximizing respect for the client’s family and social con-
nections.
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[6] In determining the extent of the client’s diminished capacity,
the lawyer should consider and balance such factors as: (i) the client’s
ability to articulate reasoning leading to a decision, (ii) variability of state
of mind and ability to appreciate consequences of a decision; the substan-
tive fairness of a decision, and (iii) the consistency of a decision with the
known long-term commitments and values of the client. In appropriate
circumstances, the lawyer may seek guidance from an appropriate diag-
nostician.

[7] If a legal representative has not been appointed, the lawyer
should consider whether appointment of a guardian ad litem, conservator
or guardian is necessary to protect the client’s interests. Thus, if a client
with diminished capacity has substantial property that should be sold for
the client’s benefit, effective completion of the transaction may require
appointment of a legal representative. In addition, rules of procedure in
litigation sometimes provide that a minor or a person with diminished
capacity must be represented by a guardian or next friend if they do not
have a general guardian. In many circumstances, however, appointment of
a legal representative may be unnecessarily expensive or traumatic for the
client. Seeking a guardian or conservator without the client’s consent
(including doing so over the client’s objection) is appropriate only in the
limited circumstances where a client’s diminished capacity is such that
the lawyer reasonably believes that no other practical method of protect-
ing the client’s interests is readily available. The lawyer should always
consider less restrictive protective actions before seeking the appointment
of a guardian or conservator. The lawyer should act as petitioner in such a
proceeding only when no other person is available to do so.

[7A] Prior to withdrawing from the representation of a client
whose capacity is in question, the lawyer should consider taking reason-
able protective action. See Rule 1.16(e).

Disclosure of the Client’s Condition

[8] Disclosure of the client’s diminished capacity could
adversely affect the client’s interests. For example, raising the question of
diminished capacity could, in some circumstances, lead to proceedings
for involuntary commitment. Information relating to the representation is
protected by Rule 1.6. Therefore, unless authorized to do so, the lawyer
may not disclose such information. When taking protective action pursu-
ant to paragraph (b), the lawyer is impliedly authorized to make the neces-
sary disclosures, even when the client directs the lawyer to the contrary.
Nevertheless, given the risks of disclosure, paragraph (c) limits what the
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lawyer may disclose in consulting with other individuals or entities or in
seeking the appointment of a legal representative. At the very least, the
lawyer should determine whether it is likely that the person or entity con-
sulted will act adversely to the client’s interests before discussing matters
related to the client.
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RULE 1.15

PRESERVING IDENTITY OF FUNDS AND PROPERTY OF 
OTHERS; FIDUCIARY RESPONSIBILITY; 

COMMINGLING AND MISAPPROPRIATION OF CLIENT 
FUNDS OR PROPERTY; MAINTENANCE OF BANK 

ACCOUNTS; RECORD KEEPING; EXAMINATION OF 
RECORDS

(a) Prohibition Against Commingling and Misappropria-
tion of Client Funds or Property.

A lawyer in possession of any funds or other property belong-
ing to another person, where such possession is incident to his or her
practice of law, is a fiduciary, and must not misappropriate such
funds or property or commingle such funds or property with his or
her own.

(b) Separate Accounts.

(1) A lawyer who is in possession of funds belonging
to another person incident to the lawyer’s practice of law shall
maintain such funds in a banking institution within New York
State that agrees to provide dishonored check and overdraft
reports in accordance with the provisions of 22 N.Y.C.R.R.
Part 1300. “Banking institution” means a state or national
bank, trust company, savings bank, savings and loan associa-
tion or credit union. Such funds shall be maintained, in the
lawyer’s own name, or in the name of a firm of lawyers of
which the lawyer is a member, or in the name of the lawyer or
firm of lawyers by whom the lawyer is employed, in a special
account or accounts, separate from any business or personal
accounts of the lawyer or lawyer’s firm, and separate from any
accounts that the lawyer may maintain as executor, guardian,
trustee or receiver, or in any other fiduciary capacity; into such
special account or accounts all funds held in escrow or other-
wise entrusted to the lawyer or firm shall be deposited; pro-
vided, however, that such funds may be maintained in a
banking institution located outside New York State if such
banking institution complies with 22 N.Y.C.R.R. Part 1300 and
the lawyer has obtained the prior written approval of the per-
son to whom such funds belong specifying the name and
address of the office or branch of the banking institution where
106



RULE 1.15
such funds are to be maintained. No special account or trust
aforementioned may have overdraft protection.

(2) A lawyer or the lawyer’s firm shall identify the
special bank account or accounts required by Rule 1.15(b)(1)
as an “Attorney Special Account,” “Attorney Trust Account,”
or “Attorney Escrow Account,” and shall obtain checks and
deposit slips that bear such title. Such title may be accompa-
nied by such other descriptive language as the lawyer may
deem appropriate, provided that such additional language dis-
tinguishes such special account or accounts from other bank
accounts that are maintained by the lawyer or the lawyer’s
firm.

(3) Funds reasonably sufficient to maintain the
account or to pay account charges may be deposited therein.

(4) Funds belonging in part to a client or third person
and in part currently or potentially to the lawyer or law firm
shall be kept in such special account or accounts, but the por-
tion belonging to the lawyer or law firm may be withdrawn
when due unless the right of the lawyer or law firm to receive it
is disputed by the client or third person, in which event the dis-
puted portion shall not be withdrawn until the dispute is finally
resolved.

(c) Notification of Receipt of Property; Safekeeping; Ren-
dering Accounts; Payment or Delivery of Property.

A lawyer shall:

(1) promptly notify a client or third person of the
receipt of funds, securities, or other properties in which the cli-
ent or third person has an interest;

(2) identify and label securities and properties of a
client or third person promptly upon receipt and place them in
a safe deposit box or other place of safekeeping as soon as prac-
ticable;

(3) maintain complete records of all funds, securities,
and other properties of a client or third person coming into the
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possession of the lawyer and render appropriate accounts to
the client or third person regarding them; and

(4) promptly pay or deliver to the client or third per-
son as requested by the client or third person the funds, securi-
ties, or other properties in the possession of the lawyer that the
client or third person is entitled to receive.

(d) Required Bookkeeping Records.

(1) A lawyer shall maintain for seven years after the
events that they record:

(i) the records of all deposits in and withdraw-
als from the accounts specified in Rule 1.15(b) and of
any other bank account that concerns or affects the law-
yer’s practice of law; these records shall specifically
identify the date, source and description of each item
deposited, as well as the date, payee and purpose of each
withdrawal or disbursement;

(ii) a record for special accounts, showing the
source of all funds deposited in such accounts, the names
of all persons for whom the funds are or were held, the
amount of such funds, the description and amounts, and
the names of all persons to whom such funds were dis-
bursed;

(iii) copies of all retainer and compensation
agreements with clients;

(iv) copies of all statements to clients or other
persons showing the disbursement of funds to them or
on their behalf;

(v) copies of all bills rendered to clients;

(vi) copies of all records showing payments to
lawyers, investigators or other persons, not in the law-
yer’s regular employ, for services rendered or per-
formed;

(vii) copies of all retainer and closing statements
filed with the Office of Court Administration; and
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(viii) all checkbooks and check stubs, bank state-
ments, prenumbered canceled checks and duplicate
deposit slips.

(2) Lawyers shall make accurate entries of all finan-
cial transactions in their records of receipts and disburse-
ments, in their special accounts, in their ledger books or
similar records, and in any other books of account kept by
them in the regular course of their practice, which entries shall
be made at or near the time of the act, condition or event
recorded.

(3) For purposes of Rule 1.15(d), a lawyer may satisfy
the requirements of maintaining “copies” by maintaining any
of the following items: original records, photocopies, micro-
film, optical imaging, and any other medium that preserves an
image of the document that cannot be altered without detec-
tion.

(e) Authorized Signatories.

All special account withdrawals shall be made only to a named
payee and not to cash. Such withdrawals shall be made by check or,
with the prior written approval of the party entitled to the proceeds,
by bank transfer. Only a lawyer admitted to practice law in New York
State shall be an authorized signatory of a special account.

(f) Missing Clients.

Whenever any sum of money is payable to a client and the law-
yer is unable to locate the client, the lawyer shall apply to the court in
which the action was brought if in the unified court system, or, if no
action was commenced in the unified court system, to the Supreme
Court in the county in which the lawyer maintains an office for the
practice of law, for an order directing payment to the lawyer of any
fees and disbursements that are owed by the client and the balance, if
any, to the Lawyers’ Fund for Client Protection for safeguarding and
disbursement to persons who are entitled thereto.

(g) Designation of Successor Signatories.

(1) Upon the death of a lawyer who was the sole sig-
natory on an attorney trust, escrow or special account, an
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application may be made to the Supreme Court for an order
designating a successor signatory for such trust, escrow or spe-
cial account, who shall be a member of the bar in good stand-
ing and admitted to the practice of law in New York State.

(2) An application to designate a successor signatory
shall be made to the Supreme Court in the judicial district in
which the deceased lawyer maintained an office for the prac-
tice of law. The application may be made by the legal represen-
tative of the deceased lawyer’s estate; a lawyer who was
affiliated with the deceased lawyer in the practice of law; any
person who has a beneficial interest in such trust, escrow or
special account; an officer of a city or county bar association;
or counsel for an attorney disciplinary committee. No lawyer
may charge a legal fee for assisting with an application to des-
ignate a successor signatory pursuant to this Rule.

(3) The Supreme Court may designate a successor
signatory and may direct the safeguarding of funds from such
trust, escrow or special account, and the disbursement of such
funds to persons who are entitled thereto, and may order that
funds in such account be deposited with the Lawyers’ Fund for
Client Protection for safeguarding and disbursement to per-
sons who are entitled thereto.

(h) Dissolution of a Firm.

Upon the dissolution of any firm of lawyers, the former part-
ners or members shall make appropriate arrangements for the main-
tenance, by one of them or by a successor firm, of the records
specified in Rule 1.15(d).

(i) Availability of Bookkeeping Records: Records Subject to
Production in Disciplinary Investigations and Proceedings.

The financial records required by this Rule shall be located, or
made available, at the principal New York State office of the lawyers
subject hereto, and any such records shall be produced in response to
a notice or subpoena duces tecum issued in connection with a com-
plaint before or any investigation by the appropriate grievance or
departmental disciplinary committee, or shall be produced at the
direction of the appropriate Appellate Division before any person
designated by it. All books and records produced pursuant to this
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Rule shall be kept confidential, except for the purpose of the particu-
lar proceeding, and their contents shall not be disclosed by anyone in
violation of the attorney-client privilege.

(j) Disciplinary Action.

A lawyer who does not maintain and keep the accounts and
records as specified and required by this Rule, or who does not pro-
duce any such records pursuant to this Rule, shall be deemed in viola-
tion of these Rules and shall be subject to disciplinary proceedings.

Comment

[1] A lawyer should hold the funds and property of others using
the care required of a professional fiduciary. Securities and other property
should be kept in a safe deposit box, except when some other form of
safekeeping is warranted by special circumstances. All property that is the
property of clients or third persons, including prospective clients, must be
kept separate from the lawyer’s business and personal property and, if
monies, in one or more trust accounts, including an account established
pursuant to the “Interest on Lawyer Accounts” law where appropriate. See
State Finance Law § 97-v(4)(a); Judiciary Law § 497(2); 21 N.Y.C.R.R.
§ 7000.10. Separate trust accounts may be warranted or required when
administering estate monies or acting in similar fiduciary capacities.

[2] While normally it is impermissible to commingle the law-
yer’s own funds with client funds, paragraph (b)(3) provides that it is per-
missible when necessary to pay bank service charges on that account.
Accurate records must be kept regarding which portion of the funds
belongs to the lawyer.

[3] Lawyers often receive funds from which the lawyer’s fee
will or may be paid. A lawyer is not required to remit to the client funds
that the lawyer reasonably believes represent fees owed to the lawyer.
However, a lawyer may not withhold the client’s share of the funds to
coerce the client into accepting the lawyer’s claim for fees. While a law-
yer may be entitled under applicable law to assert a retaining lien on funds
in the lawyer’s possession, a lawyer may not enforce such a lien by taking
the lawyer’s fee from funds that the lawyer holds in an attorney’s trust
account, escrow account or special account, except as may be provided in
an applicable agreement or directed by court order. Furthermore, any dis-
puted portion of the funds must be kept in or transferred into a trust
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account, and the lawyer should suggest means for prompt resolution of
the dispute, such as arbitration. The undisputed portion of the funds is to
be distributed promptly.

[4] Paragraph (c)(4) also recognizes that third parties may have
lawful claims against specific funds or other property in a lawyer’s cus-
tody, such as a client’s creditor who has a lien on funds recovered in a per-
sonal injury action. A lawyer may have a duty under applicable law to
protect such third party claims against wrongful interference by the client.
In such cases, when the third-party claim is not frivolous under applicable
law, the lawyer must refuse to surrender the property to the client until the
claims are resolved. A lawyer should not unilaterally assume to arbitrate a
dispute between the client and the third party, but, when there are substan-
tial grounds for dispute as to the person entitled to the funds, the lawyer
may file an action to have a court resolve the dispute.

[5] The obligations of a lawyer under this Rule are independent
of those arising from activity other than rendering legal services. For
example, a lawyer who serves only as an escrow agent is governed by the
applicable law relating to fiduciaries even though the lawyer does not ren-
der legal services in the transaction and is not governed by this Rule.
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RULE 1.16

DECLINING OR TERMINATING REPRESENTATION

(a) A lawyer shall not accept employment on behalf of a
person if the lawyer knows or reasonably should know that such per-
son wishes to:

(1) bring a legal action, conduct a defense, or assert a
position in a matter, or otherwise have steps taken for such per-
son, merely for the purpose of harassing or maliciously injur-
ing any person; or

(2) present a claim or defense in a matter that is not
warranted under existing law, unless it can be supported by a
good faith argument for an extension, modification, or reversal
of existing law.

(b) Except as stated in paragraph (d), a lawyer shall with-
draw from the representation of a client when:

(1) the lawyer knows or reasonably should know that
the representation will result in a violation of these Rules or of
law;

(2) the lawyer’s physical or mental condition materi-
ally impairs the lawyer’s ability to represent the client;

(3) the lawyer is discharged; or

(4) the lawyer knows or reasonably should know that
the client is bringing the legal action, conducting the defense,
or asserting a position in the matter, or is otherwise having
steps taken, merely for the purpose of harassing or maliciously
injuring any person.

(c) Except as stated in paragraph (d), a lawyer may with-
draw from representing a client when:

(1) withdrawal can be accomplished without material
adverse effect on the interests of the client;
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(2) the client persists in a course of action involving
the lawyer’s services that the lawyer reasonably believes is
criminal or fraudulent;

(3) the client has used the lawyer’s services to perpe-
trate a crime or fraud;

(4) the client insists upon taking action with which
the lawyer has a fundamental disagreement;

(5) the client deliberately disregards an agreement or
obligation to the lawyer as to expenses or fees;

(6) the client insists upon presenting a claim or
defense that is not warranted under existing law and cannot be
supported by good faith argument for an extension, modifica-
tion, or reversal of existing law;

(7) the client fails to cooperate in the representation
or otherwise renders the representation unreasonably difficult
for the lawyer to carry out employment effectively;

(8) the lawyer’s inability to work with co-counsel
indicates that the best interest of the client likely will be served
by withdrawal;

(9) the lawyer’s mental or physical condition renders
it difficult for the lawyer to carry out the representation effec-
tively;

(10) the client knowingly and freely assents to termina-
tion of the employment;

(11) withdrawal is permitted under Rule 1.13(c) or
other law;

(12) the lawyer believes in good faith, in a matter
pending before a tribunal, that the tribunal will find the exis-
tence of other good cause for withdrawal; or

(13) the client insists that the lawyer pursue a course of
conduct which is illegal or prohibited under these Rules.
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(d) If permission for withdrawal from employment is
required by the rules of a tribunal, a lawyer shall not withdraw from
employment in a matter before that tribunal without its permission.
When ordered to do so by a tribunal, a lawyer shall continue repre-
sentation notwithstanding good cause for terminating the representa-
tion.

(e) Even when withdrawal is otherwise permitted or
required, upon termination of representation, a lawyer shall take
steps, to the extent reasonably practicable, to avoid foreseeable preju-
dice to the rights of the client, including giving reasonable notice to
the client, allowing time for employment of other counsel, delivering
to the client all papers and property to which the client is entitled,
promptly refunding any part of a fee paid in advance that has not
been earned and complying with applicable laws and rules.

Comment

[1] A lawyer should not accept representation in a matter unless
it can be performed competently, promptly, without improper conflict of
interest and to completion. Ordinarily, a representation in a matter is com-
pleted when the agreed-upon assistance has been concluded. See Rules
1.2(c), 6.5; see also Rule 1.3, Comment [4].

Mandatory Withdrawal

[2] A lawyer ordinarily must decline or withdraw from repre-
sentation under paragraph (a), (b)(1) or (b)(4), as the case may be, if the
client demands that the lawyer engage in conduct that is illegal or that
violates these Rules or other law. The lawyer is not obliged to decline or
withdraw simply because the client suggests such a course of conduct; a
client may make such a suggestion in the hope that a lawyer will not be
constrained by a professional obligation.

[3] Court approval or notice to the court is often required by
applicable law, and when so required by applicable law is also required by
paragraph (d), before a lawyer withdraws from pending litigation. Diffi-
culty may be encountered if withdrawal is based on the client’s demand
that the lawyer engage in unprofessional conduct. The court may request
an explanation for the withdrawal, while the lawyer may be bound to keep
confidential the facts that would constitute such an explanation. The law-
yer’s statement that professional considerations require termination of the
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representation ordinarily should be accepted as sufficient. Lawyers should
be mindful of their obligations to both clients and the court under Rule 1.6
and Rule 3.3.

Discharge

[4] As provided in paragraph (b)(3), a client has a right to dis-
charge a lawyer at any time, with or without cause, subject to liability for
payment for the lawyer’s services. Where future dispute about the with-
drawal may be anticipated, it may be advisable to prepare a written state-
ment reciting the circumstances.

[5] Whether a client can discharge appointed counsel may
depend on applicable law. A client seeking to do so should be given a full
explanation of the consequences. These consequences may include a deci-
sion by the appointing authority that appointment of successor counsel is
unjustified, thus requiring self-representation by the client.

[6] If the client has severely diminished capacity, the client may
lack the legal capacity to discharge the lawyer, and in any event the dis-
charge may be seriously adverse to the client’s interests. The lawyer
should make special effort to help the client consider the consequences
and may take reasonably necessary protective action as provided in Rule
1.14(b).

Optional Withdrawal

[7] Under paragraph (c), a lawyer may withdraw from represen-
tation in some circumstances. The lawyer has the option to withdraw if
withdrawal can be accomplished without material adverse effect on the
client’s interests. Withdrawal is also justified if the client persists in a
course of action that the lawyer reasonably believes is criminal or fraudu-
lent, for a lawyer is not required to be associated with such conduct even
if the lawyer does not further it. Withdrawal is also permitted if the law-
yer’s services were misused in the past, even if withdrawal would materi-
ally prejudice the client. The lawyer may also withdraw where the client
insists on taking action with which the lawyer has a fundamental dis-
agreement.

[7A] In accordance with paragraph (c)(4), a lawyer should use
reasonable foresight in determining whether a proposed representation
will involve client objectives or instructions with which the lawyer has a
fundamental disagreement. A client’s intended action does not create a
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fundamental disagreement simply because the lawyer disagrees with it.
See Rule 1.2 regarding the allocation of responsibility between client and
lawyer. The client has the right, for example, to accept or reject a settle-
ment proposal; a client’s decision on settlement involves a fundamental
disagreement only when no reasonable person in the client’s position,
having regard for the hazards of litigation, would have declined the settle-
ment. In addition, the client should be given notice of intent to withdraw
and an opportunity to reconsider.

[8] Under paragraph (c)(5), a lawyer may withdraw if the client
refuses to abide by the terms of an agreement concerning fees or court
costs (or other expenses or disbursements).

[8A] Continuing to represent a client may impose an unreason-
able burden unexpected by the client and lawyer at the outset of the repre-
sentation. However, lawyers are ordinarily better suited than clients to
foresee and provide for the burdens of representation. The burdens of
uncertainty should therefore ordinarily fall on lawyers rather than clients
unless they are attributable to client misconduct. That a representation
will require more work or significantly larger advances of expenses than
the lawyer contemplated when the fee was fixed is not grounds for with-
drawal under paragraph (c)(5).

Assisting the Client upon Withdrawal

[9] Even if the lawyer has been unfairly discharged by the cli-
ent, under paragraph (e) a lawyer must take all reasonable steps to miti-
gate the consequences to the client. The lawyer may retain papers as
security for a fee only to the extent permitted by law. See Rule 1.15.
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RULE 1.17

SALE OF LAW PRACTICE

(a) A lawyer retiring from a private practice of law; a law
firm, one or more members of which are retiring from the private
practice of law with the firm; or the personal representative of a
deceased, disabled or missing lawyer, may sell a law practice, includ-
ing goodwill, to one or more lawyers or law firms, who may purchase
the practice. The seller and the buyer may agree on reasonable
restrictions on the seller’s private practice of law, notwithstanding
any other provision of these Rules. Retirement shall include the cessa-
tion of the private practice of law in the geographic area, that is, the
county and city and any county or city contiguous thereto, in which
the practice to be sold has been conducted.

(b) Confidential information.

(1) With respect to each matter subject to the con-
templated sale, the seller may provide prospective buyers with
any information not protected as confidential information
under Rule 1.6.

(2) Notwithstanding Rule 1.6, the seller may provide
the prospective buyer with information as to individual clients:

(i) concerning the identity of the client, except
as provided in paragraph (b)(6);

(ii) concerning the status and general nature of
the matter;

(iii) available in public court files; and

(iv) concerning the financial terms of the client-
lawyer relationship and the payment status of the cli-
ent’s account.

(3) Prior to making any disclosure of confidential
information that may be permitted under paragraph (b)(2), the
seller shall provide the prospective buyer with information
regarding the matters involved in the proposed sale sufficient
to enable the prospective buyer to determine whether any con-
flicts of interest exist. Where sufficient information cannot be
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disclosed without revealing client confidential information, the
seller may make the disclosures necessary for the prospective
buyer to determine whether any conflict of interest exists, sub-
ject to paragraph (b)(6). If the prospective buyer determines
that conflicts of interest exist prior to reviewing the informa-
tion, or determines during the course of review that a conflict
of interest exists, the prospective buyer shall not review or con-
tinue to review the information unless the seller shall have
obtained the consent of the client in accordance with Rule
1.6(a)(1).

(4) Prospective buyers shall maintain the confidenti-
ality of and shall not use any client information received in con-
nection with the proposed sale in the same manner and to the
same extent as if the prospective buyers represented the client.

(5) Absent the consent of the client after full disclo-
sure, a seller shall not provide a prospective buyer with infor-
mation if doing so would cause a violation of the attorney-client
privilege.

(6) If the seller has reason to believe that the identity
of the client or the fact of the representation itself constitutes
confidential information in the circumstances, the seller may
not provide such information to a prospective buyer without
first advising the client of the identity of the prospective buyer
and obtaining the client’s consent to the proposed disclosure.

(c) Written notice of the sale shall be given jointly by the
seller and the buyer to each of the seller’s clients and shall include
information regarding:

(1) the client’s right to retain other counsel or to take
possession of the file;

(2) the fact that the client’s consent to the transfer of
the client’s file or matter to the buyer will be presumed if the
client does not take any action or otherwise object within 90
days of the sending of the notice, subject to any court rule or
statute requiring express approval by the client or a court;

(3) the fact that agreements between the seller and
the seller’s clients as to fees will be honored by the buyer;
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(4) proposed fee increases, if any, permitted under
paragraph (e); and

(5) the identity and background of the buyer or buy-
ers, including principal office address, bar admissions, number
of years in practice in New York State, whether the buyer has
ever been disciplined for professional misconduct or convicted
of a crime, and whether the buyer currently intends to resell
the practice.

(d) When the buyer’s representation of a client of the seller
would give rise to a waivable conflict of interest, the buyer shall not
undertake such representation unless the necessary waiver or waivers
have been obtained in writing.

(e) The fee charged a client by the buyer shall not be
increased by reason of the sale, unless permitted by a retainer agree-
ment with the client or otherwise specifically agreed to by the client.

Comment

[1] The practice of law is a profession, not merely a business.
Clients are not commodities that can be purchased and sold at will. Pursu-
ant to this Rule, when a lawyer or an entire firm ceases to practice, and
other lawyers or firms take over the representation, the selling lawyer or
firm may obtain compensation for the reasonable value of the practice, as
may withdrawing partners of law firms.

Termination of Practice by Seller

[2] The requirement that all of the private practice be sold is
satisfied if the seller in good faith makes the entire practice available for
sale to the buyers. The fact that a number of the seller’s clients decide not
to be represented by the buyers but take their matters elsewhere, therefore,
does not result in a violation. Return to private practice as a result of an
unanticipated change in circumstances does not necessarily result in a
violation. For example, a lawyer who has sold the practice to accept an
appointment to judicial office does not violate the requirement that the
sale be attendant to cessation of practice if the lawyer later resumes pri-
vate practice upon being defeated in a contested or a retention election for
the office or resigns from a judiciary position. Although the requirements
of this Rule may not be violated in these situations, contractual provisions
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in the agreement governing the sale of the practice may contain reason-
able restrictions on a lawyer’s resuming private practice. See Rule 5.6,
Comment [1], regarding restrictions on right to practice.

[3] The private practice of law refers to a private law firm or
lawyer, not to a public agency, legal services entity, or in-house counsel to
a business. The requirement that the seller cease to engage in the private
practice of law therefore does not prohibit employment as a lawyer on the
staff of a public agency or a legal services entity that provides legal ser-
vices to the poor, or as in-house counsel to a business.

[4] The Rule permits a sale of an entire practice attendant upon
retirement from the private practice of law within a geographic area,
defined as the county and city and any county or city contiguous thereto,
in which the practice to be sold has been conducted. Its provisions there-
fore accommodate the lawyer who sells the practice on the occasion of
moving to another city and county that does not border on the city or
county.

[5] [Reserved.]

Sale of Entire Practice

[6] The Rule requires that the seller’s entire practice be sold.
The prohibition against sale of less than an entire practice protects those
clients whose matters are less lucrative and who might find it difficult to
secure other counsel if a sale could be limited to substantial fee-generat-
ing matters. The buyers are required to undertake all client matters in the
practice, subject to client consent. This requirement is not violated even if
a buyer is unable to undertake a particular client matter because of a con-
flict of interest and the seller therefore remains as attorney of record for
the matter in question.

Client Confidences, Consent and Notice

[7] Giving the buyer access to client-specific information relat-
ing to the representation and to the file requires client consent. Rule 1.17
provides that before such information can be disclosed by the seller to the
buyer, the client must be given actual written notice of the contemplated
sale, including the identity of the buyer, and must be told that the decision
to consent or make other arrangements must be made within 90 days. If
nothing is heard from the client within that time, consent to the sale is pre-
sumed under paragraph (c)(2).
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[8] A lawyer or law firm ceasing to practice cannot be required
to remain in practice because some clients cannot be given actual notice
of the proposed purchase. The selling lawyer must make a good-faith
effort to notify all of the lawyer’s current clients. Where clients cannot be
given actual notice and therefore cannot themselves consent to the pur-
chase or direct any other disposition of their files, they are nevertheless
protected by the fact that the buyer has the duty to maintain their confi-
dences under paragraph (b)(4).

[9] All elements of client autonomy, including the client’s abso-
lute right to discharge a lawyer and transfer the representation to another,
survive the sale of the practice.

Fee Arrangements Between Client and Buyer

[10] The sale may not be financed by increases in fees charged to
the clients of the purchased practice except to the extent permitted by sub-
paragraph (e) of this Rule. Under subparagraph (e), the buyer must honor
existing arrangements between the seller and the client as to fees unless
the seller’s retainer agreement with the client permits a fee increase or the
buyer obtains a client’s specific agreement to a fee increase in compliance
with the strict standards of Rule 1.8(a) (governing business transactions
between lawyers and clients).

Other Applicable Ethical Standards

[11] Lawyers participating in the sale or purchase of a law prac-
tice are subject to the ethical standards applicable to involving another
lawyer in the representation of a client. Examples include (i) the seller’s
obligation to exercise competence in identifying a buyer qualified to
assume the practice and the buyer’s obligation to undertake the represen-
tation competently under Rule 1.1, (ii) the obligation of the seller and the
buyer to avoid disqualifying conflicts, and to secure the client’s informed
consent for those conflicts that can be agreed to under Rule 1.7, and (iii)
the obligation of the seller and the buyer to protect information relating to
the representation under Rule 1.6 and Rule 1.9. See also Rule 1.0(j) for
the definition of “informed consent.”

[12] If approval of the substitution of the purchasing lawyer for
the selling lawyer is required by the rules of any tribunal in which a matter
is pending, such approval must be obtained before the matter can be
included in the sale. See Rule 1.16. If a tribunal refuses to give its permis-
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sion for the substitution and the seller therefore must continue in the mat-
ter, the seller does not thereby violate the portion of this Rule requiring
the seller to cease practice in the described geographic area.

Applicability of the Rule

[13] [Reserved.]

[14] This Rule does not apply to: (i) admission to or retirement
from a law partnership or professional association, (ii) retirement plans
and similar arrangements, (iii) a sale of tangible assets of a law practice,
or (iv) the transfers of legal representation between lawyers when such
transfers are unrelated to the sale of a practice. This Rule governs the sale
of an entire law practice upon retirement, which is defined in paragraph
(a) as the cessation of the private practice of law in a given geographic
area. Rule 5.4(a)(2) provides for the compensation of a lawyer who
undertakes to complete one or more unfinished pieces of legal business of
a deceased lawyer.
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RULE 1.18

DUTIES TO PROSPECTIVE CLIENTS

(a) Except as provided in Rule 1.18(e), a person who con-
sults with a lawyer about the possibility of forming a client-lawyer
relationship with respect to a matter is a prospective client.

(b) Even when no client-lawyer relationship ensues, a law-
yer who has learned information from a prospective client shall not
use or reveal that information, except as Rule 1.9 would permit with
respect to information of a former client.

(c) A lawyer subject to paragraph (b) shall not represent a
client with interests materially adverse to those of a prospective client
in the same or a substantially related matter if the lawyer received
information from the prospective client that could be significantly
harmful to that person in the matter, except as provided in paragraph
(d). If a lawyer is disqualified from representation under this para-
graph, no lawyer in a firm with which that lawyer is associated may
knowingly undertake or continue representation in such a matter,
except as provided in paragraph (d).

(d) When the lawyer has received disqualifying information
as defined in paragraph (c), representation is permissible if:

(1) both the affected client and the prospective client
have given informed consent, confirmed in writing; or

(2) the lawyer who received the information took rea-
sonable measures to avoid exposure to more disqualifying
information than was reasonably necessary to determine
whether to represent the prospective client; and

(i) the firm acts promptly and reasonably to
notify, as appropriate, lawyers and nonlawyer personnel
within the firm that the personally disqualified lawyer is
prohibited from participating in the representation of
the current client;

(ii) the firm implements effective screening
procedures to prevent the flow of information about the
matter between the disqualified lawyer and the others in
the firm;
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(iii) the disqualified lawyer is apportioned no
part of the fee therefrom; and

(iv) written notice is promptly given to the pro-
spective client; and

(3) a reasonable lawyer would conclude that the law
firm will be able to provide competent and diligent representa-
tion in the matter.

(e) A person is not a prospective client within the meaning
of paragraph (a) if the person:

(1) communicates information unilaterally to a law-
yer, without any reasonable expectation that the lawyer is will-
ing to discuss the possibility of forming a client-lawyer
relationship; or

(2) communicates with a lawyer for the purpose of
disqualifying the lawyer from handling a materially adverse
representation on the same or a substantially related matter.

Comment

[1] Prospective clients, like current clients, may disclose infor-
mation to a lawyer, place documents or other property in the lawyer’s cus-
tody, or rely on the lawyer’s advice. A lawyer’s consultations with a
prospective client usually are limited in time and depth and leave both the
prospective client and the lawyer free (and sometimes required) to pro-
ceed no further. Prospective clients should therefore receive some, but not
all, of the protection afforded clients.

[2] A person becomes a prospective client by consulting with a
lawyer about the possibility of forming client-lawyer relationship with
respect to a matter. Whether communications, including written, oral, or
electronic communications, constitute a consultation depends on the cir-
cumstances. For example, a consultation is likely to have occurred if a
lawyer, either in person or through the lawyer’s advertising in any
medium, specifically requests or invites the submission of information
about a potential representation without clear and reasonably understand-
able warnings and cautionary statements that limit the lawyer’s obliga-
tions, and a person provides information in response. In contrast, a
consultation does not occur if a person provides information to a lawyer
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in response to advertising that merely describes the lawyer’s education,
experience, areas of practice, and contact information, or provides legal
information of general interest. Such a person communicates information
unilaterally to a lawyer without any reasonable expectation that the law-
yer is willing to discuss the possibility of forming a client-lawyer relation-
ship, and is thus not a “prospective client.” Moreover, a person who
communicates with a lawyer for the purpose of disqualifying the lawyer is
not a “prospective client”—see Rule 1.18(e).

[3] It is often necessary for a prospective client to reveal infor-
mation to the lawyer during an initial consultation prior to the decision
about formation of a client-lawyer relationship. The lawyer often must
learn such information to determine whether there is a conflict of interest
with an existing client and whether the matter is one that the lawyer is
willing to undertake. Paragraph (b) prohibits the lawyer from using or
revealing that information, except as permitted by Rule 1.9, even if the
client or lawyer decides not to proceed with the representation. The duty
exists regardless of how brief the initial conference may be.

[4] In order to avoid acquiring disqualifying information from a
prospective client, a lawyer considering whether to undertake a new mat-
ter should limit the initial consultation to only such information as reason-
ably appears necessary for that purpose. Where the information indicates
that a conflict of interest or other reason for non-representation exists, the
lawyer should so inform the prospective client or decline the representa-
tion. If the prospective client wishes to retain the lawyer, and if consent is
possible under Rule 1.7 or Rule 1.9, then consent from all affected current
or former clients must be obtained before accepting the representation.
The representation must be declined if the lawyer will be unable to pro-
vide competent, diligent and adequate representation to the affected cur-
rent and former clients and the prospective client.

[5] A lawyer may condition a consultation with a prospective
client on the person’s informed consent that no information disclosed
during the consultation will prohibit the lawyer from representing a differ-
ent client in the matter. See Rule 1.0(j) for the definition of “informed
consent,” and with regard to the effectiveness of an advance waiver see
Rule 1.7, Comments [22]-[22A] and Rule 1.9, Comment [9]. If permitted
by law and if the agreement expressly so provides, the prospective client
may also consent to the lawyer’s subsequent use of information received
from the prospective client.
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[6] Under paragraph (c), even in the absence of an agreement
the lawyer is not prohibited from representing a client with interests
adverse to those of the prospective client in the same or a substantially
related matter unless the lawyer has received from the prospective client
information that could be significantly harmful if used in that matter.

[7] Under paragraph (c), the prohibition in this Rule is imputed
to other lawyers as provided in Rule 1.10, but, under paragraph (d)(1),
imputation may be avoided if the lawyer obtains the informed consent,
confirmed in writing, of both the prospective and affected clients. In the
alternative, imputation may be avoided if the conditions of paragraph
(d)(2) are met and all disqualified lawyers are timely screened, and writ-
ten notice is promptly given to the prospective client. See Rule 1.10. Para-
graph (d)(2)(i) does not prohibit the screened lawyer from receiving a
salary or partnership share established by prior independent agreement,
but that lawyer may not receive compensation directly related to the mat-
ter in which the lawyer is disqualified. Before proceeding under para-
graph (d)(1) or paragraph (d)(2), however, a lawyer must be mindful of
the requirement of paragraph (d)(3) that “a reasonable lawyer would con-
clude that the law firm will be able to provide competent and diligent rep-
resentation in the matter.”

[7A] Paragraph (d)(2) sets out the basic procedural requirements
that a law firm must satisfy to ensure that a personally disqualified lawyer
is effectively screened from participation in the matter. This Rule requires
that the firm promptly: (i) notify, as appropriate, lawyers and relevant
nonlawyer personnel within the firm that the personally disqualified law-
yer is prohibited from participating in the representation of the current cli-
ent, and (ii) implement effective screening procedures to prevent the flow
of information about the matter between the personally disqualified law-
yer and others in the firm.

[7B] A firm seeking to avoid disqualification under this Rule
should also consider its ability to implement, maintain, and monitor the
screening procedures permitted by paragraph (d)(2) before undertaking or
continuing the representation. In deciding whether the screening proce-
dures permitted by this Rule will be effective to avoid imputed disqualifi-
cation, a firm should consider a number of factors, including how the size,
practices and organization of the firm will affect the likelihood that any
confidential information acquired about the matter by the personally dis-
qualified lawyer can be protected. If the firm is large and is organized into
separate departments, or maintains offices in multiple locations, or for any
reason the structure of the firm facilitates preventing the sharing of infor-
127



NEW YORK RULES OF PROFESSIONAL CONDUCT
mation with lawyers not participating in the particular matter, it is more
likely that the requirements of this Rule can be met and imputed disquali-
fication avoided. Although a large firm will find it easier to maintain
effective screening, lack of timeliness in instituting, or lack of vigilance in
maintaining, the procedures required by this Rule may make those proce-
dures ineffective in avoiding imputed disqualification. If a personally dis-
qualified lawyer is working on other matters with lawyers who are
participating in a matter requiring screening, it may be impossible to
maintain effective screening procedures. The size of the firm may be con-
sidered as one of the factors affecting the firm’s ability to institute and
maintain effective screening procedures, but it is not a dispositive factor.
A small firm may need to exercise special care and vigilance to maintain
effective screening but, if appropriate precautions are taken, small firms
can satisfy the requirements of paragraph (d)(2).

[7C] In order to prevent any other lawyer in the firm from acquir-
ing confidential information about the matter from the disqualified law-
yer, it is essential that notification be given and screening procedures
implemented promptly. If any lawyer in the firm acquires confidential
information about the matter from the disqualified lawyer, the require-
ments of this Rule cannot be met, and any subsequent efforts to institute
or maintain screening will not be effective in avoiding the firm’s disquali-
fication. Other factors may affect the likelihood that screening procedures
will be effective in preventing the flow of confidential information
between the disqualified lawyer and other lawyers in the firm in a given
matter.

[8] Notice under paragraph (d)(2), including a general descrip-
tion of the subject matter about which the lawyer was consulted and of the
screening procedures employed, generally should be given as soon as
practicable after the need for screening becomes apparent.

[9] For the duty of competence of a lawyer who gives assistance
on the merits of a matter to a prospective client, see Rule 1.1. For a law-
yer’s duties when a prospective client entrusts valuables or papers to the
lawyer’s care, see Rule 1.15.
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RULE 2.1

ADVISOR

In representing a client, a lawyer shall exercise independent
professional judgment and render candid advice. In rendering
advice, a lawyer may refer not only to law but to other considerations
such as moral, economic, social, psychological, and political factors
that may be relevant to the client’s situation.

Comment

Scope of Advice

[1] A client is entitled to straightforward advice expressing the
lawyer’s honest assessment. Legal advice often involves unpleasant facts
and alternatives that a client may be disinclined to confront. In presenting
advice, a lawyer endeavors to sustain the client’s morale and may put
advice in as acceptable a form as honesty permits. Nevertheless, a lawyer
should not be deterred from giving candid advice by the prospect that the
advice will be unpalatable to the client.

[2] Advice couched in narrow legal terms may be of little value
to a client, especially where practical considerations, such as cost or
effects on other people, are predominant. Purely technical legal advice,
therefore, can sometimes be inadequate. It is proper for a lawyer to refer
to relevant moral and ethical considerations in giving advice. Although a
lawyer is not a moral advisor as such, moral and ethical considerations
impinge upon most legal questions and may decisively influence how the
law will be applied.

[3] A client may expressly or impliedly ask the lawyer for
purely technical advice. When such a request is made by a client experi-
enced in legal matters, the lawyer may accept it at face value. When such
a request is made by a client inexperienced in legal matters, however, the
lawyer’s responsibilities as advisor may include the responsibility to indi-
cate that more may be involved than strictly legal considerations. For the
allocation of responsibility in decision making between lawyer and client,
see Rule 1.2.

[4] Matters that go beyond strictly legal questions may also be
in the domain of another profession. Family matters can involve problems
within the professional competence of psychiatry, clinical psychology or
social work; business matters can involve problems within the compe-
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tence of the accounting profession or of financial or public relations spe-
cialists. Where consultation with a professional in another field is itself
something a competent lawyer would recommend, the lawyer should
make such a recommendation. At the same time, a lawyer’s advice at its
best often consists of recommending a course of action in the face of con-
flicting recommendations of experts.

Offering Advice

[5] In general, a lawyer is not expected to give advice until
asked by the client. However, when a lawyer knows that a client proposes
a course of action that is likely to result in substantial adverse legal conse-
quences to the client, the lawyer’s duty to the client under Rule 1.4 may
require that the lawyer offer advice if the client’s course of action is
related to the representation. Similarly, when a matter is likely to involve
litigation, it may be advisable under Rule 1.4 to inform the client of forms
of dispute resolution that might constitute reasonable alternatives to litiga-
tion. A lawyer ordinarily has no duty to initiate investigation of a client’s
affairs or to give advice that the client has indicated is unwanted, but a
lawyer may initiate advice to a client when doing so appears to be in the
client’s interest.
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[RESERVED]
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RULE 2.3

EVALUATION FOR USE BY THIRD PERSONS

(a) A lawyer may provide an evaluation of a matter affect-
ing a client for the use of someone other than the client if the lawyer
reasonably believes that making the evaluation is compatible with
other aspects of the lawyer’s relationship with the client.

(b) When the lawyer knows or reasonably should know that
the evaluation is likely to affect the client’s interests materially and
adversely, the lawyer shall not provide the evaluation unless the client
gives informed consent.

(c) Unless disclosure is authorized in connection with a
report of an evaluation, information relating to the evaluation is pro-
tected by Rule 1.6.

Comment

Definition

[1] An evaluation may be performed at the client’s direction or
if the lawyer reasonably believes that making the evaluation is compatible
with other aspects of the lawyer’s relationship with the client. Such an
evaluation may be for the primary purpose of establishing information for
the benefit of third parties: for example, an opinion concerning the title of
property rendered at the behest of a vendor for the information of a pro-
spective purchaser, or at the behest of a borrower for the information of a
prospective lender. In some situations, the evaluation may be required by
a government agency: for example, an opinion concerning the legality of
securities registered for sale under the securities laws. In other instances,
the evaluation may be required by a third person, such as a purchaser of a
business, or of intellectual property or a similar asset.

[2] A legal evaluation should be distinguished from an investi-
gation of a person with whom the lawyer does not have a client-lawyer
relationship. For example, a lawyer retained by a purchaser to analyze a
vendor’s title to property does not have a client-lawyer relationship with
the vendor. So also, an investigation into a person’s affairs by a govern-
ment lawyer or by special counsel employed by the government is not an
“evaluation” as that term is used in this Rule. The question is whether the
lawyer is retained by the person whose affairs are being examined. When
the lawyer is retained by that person, the general rules concerning loyalty
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to a client and preservation of confidences apply, which is not the case if
the lawyer is retained by someone else. For this reason, it is essential to
identify the person by whom the lawyer is retained. This should be made
clear not only to the person under examination, but also to others to whom
the results are to be made available.

Duties Owed to Third Person and Client

[3] When the evaluation is intended for the information or use
of a third person, a legal duty to that person may or may not arise. That
legal question is beyond the scope of this Rule. However, because such an
evaluation involves a departure from the normal client-lawyer relation-
ship, careful analysis of the situation is required. The lawyer must be sat-
isfied as a matter of professional judgment that making the evaluation is
compatible with other functions undertaken on behalf of the client. For
example, if the lawyer is acting as advocate in defending the client against
charges of fraud, it would normally be incompatible with that responsibil-
ity for the lawyer to perform an evaluation for others concerning the same
or a related transaction. Assuming no such impediment is apparent, how-
ever, the lawyer should advise the client of the implications of the evalua-
tion, particularly the lawyer’s responsibilities to third persons and the duty
to disseminate the findings.

Access to and Disclosure of Information

[4] The quality of an evaluation depends on the freedom and
extent of the investigation upon which it is based. Ordinarily a lawyer
should have whatever latitude of investigation seems necessary as a mat-
ter of professional judgment. Under some circumstances, however, the
terms of the evaluation may be limited. For example, certain issues or
sources may be categorically excluded, or the scope of the search may be
limited by time constraints or the non-cooperation of persons having rele-
vant information. Any such limitations that are material to the evaluation
should be described in the report. If, after a lawyer has commenced an
evaluation, the client refuses to comply with the terms upon which it was
understood the evaluation was to have been made, the lawyer’s obliga-
tions are determined by law having reference to the terms of the client’s
agreement and the surrounding circumstances. In no circumstances is the
lawyer permitted knowingly to make a false statement of fact or law in
providing an evaluation under this Rule. See Rule 4.1. A knowing omis-
sion of information that must be disclosed to make statements in the eval-
uation not false or misleading may violate this Rule. 
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Obtaining Client’s Informed Consent

[5] Information relating to an evaluation is protected by Rule
1.6. In many situations, providing an evaluation to a third party poses no
significant risk to the client; thus, the lawyer may be impliedly authorized
to disclose information to carry out the representation, if the disclosures
(i) advance the best interests of the client and (ii) are either reasonable
under the circumstances or customary in the professional community. See
Rule 1.6(a)(2). Where, however, it is reasonably likely that providing the
evaluation will affect the client’s interests materially and adversely, the
lawyer must first obtain the client’s consent after the lawyer has consulted
with the client and the client has been adequately informed concerning the
conditions of the evaluation, the nature of the information to be disclosed
and important possible effects on the client’s interests. See Rules 1.0(j),
1.6(a).

Financial Auditors’ Requests for Information

[6] When a question is raised by the client’s financial auditor
concerning the legal situation of a client, and the question is referred to
the lawyer, the lawyer’s response may be made in accordance with proce-
dures recognized in the legal profession. Such a procedure is set forth in
the American Bar Association Statement of Policy Regarding Lawyers’
Responses to Auditors’ Requests for Information, adopted in 1975.
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RULE 2.4

LAWYER SERVING AS THIRD-PARTY NEUTRAL

(a) A lawyer serves as a “third-party neutral” when the law-
yer assists two or more persons who are not clients of the lawyer to
reach a resolution of a dispute or other matter that has arisen
between them. Service as a third-party neutral may include service as
an arbitrator, a mediator or in such other capacity as will enable the
lawyer to assist the parties to resolve the matter.

(b) A lawyer serving as a third-party neutral shall inform
unrepresented parties that the lawyer is not representing them. When
the lawyer knows or reasonably should know that a party does not
understand the lawyer’s role in the matter, the lawyer shall explain
the difference between the lawyer’s role as a third-party neutral and
a lawyer’s role as one who represents a client.

Comment

[1] Alternative dispute resolution has become a substantial part
of the civil justice system. In addition to representing clients in dispute-
resolution processes, lawyers often serve as third-party neutrals. A “third-
party neutral” is a person such as a mediator, arbitrator, conciliator or
evaluator or a person serving in another capacity that assists the parties,
represented or unrepresented, in the resolution of a dispute or in the
arrangement of a transaction. Whether a third-party neutral serves primar-
ily as a facilitator, evaluator or decision maker depends on the particular
process that is either selected by the parties or mandated by a court.

[2] The role of a third-party neutral is not unique to lawyers
although, in some court-connected contexts, only lawyers are permitted to
serve in this role or to handle certain types of cases. In performing this
role, the lawyer may be subject to court rules or other law that applies
either to third-party neutrals generally or to lawyers serving as third-party
neutrals. Lawyer-neutrals may also be subject to various codes of ethics,
such as the Code of Ethics for Arbitration in Commercial Disputes pre-
pared by a joint committee of the American Bar Association and the
American Arbitration Association or the Model Standards of Conduct for
Mediators jointly prepared by the American Bar Association, the Ameri-
can Arbitration Association and the Society of Professionals in Dispute
Resolution.
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[3] Unlike nonlawyers who serve as third-party neutrals, law-
yers serving in this role may experience unique problems as a result of
differences between the role of a third-party neutral and a lawyer’s service
as a client representative. The potential for confusion is significant when
the parties are unrepresented in the process. Thus, paragraph (b) requires
a lawyer-neutral to inform unrepresented parties that the lawyer is not rep-
resenting them. For some parties, particularly parties who frequently use
dispute-resolution processes, this information will be sufficient. For oth-
ers, particularly those who are using the process for the first time, more
information will be required. Where appropriate, the lawyer should
inform unrepresented parties of the important differences between the
lawyer’s role as a third-party neutral and as a client representative, includ-
ing the inapplicability of the attorney-client evidentiary privilege. The
extent of disclosure required under this paragraph will depend on the par-
ticular parties involved and the subject matter of the proceeding, as well
as the particular features of the dispute-resolution process selected.

[4] A lawyer who serves as a third-party neutral may be asked
subsequently to serve as a lawyer representing a client in the same matter.
The conflicts of interest that arise for both the lawyer and the lawyer’s law
firm are addressed in Rule 1.12.

[5] Lawyers who represent clients in alternative dispute-resolu-
tion processes are governed by the Rules of Professional Conduct. When
the dispute-resolution process takes place before a tribunal, as in binding
arbitration (see Rule 1.0(w)), the lawyer’s duty of candor is governed by
Rule 3.3. Otherwise, the lawyer’s duty of candor toward both the third-
party neutral and other parties is governed by Rule 4.1.
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RULE 3.1

NON-MERITORIOUS CLAIMS AND CONTENTIONS

(a) A lawyer shall not bring or defend a proceeding, or
assert or controvert an issue therein, unless there is a basis in law and
fact for doing so that is not frivolous. A lawyer for the defendant in a
criminal proceeding or for the respondent in a proceeding that could
result in incarceration may nevertheless so defend the proceeding as
to require that every element of the case be established.

(b) A lawyer’s conduct is “frivolous” for purposes of this
Rule if:

(1) the lawyer knowingly advances a claim or defense
that is unwarranted under existing law, except that the lawyer
may advance such claim or defense if it can be supported by
good faith argument for an extension, modification, or reversal
of existing law;

(2) the conduct has no reasonable purpose other than
to delay or prolong the resolution of litigation, in violation of
Rule 3.2, or serves merely to harass or maliciously injure
another; or

(3) the lawyer knowingly asserts material factual
statements that are false.

Comment

[1] The advocate has a duty to use legal procedure for the full-
est benefit of the client’s cause, but also a duty not to abuse legal proce-
dure. The law, both procedural and substantive, establishes the limits
within which an advocate may proceed. However, the law is not always
clear and is never static. Accordingly, in determining the proper scope of
advocacy, account must be taken of the law’s ambiguities and potential for
change.

[2] The filing of a claim or defense or similar action taken for a
client is not frivolous merely because the facts have not first been fully
substantiated or because the lawyer expects to develop vital evidence only
by discovery. Lawyers are required, however, to inform themselves about
the facts of their clients’ cases and the applicable law, and determine that
they can make good-faith arguments in support of their clients’ positions.
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Such action is not frivolous even though the lawyer believes that the cli-
ent’s position ultimately will not prevail. The action is frivolous, however,
if the action has no reasonable purpose other than to harass or maliciously
injure a person, or if the lawyer is unable either to make a good-faith argu-
ment on the merits of the action taken or to support the action taken by a
good-faith argument for an extension, modification or reversal of existing
law (which includes the establishment of new judge-made law). The term
“knowingly,” which is used in Rule 3.1(b)(1) and (b)(3), is defined in Rule
1.0(k).

[3] The lawyer’s obligations under this Rule are subordinate to
federal or state constitutional law that entitles a defendant in a criminal
matter to the assistance of counsel in presenting a claim or contention that
otherwise would be prohibited by this Rule.
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RULE 3.2

DELAY OF LITIGATION

In representing a client, a lawyer shall not use means that have
no substantial purpose other than to delay or prolong the proceeding
or to cause needless expense.

Comment

[1] Dilatory practices bring the administration of justice into
disrepute. Such tactics are prohibited if their only substantial purpose is to
frustrate an opposing party’s attempt to obtain rightful redress or repose.
It is not a justification that such tactics are often tolerated by the bench
and bar. The question is whether a competent lawyer acting in good faith
would regard the course of action as having some substantial purpose
other than delay or needless expense. Seeking or realizing financial or
other benefit from otherwise improper delay in litigation is not a legiti-
mate interest of the client.
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RULE 3.3

CONDUCT BEFORE A TRIBUNAL

(a) A lawyer shall not knowingly:

(1) make a false statement of fact or law to a tribunal
or fail to correct a false statement of material fact or law previ-
ously made to the tribunal by the lawyer;

(2) fail to disclose to the tribunal controlling legal
authority known to the lawyer to be directly adverse to the
position of the client and not disclosed by opposing counsel; or

(3) offer or use evidence that the lawyer knows to be
false. If a lawyer, the lawyer’s client, or a witness called by the
lawyer has offered material evidence and the lawyer comes to
know of its falsity, the lawyer shall take reasonable remedial
measures, including, if necessary, disclosure to the tribunal. A
lawyer may refuse to offer evidence, other than the testimony
of a defendant in a criminal matter, that the lawyer reasonably
believes is false.

(b) A lawyer who represents a client before a tribunal and
who knows that a person intends to engage, is engaging or has
engaged in criminal or fraudulent conduct related to the proceeding
shall take reasonable remedial measures, including, if necessary, dis-
closure to the tribunal.

(c) The duties stated in paragraphs (a) and (b) apply even if
compliance requires disclosure of information otherwise protected by
Rule 1.6.

(d) In an ex parte proceeding, a lawyer shall inform the tri-
bunal of all material facts known to the lawyer that will enable the
tribunal to make an informed decision, whether or not the facts are
adverse.

(e) In presenting a matter to a tribunal, a lawyer shall dis-
close, unless privileged or irrelevant, the identities of the clients the
lawyer represents and of the persons who employed the lawyer.

(f) In appearing as a lawyer before a tribunal, a lawyer
shall not:
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(1) fail to comply with known local customs of cour-
tesy or practice of the bar or a particular tribunal without giv-
ing to opposing counsel timely notice of the intent not to
comply;

(2) engage in undignified or discourteous conduct;

(3) intentionally or habitually violate any established
rule of procedure or of evidence; or

(4) engage in conduct intended to disrupt the tribu-
nal.

Comment

[1] This Rule governs the conduct of a lawyer who is represent-
ing a client in the proceedings of a tribunal. See Rule 1.0(w) for the defi-
nition of “tribunal.” It also applies when the lawyer is representing a client
in an ancillary proceeding conducted pursuant to the tribunal’s adjudica-
tive authority, such as a deposition. Thus, for example, paragraph (a)(3)
requires a lawyer to take reasonable remedial measures if the lawyer
comes to know that a client has offered false evidence in a deposition.

[2] This Rule sets forth the special duties of lawyers as officers
of the court to avoid conduct that undermines the integrity of the adjudica-
tive process. A lawyer acting as an advocate in an adjudicative proceeding
has an obligation to present the client’s case with persuasive force. Perfor-
mance of that duty while maintaining confidences of the client, however,
is qualified by the advocate’s duty of candor to the tribunal. Consequently,
although a lawyer in an adversary proceeding is not required to present an
impartial exposition of the law and may not vouch for the evidence sub-
mitted in a cause, the lawyer must not allow the tribunal to be misled by
false statements of law or fact or by evidence that the lawyer knows to be
false.

Representations by a Lawyer

[3] An advocate is responsible for pleadings and other docu-
ments prepared for litigation, but is usually not required to have personal
knowledge of matters asserted therein because litigation documents ordi-
narily present assertions by the client or by someone on the client’s behalf
and not assertions by the lawyer. Compare Rule 3.1. However, an asser-
tion purporting to be based on the lawyer’s own knowledge, as in an affi-
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davit or declaration by the lawyer or in a statement in open court, may
properly be made only when the lawyer knows the assertion is true or
believes it to be true on the basis of a reasonably diligent inquiry. There
are circumstances where failure to make a disclosure is the equivalent of
an affirmative misrepresentation. The obligation prescribed in Rule 1.2(d)
not to counsel a client to commit or assist the client in committing a fraud
applies in litigation. See also Rule 8.4(b), Comments [2]-[3].

Legal Argument

[4] Although a lawyer is not required to make a disinterested
exposition of the law, legal argument based on a knowingly false repre-
sentation of law constitutes dishonesty toward the tribunal. Paragraph
(a)(2) requires an advocate to disclose directly adverse and controlling
legal authority that is known to the lawyer and that has not been disclosed
by the opposing party. A tribunal that is fully informed on the applicable
law is better able to make a fair and accurate determination of the matter
before it.

Offering or Using False Evidence

[5] Paragraph (a)(3) requires that the lawyer refuse to offer or
use evidence that the lawyer knows to be false, regardless of the client’s
wishes. This duty is premised on the lawyer’s obligation as an officer of
the court to prevent the trier of fact from being misled by false evidence.
A lawyer does not violate this Rule if the lawyer offers the evidence for
the purpose of establishing its falsity.

[6] If a lawyer knows that the client intends to testify falsely or
wants the lawyer to introduce or use false evidence, the lawyer should
seek to persuade the client that the evidence should not be offered. If the
persuasion is ineffective and the lawyer continues to represent the client,
the lawyer must refuse to offer the false evidence. If only a portion of a
witness’s testimony will be false, the lawyer may call the witness to tes-
tify but may not (i) elicit or otherwise permit the witness to present testi-
mony that the lawyer knows is false or (ii) base arguments to the trier of
fact on evidence known to be false.

[6A] The duties stated in paragraphs (a) and (b)—including the
prohibitions against offering and using false evidence—apply to all law-
yers, including lawyers for plaintiffs and defendants in civil matters, and
to both prosecutors and defense counsel in criminal cases. In criminal
matters, therefore, Rule 3.3(a)(3) requires a prosecutor to refrain from
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offering or using false evidence, and to take reasonable remedial measures
to correct any false evidence that the government has already offered. For
example, when a prosecutor comes to know that a prosecution witness has
testified falsely, the prosecutor should either recall the witness to give
truthful testimony or should inform the tribunal about the false evidence.
At the sentencing stage, a prosecutor should correct any material errors in
a presentence report. In addition, prosecutors are subject to special duties
and prohibitions that are set out in Rule 3.8.

[7] If a criminal defendant insists on testifying and the lawyer
knows that the testimony will be false, the lawyer may have the option of
offering the testimony in a narrative form, though this option may require
advance notice to the court or court approval. The lawyer’s ethical duties
under paragraphs (a) and (b) may be qualified by judicial decisions inter-
preting the constitutional rights to due process and to counsel in criminal
cases. The obligation of the advocate under the Rules of Professional
Conduct is subordinate to such requirements.

[8] The prohibition against offering or using false evidence
applies only if the lawyer knows that the evidence is false. A lawyer’s rea-
sonable belief that evidence is false does not preclude its presentation to
the trier of fact. A lawyer’s knowledge that evidence is false, however, can
be inferred from the circumstances. See Rule 1.0(k) for the definition of
“knowledge.” Thus, although a lawyer should resolve doubts about the
veracity of testimony or other evidence in favor of the client, the lawyer
cannot ignore an obvious falsehood.

[9] Although paragraph (a)(3) prohibits a lawyer from offering
or using evidence the lawyer knows to be false, it permits the lawyer to
refuse to offer testimony or other proof that the lawyer reasonably
believes to be false. Offering such proof may impair the integrity of an
adjudicatory proceeding. Because of the special protections historically
provided criminal defendants, however, this Rule does not permit a law-
yer to refuse to offer the testimony of a criminal defense client where the
lawyer reasonably believes, but does not know, that the testimony will be
false. Unless the lawyer knows the testimony will be false, the lawyer
must honor the criminal defendant’s decision to testify.

Remedial Measures

[10] A lawyer who has offered or used material evidence in the
belief that it was true may subsequently come to know that the evidence is
false. Or, a lawyer may be surprised when the lawyer’s client or another
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witness called by the lawyer offers testimony the lawyer knows to be
false, either during the lawyer’s direct examination or in response to
cross-examination by the opposing lawyer. In such situations, or if the
lawyer knows of the falsity of testimony elicited from the client during a
deposition, the lawyer must take reasonable remedial measures. The
advocate’s proper course is to remonstrate with the client confidentially,
advise the client of the lawyer’s duty of candor to the tribunal, and seek
the client’s cooperation with respect to the withdrawal or correction of the
false statements or evidence. If that fails, the advocate must take further
remedial action. If withdrawal from the representation is not permitted or
will not undo the effect of the false evidence, the advocate must make
such disclosure to the tribunal as is reasonably necessary to remedy the
situation, even if doing so requires the lawyer to reveal confidential infor-
mation that otherwise would be protected by Rule 1.6. It is for the tribunal
then to determine what should be done, such as making a statement about
the matter to the trier of fact, ordering a mistrial, taking other appropriate
steps or doing nothing. 

[11] The disclosure of a client’s false testimony can result in
grave consequences to the client, including not only a sense of betrayal
but also loss of the case and perhaps a prosecution for perjury. But the
alternative is for the lawyer to cooperate in deceiving the court, thereby
subverting the truth-finding process, which the adversary system is
designed to implement. See Rule 1.2(d). Furthermore, unless it is clearly
understood that the lawyer will act upon the duty to disclose the existence
of false evidence, the client can simply reject the lawyer’s advice to reveal
the false evidence and insist that the lawyer keep silent. The client could
therefore in effect coerce the lawyer into being a party to a fraud on the
court.

Preserving Integrity of the Adjudicative Process

[12] Lawyers have a special obligation as officers of the court to
protect a tribunal against criminal or fraudulent conduct that undermines
the integrity of the adjudicative process. Accordingly, paragraph (b)
requires a lawyer who represents a client in an adjudicative proceeding to
take reasonable remedial measures, including disclosure if necessary,
whenever the lawyer knows that a person, including the lawyer’s client,
intends to engage, is engaging or has engaged in criminal or fraudulent
conduct related to the proceeding. Such conduct includes, among other
things, bribing, intimidating or otherwise unlawfully communicating with
a witness, juror, court official or other participant in the proceeding;
unlawfully destroying or concealing documents or other evidence related
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to the proceeding; and failing to disclose information to the tribunal when
required by law to do so. For example, under some circumstances a per-
son’s omission of a material fact may constitute a crime or fraud on the
tribunal.

[12A] A lawyer’s duty to take reasonable remedial measures under
paragraph (b) does not apply to another lawyer who is retained to repre-
sent a person in an investigation or proceeding concerning that person’s
conduct in the prior proceeding.

[13] Judicial hearings ought to be conducted through dignified
and orderly procedures designed to protect the rights of all parties. A law-
yer should not engage in conduct that offends the dignity and decorum of
proceedings or that is intended to disrupt the tribunal. While maintaining
independence, a lawyer should be respectful and courteous in relations
with a judge or hearing officer before whom the lawyer appears. In adver-
sary proceedings, ill feeling may exist between clients, but such ill feeling
should not influence a lawyer’s conduct, attitude, and demeanor toward
opposing lawyers. A lawyer should not make unfair or derogatory per-
sonal reference to opposing counsel. Haranguing and offensive tactics by
lawyers interfere with the orderly administration of justice and have no
proper place in our legal system.

Ex Parte Proceedings

[14] Ordinarily, an advocate has the limited responsibility of pre-
senting one side of the matters that a tribunal should consider in reaching
a decision; the opposing position is expected to be presented by the
adverse party. However, in any ex parte proceeding, such as an application
for a temporary restraining order, there may be no presentation by oppos-
ing advocates. The object of an ex parte proceeding is nevertheless to
yield a substantially just result. The judge has an affirmative responsibil-
ity to accord the opposing party, if absent, just consideration. The lawyer
for the represented party has the correlative duty to make disclosures of
material facts known to the lawyer that the lawyer reasonably believes are
necessary to an informed decision.

Withdrawal

[15] A lawyer’s compliance with the duty of candor imposed by
this Rule does not automatically require that the lawyer withdraw from
the representation of a client whose interests will be or have been
adversely affected by the lawyer’s disclosure. The lawyer, however, may
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be required by Rule 1.16(d) to seek permission of the tribunal to withdraw
if the lawyer’s compliance with this Rule’s duty of candor results in such
an extreme deterioration of the client-lawyer relationship that the lawyer
can no longer competently represent the client. See also Rule 1.16(c) for
the circumstances in which a lawyer will be permitted to seek a tribunal’s
permission to withdraw. In connection with a request for permission to
withdraw that is premised on a client’s misconduct, a lawyer may reveal
information relating to the representation only to the extent reasonably
necessary to comply with this Rule or as otherwise permitted by Rule 1.6.
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RULE 3.4

FAIRNESS TO OPPOSING PARTY AND COUNSEL

A lawyer shall not:

(a) (1) suppress any evidence that the lawyer or the client
has a legal obligation to reveal or produce;

(2) advise or cause a person to hide or leave the juris-
diction of a tribunal for the purpose of making the person
unavailable as a witness therein;

(3) conceal or knowingly fail to disclose that which
the lawyer is required by law to reveal;

(4) knowingly use perjured testimony or false evi-
dence;

(5) participate in the creation or preservation of evi-
dence when the lawyer knows or it is obvious that the evidence
is false; or

(6) knowingly engage in other illegal conduct or con-
duct contrary to these Rules;

(b) offer an inducement to a witness that is prohibited by
law or pay, offer to pay or acquiesce in the payment of compensation
to a witness contingent upon the content of the witness’s testimony or
the outcome of the matter. A lawyer may advance, guarantee or
acquiesce in the payment of:

(1) reasonable compensation to a witness for the loss
of time in attending, testifying, preparing to testify or other-
wise assisting counsel, and reasonable related expenses; or

(2) a reasonable fee for the professional services of an
expert witness and reasonable related expenses;

(c) disregard or advise the client to disregard a standing
rule of a tribunal or a ruling of a tribunal made in the course of a pro-
ceeding, but the lawyer may take appropriate steps in good faith to
test the validity of such rule or ruling;
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(d) in appearing before a tribunal on behalf of a client:

(1) state or allude to any matter that the lawyer does not
reasonably believe is relevant or that will not be supported by
admissible evidence;

(2) assert personal knowledge of facts in issue except
when testifying as a witness;

(3) assert a personal opinion as to the justness of a
cause, the credibility of a witness, the culpability of a civil liti-
gant or the guilt or innocence of an accused but the lawyer may
argue, upon analysis of the evidence, for any position or con-
clusion with respect to the matters stated herein; or

(4) ask any question that the lawyer has no reason-
able basis to believe is relevant to the case and that is intended
to degrade a witness or other person; or

(e) present, participate in presenting, or threaten to present
criminal charges solely to obtain an advantage in a civil matter.

Comment

[1] The procedure of the adversary system contemplates that
the evidence in a case is to be marshaled competitively by the contending
parties. Fair competition in the adversary system is secured by prohibi-
tions against destruction or concealment of evidence, improperly influ-
encing witnesses, obstructionist tactics in discovery procedure, and the
like. The Rule applies to any conduct that falls within its general terms
(for example, “obstruct another party’s access to evidence”) that is a
crime, an intentional tort or prohibited by rules or a ruling of a tribunal.
An example is “advis[ing] or caus[ing] a person to hide or leave the juris-
diction of a tribunal for the purpose of making the person unavailable as a
witness therein.”

[2] Documents and other evidence are often essential to estab-
lish a claim or defense. Subject to evidentiary privileges, the right of an
opposing party, including the government, to obtain evidence through dis-
covery or subpoena is an important procedural right. The exercise of that
right can be frustrated if relevant material is altered, concealed or
destroyed. Paragraph (a) protects that right. Evidence that has been prop-
erly requested must be produced unless there is a good-faith basis for not
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doing so. Applicable state and federal law may make it an offense to
destroy material for the purpose of impairing its availability in a pending
or reasonably foreseeable proceeding, even though no specific request to
reveal or produce evidence has been made. Paragraph (a) applies to evi-
dentiary material generally, including computerized information.

[2A] Falsifying evidence, dealt with in paragraph (a), is also gen-
erally a criminal offense. Of additional relevance is Rule 3.3(a)(3), deal-
ing with use of false evidence in a proceeding before a tribunal.
Applicable law may permit a lawyer to take temporary possession of
physical evidence of client crimes for the purpose of conducting a limited
examination that will not alter or destroy material characteristics of the
evidence. In such a case, applicable law may require the lawyer to turn the
evidence over to the police or other prosecuting authority, depending on
the circumstances.

[3] Paragraph (b) applies generally to any inducement to a wit-
ness that is prohibited by law. It is not improper to pay a witness’s reason-
able expenses or to compensate an expert witness on terms permitted by
law. However, any fee contingent upon the content of a witness’ testimony
or the outcome of the case is prohibited.

[3A] Paragraph (d) deals with improper statements relating to the
merits of a case when representing a client before a tribunal: alluding to
irrelevant matters, asserting personal knowledge of facts in issue, and
asserting a personal opinion on issues to be decided by the trier of fact.
See also Rule 4.4, prohibiting the use of any means that have no substan-
tial purpose other than to embarrass or harm a third person. However, a
lawyer may argue, upon analysis of the evidence, for any position or con-
clusion supported by the record. The term “admissible evidence” refers to
evidence considered admissible in the particular context. For example,
admission of evidence in an administrative adjudication or an arbitration
proceeding may be governed by different standards than those applied in a
jury trial.

[4] In general, a lawyer is prohibited from giving legal advice to
an unrepresented person, other than the advice to secure counsel, when
the interests of that person are or may have a reasonable possibility of
being in conflict with the interests of the lawyer’s client. See Rule 4.3. 

[5] The use of threats in negotiation may constitute the crime of
extortion. However, not all threats are improper. For example, if a lawyer
represents a client who has been criminally harmed by a third person (for
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example, a theft of property), the lawyer’s threat to report the crime does
not constitute extortion when honestly claimed in an effort to obtain resti-
tution or indemnification for the harm done. But extortion is committed if
the threat involves conduct of the third person unrelated to the criminal
harm (for example, a threat to report tax evasion by the third person that is
unrelated to the civil dispute). 
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RULE 3.5

MAINTAINING AND PRESERVING THE IMPARTIALITY 
OF TRIBUNALS AND JURORS

(a) A lawyer shall not:

(1) seek to or cause another person to influence a
judge, official or employee of a tribunal by means prohibited
by law or give or lend anything of value to such judge, official,
or employee of a tribunal when the recipient is prohibited from
accepting the gift or loan but a lawyer may make a contribu-
tion to the campaign fund of a candidate for judicial office in
conformity with Part 100 of the Rules of the Chief Administra-
tor of the Courts;

(2) in an adversarial proceeding communicate or
cause another person to do so on the lawyer’s behalf, as to the
merits of the matter with a judge or official of a tribunal or an
employee thereof before whom the matter is pending, except:

(i) in the course of official proceedings in the
matter;

(ii) in writing, if the lawyer promptly delivers a
copy of the writing to counsel for other parties and to a
party who is not represented by a lawyer;

(iii) orally, upon adequate notice to counsel for
the other parties and to any party who is not represented
by a lawyer; or

(iv) as otherwise authorized by law, or by Part
100 of the Rules of the Chief Administrator of the
Courts;

(3) seek to or cause another person to influence a
juror or prospective juror by means prohibited by law;

(4) communicate or cause another to communicate
with a member of the jury venire from which the jury will be
selected for the trial of a case or, during the trial of a case, with
any member of the jury unless authorized to do so by law or
court order;
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(5) communicate with a juror or prospective juror
after discharge of the jury if:

(i) the communication is prohibited by law or
court order;

(ii) the juror has made known to the lawyer a
desire not to communicate;

(iii) the communication involves misrepresenta-
tion, coercion, duress or harassment; or

(iv) the communication is an attempt to influ-
ence the juror’s actions in future jury service; or

(6) conduct a vexatious or harassing investigation of
either a member of the venire or a juror or, by financial sup-
port or otherwise, cause another to do so.

(b) During the trial of a case a lawyer who is not connected
therewith shall not communicate with or cause another to communi-
cate with a juror concerning the case.

(c) All restrictions imposed by this Rule also apply to com-
munications with or investigations of members of a family of a mem-
ber of the venire or a juror.

(d) A lawyer shall reveal promptly to the court improper
conduct by a member of the venire or a juror, or by another toward a
member of the venire or a juror or a member of his or her family of
which the lawyer has knowledge.

Comment

[1] Many forms of improper influence upon a tribunal are pro-
scribed by criminal law. In addition, gifts and loans to judges and judicial
employees, as well as contributions to candidates for judicial election, are
regulated by the New York Code of Judicial Conduct, with which an
advocate should be familiar. See New York Code of Judicial Conduct,
Canon 4(D)(5), 22 N.Y.C.R.R. § 100.4(D)(5) (prohibition of a judge’s
receipt of a gift, loan, etc., and exceptions) and Canon 5(A)(5), 22
N.Y.C.R.R. § 100.5(A)(5) (concerning lawyer contributions to the cam-
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paign committee of a candidate for judicial office). A lawyer is prohibited
from aiding a violation of such provisions. Limitations on contributions in
the Election Law may also be relevant.

[2] Unless authorized to do so by law or court order, a lawyer is
prohibited from communicating ex parte with persons serving in a judicial
capacity in an adjudicative proceeding, such as judges, masters or jurors,
or to employees who assist them, such as law clerks. See New York Code
of Judicial Conduct, Canon 3(B)(6), 22 N.Y.C.R.R. § 100.3(B)(6).

[3] A lawyer may on occasion want to communicate with a
juror or prospective juror after the jury has been discharged. Paragraph
(a)(5) permits a lawyer to do so unless the communication is prohibited
by law or a court order, but the lawyer must respect the desire of a juror
not to talk with the lawyer. The lawyer may not engage in improper con-
duct during the communication.

[4] The advocate’s function is to present evidence and argument
so that the cause may be decided according to law. Refraining from abu-
sive or obstreperous conduct is a corollary of the advocate’s right to speak
on behalf of litigants. A lawyer may stand firm against abuse by a judge
but should avoid reciprocation; the judge’s misbehavior is no justification
for similar dereliction by an advocate. An advocate can present the cause,
protect the record for subsequent review and preserve professional integ-
rity by patient firmness no less effectively than by belligerence or theat-
rics.

[4A] Paragraph (b) prohibits lawyers who are not connected with
a case from communicating (or causing another to communicate) with
jurors concerning the case.

[4B] Paragraph (c) extends the rules concerning communications
with jurors and members of the venire to communication with family
members of the jurors and venire members.

[4C] Paragraph (d) imposes a reporting obligation on lawyers
who have knowledge of improper conduct by or toward jurors, members
of the venire, or family members thereof.
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RULE 3.6

TRIAL PUBLICITY

(a) A lawyer who is participating in or has participated in a
criminal or civil matter shall not make an extrajudicial statement
that the lawyer knows or reasonably should know will be dissemi-
nated by means of public communication and will have a substantial
likelihood of materially prejudicing an adjudicative proceeding in the
matter.

(b) A statement ordinarily is likely to prejudice materially
an adjudicative proceeding when it refers to a civil matter triable to a
jury, a criminal matter or any other proceeding that could result in
incarceration, and the statement relates to:

(1) the character, credibility, reputation or criminal
record of a party, suspect in a criminal investigation or witness,
or the identity of a witness or the expected testimony of a party
or witness;

(2) in a criminal matter that could result in incarcer-
ation, the possibility of a plea of guilty to the offense or the
existence or contents of any confession, admission or statement
given by a defendant or suspect, or that person’s refusal or fail-
ure to make a statement;

(3) the performance or results of any examination or
test, or the refusal or failure of a person to submit to an exam-
ination or test, or the identity or nature of physical evidence
expected to be presented;

(4) any opinion as to the guilt or innocence of a defen-
dant or suspect in a criminal matter that could result in incar-
ceration;

(5) information the lawyer knows or reasonably
should know is likely to be inadmissible as evidence in a trial
and would, if disclosed, create a substantial risk of prejudicing
an impartial trial; or

(6) the fact that a defendant has been charged with a
crime, unless there is included therein a statement explaining
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that the charge is merely an accusation and that the defendant
is presumed innocent until and unless proven guilty.

(c) Provided that the statement complies with paragraph
(a), a lawyer may state the following without elaboration:

(1) the claim, offense or defense and, except when
prohibited by law, the identity of the persons involved;

(2) information contained in a public record;

(3) that an investigation of a matter is in progress;

(4) the scheduling or result of any step in litigation;

(5) a request for assistance in obtaining evidence and
information necessary thereto;

(6) a warning of danger concerning the behavior of a
person involved, when there is reason to believe that there
exists the likelihood of substantial harm to an individual or to
the public interest; and

(7) in a criminal matter:

(i) the identity, age, residence, occupation and
family status of the accused;

(ii) if the accused has not been apprehended,
information necessary to aid in apprehension of that
person;

(iii) the identity of investigating and arresting
officers or agencies and the length of the investigation;
and

(iv) the fact, time and place of arrest, resistance,
pursuit and use of weapons, and a description of physi-
cal evidence seized, other than as contained only in a
confession, admission or statement.

(d) Notwithstanding paragraph (a), a lawyer may make a
statement that a reasonable lawyer would believe is required to pro-
tect a client from the substantial prejudicial effect of recent publicity
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not initiated by the lawyer or the lawyer’s client. A statement made
pursuant to this paragraph shall be limited to such information as is
necessary to mitigate the recent adverse publicity.

(e) No lawyer associated in a firm or government agency
with a lawyer subject to paragraph (a) shall make a statement pro-
hibited by paragraph (a).

Comment

[1] It is difficult to strike a balance between protecting the right
to a fair trial and safeguarding the right of free expression. Preserving the
right to a fair trial necessarily entails some curtailment of the information
that may be disseminated about a party prior to trial, particularly where
trial by jury is involved. If there were no such limits, the result would be
the practical nullification of the protective effect of the rules of forensic
decorum and the exclusionary rules of evidence. On the other hand, there
are vital social interests served by the free dissemination of information
about events having legal consequences and about legal proceedings
themselves. The public has a right to know about threats to its safety and
measures aimed at assuring its security. It also has a legitimate interest in
the conduct of judicial proceedings, particularly in matters of general
public concern. Furthermore, the subject matter of legal proceedings is
often of direct significance in debate and deliberation over questions of
public policy.

[2] Special rules of confidentiality may validly govern proceed-
ings in juvenile, domestic relations and mental disability proceedings and
perhaps other types of litigation. Rule 3.4(c) requires compliance with
such rules.

[3] The Rule sets forth a basic general prohibition against a
lawyer making statements that the lawyer knows or reasonably should
know will have a substantial likelihood of materially prejudicing an adju-
dicative proceeding. It recognizes that the public value of informed com-
mentary is great and that the likelihood of prejudice to a proceeding
because of the commentary of a lawyer who is not involved in the pro-
ceeding is small. Thus, the Rule applies only to lawyers who are partici-
pating or have participated in the investigation or litigation of a matter and
their associates.
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[4] There are certain subjects that are more likely than not to
have a material prejudicial effect on a proceeding, particularly when they
refer to a civil matter triable to a jury, a criminal matter or any other pro-
ceeding that could result in incarceration. Paragraph (b) specifies certain
statements that ordinarily will have prejudicial effect. 

[5] Paragraph (c) identifies specific matters about which a law-
yer’s statements would not ordinarily be considered to present a substan-
tial likelihood of material prejudice. Nevertheless, some statements in
criminal cases are also required to meet the fundamental requirements of
paragraph (a), for example, those identified in paragraph (c)(7)(iv). Para-
graph (c) is not intended to be an exhaustive listing of the subjects upon
which a lawyer may make a statement; statements on other matters may
be permissible under paragraph (a).

[6] Another relevant factor in determining prejudice is the
nature of the proceeding involved. Criminal jury trials will be most sensi-
tive to extrajudicial speech. Civil trials may be less sensitive. Non-jury
hearings and arbitration proceedings may be even less affected. The Rule
will still place limitations on prejudicial comments in these cases, but the
likelihood of prejudice may be different depending on the type of pro-
ceeding.

[7] Extrajudicial statements that might otherwise raise a ques-
tion under this Rule may be permissible when they are made in response
to statements made publicly by another party, another party’s lawyer or
third persons, where a reasonable lawyer would believe a public response
is required in order to avoid prejudice to the lawyer’s client. When preju-
dicial statements have been publicly made by others, responsive state-
ments may have the salutary effect of lessening any resulting adverse
impact on the adjudicative proceeding. Paragraph (d) permits such
responsive statements, provided they contain only such information as is
necessary to mitigate undue prejudice created by the statements made by
others.

[8] See Rule 3.8 Comment [5] for additional duties of prosecu-
tors in connection with extrajudicial statements about criminal proceed-
ings.
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RULE 3.7

LAWYER AS WITNESS

(a) A lawyer shall not act as advocate before a tribunal in a
matter in which the lawyer is likely to be a witness on a significant
issue of fact unless:

(1) the testimony relates solely to an uncon-
tested issue;

(2) the testimony relates solely to the nature
and value of legal services rendered in the matter;

(3) disqualification of the lawyer would work
substantial hardship on the client;

(4) the testimony will relate solely to a matter
of formality, and there is no reason to believe that sub-
stantial evidence will be offered in opposition to the testi-
mony; or

(5) the testimony is authorized by the tribunal.

(b) A lawyer may not act as advocate before a tribunal in a
matter if:

(1) another lawyer in the lawyer’s firm is likely
to be called as a witness on a significant issue other than
on behalf of the client, and it is apparent that the testi-
mony may be prejudicial to the client; or

(2) the lawyer is precluded from doing so by
Rule 1.7 or Rule 1.9.

Comment

[1] Combining the roles of advocate and witness can prejudice
the tribunal and the opposing party and also can create a conflict of inter-
est between the lawyer and client.
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Advocate-Witness Rule

[2] The tribunal may properly object when the trier of fact may
be confused or misled by a lawyer’s serving as both advocate and witness.
The opposing party may properly object where the combination of roles
may prejudice that party’s rights in the litigation. A witness is required to
testify on the basis of personal knowledge, while an advocate is expected
to explain and comment on evidence given by others. It may not be clear
whether a statement by an advocate-witness should be taken as proof or as
an analysis of the proof. The requirement that the testimony of the advo-
cate-witness be on a significant issue of fact provides a materiality limita-
tion.

[3] To protect the tribunal, the Rule prohibits a lawyer from
simultaneously serving as advocate and witness except in those circum-
stances specified in paragraph (a). Paragraph (a)(1) recognizes that if the
testimony will be uncontested, the ambiguities in the dual role are purely
theoretical. Testimony relating solely to a formality is uncontested when
the lawyer reasonably believes that no substantial evidence will be offered
in opposition to the testimony. Paragraph (a)(2) recognizes that where the
testimony concerns the extent and value of legal services rendered in the
action in which the testimony is offered, permitting the lawyer to testify
avoids the need for a second trial with new counsel to resolve that issue.
Moreover, in such a situation the judge has firsthand knowledge of the
matter in issue; hence, there is less dependence on the adversary process
to test the credibility of the testimony.

[4] Apart from these two exceptions, paragraph (a)(3) recog-
nizes that a balancing is required among the interests of the client, of the
tribunal, and of the opposing party. Whether the tribunal is likely to be
misled or the opposing party is likely to suffer prejudice depends on the
nature of the case, the importance and probable tenor of the lawyer’s testi-
mony and the probability that the lawyer’s testimony will conflict with
that of other witnesses. Even if there is risk of such prejudice, in deter-
mining whether the lawyer should be disqualified, due regard must be
given to the effect of disqualification on the lawyer’s client. It is relevant
that one or both parties could reasonably foresee that the lawyer would
probably be a witness. The conflict of interest principles stated in Rule
1.7, 1.9 and 1.10, which may separately require disqualification of the
lawyer-advocate, have no application to the tribunal’s determination of
the balancing of judicial and party interests required by paragraph (a)(3).
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[5] The tribunal is not likely to be misled when a lawyer acts as
advocate before a tribunal in a matter in which another lawyer in the law-
yer’s firm testifies as a witness. Therefore, paragraph (b) permits the non-
testifying lawyer to act as advocate before the tribunal except (1) when
another lawyer in the lawyer’s firm is likely to be called as a witness on a
significant issue other than on behalf of the client, and it is apparent that
the testimony may be prejudicial to the client, or (2) when either Rule 1.7
or Rule 1.9 would prohibit the non-testifying lawyer from acting as advo-
cate before the tribunal. Moreover, unless Rules 1.7 or 1.9 preclude it, the
non-testifying lawyer and the testifying lawyer may continue to represent
the client outside of the tribunal, with the client’s informed consent, in
pretrial activities such as legal research, fact gathering, and preparation or
argument of motions and briefs on issues of law, and may be consulted
during the trial by the lawyer serving as advocate.

Conflict of Interest

[6] In determining whether it is permissible to act as advocate
before a tribunal in which the lawyer will be a witness, the lawyer must
also consider that the dual role may give rise to a conflict of interest that
will require compliance with Rule 1.7 or Rule 1.9. For example, if there is
likely to be substantial conflict between the testimony of the client and
that of the lawyer, the representation involves a conflict of interest that
requires compliance with Rule 1.7. This would be true even though the
lawyer might not be prohibited by paragraph (a) from simultaneously
serving as advocate and witness because the lawyer’s disqualification
would work a substantial hardship on the client. Similarly, a lawyer who
might be permitted to serve simultaneously as an advocate and a witness
by paragraph (a)(3) might be precluded from doing so by Rule 1.9. The
problem can arise whether the lawyer is called as a witness on behalf of
the client or is called by the opposing party. Determining whether such a
conflict exists is primarily the responsibility of the lawyer involved. If
there is a conflict of interest, the lawyer must secure the client’s informed
consent, confirmed in writing. In some cases, the lawyer will be precluded
from seeking the client’s consent. See Rule 1.7. See Rule 1.0(e) for the
definition of “confirmed in writing” and Rule 1.0(j) for the definition of
“informed consent.”
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RULE 3.8

SPECIAL RESPONSIBILITIES OF PROSECUTORS AND 
OTHER GOVERNMENT LAWYERS

(a) A prosecutor or other government lawyer shall not insti-
tute, cause to be instituted or maintain a criminal charge when the
prosecutor or other government lawyer knows or it is obvious that
the charge is not supported by probable cause.

(b) A prosecutor or other government lawyer in criminal lit-
igation shall make timely disclosure to counsel for the defendant or to
a defendant who has no counsel of the existence of evidence or infor-
mation known to the prosecutor or other government lawyer that
tends to negate the guilt of the accused, mitigate the degree of the
offense, or reduce the sentence, except when relieved of this responsi-
bility by a protective order of a tribunal.

(c) When a prosecutor knows of new, credible and material
evidence creating a reasonable likelihood that a convicted defendant
did not commit an offense of which the defendant was convicted, the
prosecutor shall within a reasonable time:

(1) disclose that evidence to an appropriate court or
prosecutor’s office; or

(2) if the conviction was obtained by that prosecutor’s
office,

(A) notify the appropriate court and the defen-
dant that the prosecutor’s office possesses such evidence
unless a court authorizes delay for good cause shown;

(B) disclose that evidence to the defendant
unless the disclosure would interfere with an ongoing
investigation or endanger the safety of a witness or other
person, and a court authorizes delay for good cause
shown; and

(C) undertake or make reasonable efforts to
cause to be undertaken such further inquiry or investi-
gation as may be necessary to provide a reasonable
belief that the conviction should or should not be set
aside.
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(d) When a prosecutor knows of clear and convincing evi-
dence establishing that a defendant was convicted, in a prosecution
by the prosecutor’s office, of an offense that the defendant did not
commit, the prosecutor shall seek a remedy consistent with justice,
applicable law, and the circumstances of the case.

(e) A prosecutor’s independent judgment, made in good
faith, that the new evidence is not of such nature as to trigger the obli-
gations of sections (c) and (d), though subsequently determined to
have been erroneous, does not constitute a violation of this rule.

Comment

[1] A prosecutor has the responsibility of a minister of justice
and not simply that of an advocate. This responsibility carries with it spe-
cific obligations to see that the defendant is accorded procedural justice
and that guilt is decided upon the basis of sufficient evidence. Applicable
state or federal law may require other measures by the prosecutor, and
knowing disregard of those obligations or a systematic abuse of prosecu-
torial discretion could constitute a violation of Rule 8.4. A government
lawyer in a criminal case is considered a “prosecutor” for purposes of this
Rule.

[2] A defendant who has no counsel may waive a preliminary
hearing or other important pretrial rights and thereby lose a valuable
opportunity to challenge probable cause. Accordingly, prosecutors should
not seek to obtain waivers of preliminary hearings or other important pre-
trial rights from unrepresented accused persons. This would not be appli-
cable, however, to an accused appearing pro se with the approval of the
tribunal, or to the lawful questioning of an uncharged suspect who has
knowingly waived the rights to counsel and silence.

[3] The exception in paragraph (b) recognizes that a prosecutor
may seek an appropriate protective order from the tribunal if disclosure of
information to the defense could result in substantial harm to an individ-
ual or to the public interest.

[4] [Reserved.]

[5] Rule 3.6 prohibits extrajudicial statements that have a sub-
stantial likelihood of prejudicing an adjudicatory proceeding. In the con-
text of a criminal prosecution, a prosecutor’s extrajudicial statement can
create the additional problem of increasing public condemnation of the
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accused. Although the announcement of an indictment, for example, will
necessarily have severe consequences for the accused, a prosecutor can,
and should, avoid comments that have no legitimate law enforcement pur-
pose and have a substantial likelihood of increasing public opprobrium
against the accused. A prosecutor in a criminal case should make reason-
able efforts to prevent persons under the prosecutor’s supervisory author-
ity, which may include investigators, law enforcement personnel,
employees and other persons assisting or associated with the prosecutor,
from making extrajudicial statements that the prosecutor would be pro-
hibited from making under Rule 3.6. See Rule 5.3. Nothing in this Com-
ment is intended to restrict the statements that a prosecutor may make that
comply with Rule 3.6(c) or Rule 3.6(d).

[6] Like other lawyers, prosecutors are subject to Rule 5.1 and
Rule 5.3, which relate to responsibilities regarding lawyers and nonlaw-
yers who work for or are associated with the lawyer’s office. Prosecutors
should bear in mind the importance of these obligations in connection
with the unique dangers of improper extrajudicial statements in a criminal
case, and should exercise reasonable care to prevent persons assisting or
associated with the prosecutor from making improper extrajudicial state-
ments. Ordinarily, the reasonable care standard will be satisfied if the
prosecutor issues the appropriate cautions to law enforcement personnel
and other relevant individuals.

[6A] Reference to a “prosecutor” in this Rule includes the office
of the prosecutor and all lawyers affiliated with the prosecutor’s office
who are responsible for the prosecution function. Like other lawyers,
prosecutors are subject to Rule 3.3, which requires a lawyer to take rea-
sonable remedial measures to correct material evidence that the lawyer
has offered when the lawyer comes to know of its falsity. See Rule 3.3,
Comment [6A].

[7] When a prosecutor knows of new, credible and material evi-
dence creating a reasonable likelihood that a person outside the prosecu-
tor’s jurisdiction was convicted of a crime that the person did not commit,
paragraph (c) requires reasonably timely disclosure to the court or other
appropriate authority, such as the chief prosecutor of the jurisdiction
where the conviction occurred. If the conviction was obtained in the pros-
ecutor’s jurisdiction, paragraph (c) requires the prosecutor to examine the
evidence and undertake, or make reasonable efforts to cause to be under-
taken, further inquiry or investigation to support a reasonable belief that
the conviction should or should not be set aside. Paragraph (c) also
requires the prosecutor to notify the court and defendant that the prosecu-
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tor possesses such evidence, and to disclose that evidence to the defen-
dant, absent court-authorized delay for good cause. Consistent with the
objectives of Rules 4.2 and 4.3, disclosure to a represented defendant
must be made through the defendant’s counsel, and in the case of an
unrepresented defendant, may also be accompanied by a request to the
court for the appointment of counsel to assist the defendant in taking such
legal measures as may be appropriate.

[8] Under paragraph (d), once the prosecutor knows of clear
and convincing evidence that the defendant was convicted of an offense
that the defendant did not commit, the prosecutor must seek a remedy
consistent with justice, applicable law, and the circumstances of the case.

[9] A prosecutor’s independent judgment, made in good faith,
that the new evidence is not of such nature as to trigger the obligations of
sections (c) and (d), though subsequently determined to have been errone-
ous, does not constitute a violation of this Rule.
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RULE 3.9

ADVOCATE IN NON-ADJUDICATIVE MATTERS

A lawyer communicating in a representative capacity with a
legislative body or administrative agency in connection with a pend-
ing non-adjudicative matter or proceeding shall disclose that the
appearance is in a representative capacity, except when the lawyer
seeks information from an agency that is available to the public. 

Comment

[1] In representation before bodies such as legislatures, munici-
pal councils and executive and administrative agencies acting in a rule-
making or policy-making capacity, lawyers present facts, formulate issues
and advance arguments regarding the matters under consideration. The
legislative body or administrative agency is entitled to know that the law-
yer is appearing in a representative capacity. Ordinarily the client will
consent to being identified, but if not, such as when the lawyer is appear-
ing on behalf of an undisclosed principal, the governmental body at least
knows that the lawyer is acting in a representative capacity as opposed to
advancing the lawyer’s personal opinion as a citizen. Representation in
such matters is governed by Rules 4.1 through 4.4, and 8.4.

[1A] Rule 3.9 does not apply to adjudicative proceedings before a
tribunal. Court rules and other law require a lawyer, in making an appear-
ance before a tribunal in a representative capacity, to identify the client or
clients and provide other information required for communication with
the tribunal or other parties.

[2] [Reserved.]

[3] [Reserved.]
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RULE 4.1

TRUTHFULNESS IN STATEMENTS TO OTHERS

In the course of representing a client, a lawyer shall not know-
ingly make a false statement of fact or law to a third person.

Comment

Misrepresentation

[1] A lawyer is required to be truthful when dealing with others
on a client’s behalf, but generally has no affirmative duty to inform an
opposing party of relevant facts. A misrepresentation can occur if the law-
yer incorporates or affirms a statement of another person that the lawyer
knows is false. Misrepresentations can also occur by partially true but
misleading statements or omissions that are the equivalent of affirmative
false statements. As to dishonest conduct that does not amount to a false
statement or for misrepresentations by a lawyer other than in the course of
representing a client, see Rule 8.4.

Statements of Fact

[2] This Rule refers to statements of fact. Whether a particular
statement should be regarded as one of fact can depend on the circum-
stances. Under generally accepted conventions in negotiation, certain
types of statements ordinarily are not taken as statements of fact. Esti-
mates of price or value placed on the subject of a transaction and a party’s
intentions as to an acceptable settlement of a claim are ordinarily in this
category; so is the existence of an undisclosed principal, except where
nondisclosure of the principal would constitute fraud. Lawyers should be
mindful of their obligations under applicable law to avoid criminal and
tortious misrepresentation.

Illegal or Fraudulent Conduct by Client

[3] Under Rule 1.2(d), a lawyer is prohibited from counseling
or assisting a client as to conduct that the lawyer knows is illegal or fraud-
ulent. Ordinarily, a lawyer can avoid assisting a client’s illegality or fraud
by withdrawing from the representation. See Rule 1.16(c)(2). Sometimes
it may be necessary for the lawyer to give notice of the fact of withdrawal
and to disaffirm an opinion, document, affirmation or the like. See Rules
1.2(d), 1.6(b)(3).
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RULE 4.2

COMMUNICATION WITH PERSON REPRESENTED BY 
COUNSEL

(a) In representing a client, a lawyer shall not communicate
or cause another to communicate about the subject of the representa-
tion with a party the lawyer knows to be represented by another law-
yer in the matter, unless the lawyer has the prior consent of the other
lawyer or is authorized to do so by law.

(b) Notwithstanding the prohibitions of paragraph (a), and
unless otherwise prohibited by law, a lawyer may cause a client to
communicate with a represented person unless the represented per-
son is not legally competent, and may counsel the client with respect
to those communications, provided the lawyer gives reasonable
advance notice to the represented person’s counsel that such commu-
nications will be taking place.

(c) A lawyer who is acting pro se or is represented by coun-
sel in a matter is subject to paragraph (a), but may communicate with
a represented person, unless otherwise prohibited by law and unless
the represented person is not legally competent, provided the lawyer
or the lawyer’s counsel gives reasonable advance notice to the repre-
sented person’s counsel that such communications will be taking
place.

Comment

[1] This Rule contributes to the proper functioning of the legal
system by protecting a person who has chosen to be represented by a law-
yer in a matter against possible overreaching by other lawyers who are
participating in the matter, interference by those lawyers with the client-
lawyer relationship, and un-counseled disclosure of information relating
to the representation.

[2] Paragraph (a) applies to communications with any party
who is represented by counsel concerning the matter to which the com-
munication relates.
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[3] Paragraph (a) applies even though the represented party ini-
tiates or consents to the communication. A lawyer must immediately ter-
minate communication with a party if after commencing communication,
the lawyer learns that the party is one with whom communication is not
permitted by this Rule.

[4] This Rule does not prohibit communication with a repre-
sented party or person or an employee or agent of such a party or person
concerning matters outside the representation. For example, the existence
of a controversy between a government agency and a private party or per-
son or between two organizations does not prohibit a lawyer for either
from communicating with nonlawyer representatives of the other regard-
ing a separate matter. Nor does this Rule preclude communication with a
represented party or person who is seeking advice from a lawyer who is
not otherwise representing a client in the matter. A lawyer having inde-
pendent justification or legal authorization for communicating with a rep-
resented party or person is permitted to do so.

[5] Communications authorized by law may include communi-
cations by a lawyer on behalf of a client who is exercising a constitutional
or other legal right to communicate with the government. Communica-
tions authorized by law may also include investigative activities of law-
yers representing governmental entities, directly or through investigative
agents, prior to the commencement (as defined by law) of criminal or civil
enforcement proceedings. When communicating with the accused in a
criminal matter, a government lawyer must comply with this Rule in addi-
tion to honoring the state or federal rights of the accused. The fact that a
communication does not violate a state or federal right is insufficient to
establish that the communication is permissible under this Rule. This
Rule is not intended to effect any change in the scope of the anti-contact
rule in criminal cases.

[6] [Reserved.]

[7] In the case of a represented organization, paragraph (a) ordi-
narily prohibits communications with a constituent of the organization
who: (i) supervises, directs or regularly consults with the organization’s
lawyer concerning the matter, (ii) has authority to obligate the organiza-
tion with respect to the matter, or (iii) whose act or omission in connec-
tion with the matter may be imputed to the organization for purposes of
civil or criminal liability. Consent of the organization’s lawyer is not
required for communication with a former unrepresented constituent. If
an individual constituent of the organization is represented in the matter
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by the person’s own counsel, the consent by that counsel to a communica-
tion will be sufficient for purposes of this Rule. In communicating with a
current or former constituent of an organization, a lawyer must not use
methods of obtaining evidence that violate the legal rights of the organiza-
tion. See Rules 1.13, 4.4.

[8] The prohibition on communications with a represented
party applies only in circumstances where the lawyer knows that the party
is in fact represented in the matter to be discussed. This means that the
lawyer has actual knowledge of the fact of the representation; but such
knowledge may be inferred from the circumstances. See Rule 1.0(k) for
the definition of “knowledge.” Thus, the lawyer cannot evade the require-
ment of obtaining the consent of counsel by ignoring the obvious.

[9] In the event the party with whom the lawyer communicates
is not known to be represented by counsel in the matter, the lawyer’s com-
munications are subject to Rule 4.3.

[10] A lawyer may not make a communication prohibited by
paragraph (a) through the acts of another. See Rule 8.4(a).

Client-to-Client Communications

[11] Persons represented in a matter may communicate directly
with each other. A lawyer may properly advise a client to communicate
directly with a represented person, and may counsel the client with
respect to those communications, provided the lawyer complies with
paragraph (b). Agents for lawyers, such as investigators, are not consid-
ered clients within the meaning of this Rule even where the represented
entity is an agency, department or other organization of the government,
and therefore a lawyer may not cause such an agent to communicate with
a represented person, unless the lawyer would be authorized by law or a
court order to do so. A lawyer may also counsel a client with respect to
communications with a represented person, including by drafting papers
for the client to present to the represented person. In advising a client in
connection with such communications, a lawyer may not advise the client
to seek privileged information or other information that the represented
person is not personally authorized to disclose or is prohibited from dis-
closing, such as a trade secret or other information protected by law, or to
encourage or invite the represented person to take actions without the
advice of counsel.
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[12] A lawyer who advises a client with respect to communica-
tions with a represented person should be mindful of the obligation to
avoid abusive, harassing, or unfair conduct with regard to the represented
person. The lawyer should advise the client against such conduct. A law-
yer shall not advise a client to communicate with a represented person if
the lawyer knows that the represented person is legally incompetent. See
Rule 4.4.

[12A] When a lawyer is proceeding pro se in a matter, or is being
represented by his or her own counsel with respect to a matter, the law-
yer’s direct communications with a counterparty are subject to the no-
contact rule, Rule 4.2. Unless authorized by law, the lawyer must not
engage in direct communications with a party the lawyer knows to be rep-
resented by counsel without either (i) securing the prior consent of the
represented party’s counsel under Rule 4.2(a), or (ii) providing opposing
counsel with reasonable advance notice that such communications will be
taking place.
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RULE 4.3

COMMUNICATING WITH UNREPRESENTED PERSONS

In communicating on behalf of a client with a person who is not
represented by counsel, a lawyer shall not state or imply that the law-
yer is disinterested. When the lawyer knows or reasonably should
know that the unrepresented person misunderstands the lawyer’s
role in the matter, the lawyer shall make reasonable efforts to correct
the misunderstanding. The lawyer shall not give legal advice to an
unrepresented person other than the advice to secure counsel if the
lawyer knows or reasonably should know that the interests of such
person are or have a reasonable possibility of being in conflict with
the interests of the client.

Comment

[1] An unrepresented person, particularly one not experienced
in dealing with legal matters, might assume that a lawyer is disinterested
in loyalties or is a disinterested authority on the law even when the lawyer
represents a client. In order to avoid a misunderstanding, a lawyer will
typically need to identify the lawyer’s client and, where necessary, explain
that the client has interests opposed to those of the unrepresented person.
As to misunderstandings that sometimes arise when a lawyer for an orga-
nization deals with an unrepresented constituent, see Rule 1.13(a), Com-
ment [2A]. 

[2] The Rule distinguishes between situations involving unrep-
resented parties whose interests may be adverse to those of the lawyer’s
client and those in which the person’s interests are not in conflict with the
client’s. In the former situation, the possibility that the lawyer will com-
promise the unrepresented person’s interests is so great that the Rule pro-
hibits the giving of any advice apart from the advice to obtain counsel.
Whether a lawyer is giving impermissible advice may depend on the
experience and sophistication of the unrepresented party, as well as the
setting in which the behavior and comments occur. This Rule does not
prohibit a lawyer from negotiating the terms of a transaction or settling a
dispute with an unrepresented person. So long as the lawyer has explained
that the lawyer represents an adverse party and is not representing the per-
son, the lawyer may inform the person of the terms on which the lawyer’s
client will enter into an agreement or settle a matter, prepare documents
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that require the person’s signature, and explain the lawyer’s own view of
the meaning of the document or the lawyer’s view of the underlying legal
obligations.
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RULE 4.4

RESPECT FOR RIGHTS OF THIRD PERSONS

(a) In representing a client, a lawyer shall not use means
that have no substantial purpose other than to embarrass or harm a
third person or use methods of obtaining evidence that violate the
legal rights of such a person.

(b) A lawyer who receives a document, electronically stored
information, or other writing relating to the representation of the
lawyer’s client and knows or reasonably should know that it was
inadvertently sent shall promptly notify the sender.

Comment

[1] Responsibility to a client requires a lawyer to subordinate
the interests of others to those of the client, but that responsibility does not
imply that a lawyer may disregard the rights of third persons. It is imprac-
tical to catalogue all such rights, but they include legal restrictions on
methods of obtaining evidence from third persons and unwarranted intru-
sions into privileged relationships, such as the client-lawyer relationship.

[2] Paragraph (b) recognizes that lawyers and law firms some-
times receive a document, electronically stored information, or other
“writing as defined in Rule 1.0(x), that was mistakenly sent, produced, or
otherwise inadvertently made available by opposing parties or their law-
yers. A document, electronically stored information, or other writing is
“inadvertently sent” within the meaning of paragraph (b) when it is acci-
dentally transmitted, such as when an email or letter is misaddressed or a
document or other writing is accidentally included with information that
was intentionally transmitted. One way to resolve this situation is for law-
yers and law firms to enter into agreements containing explicit provisions
as to how the parties will deal with inadvertently sent documents. In the
absence of such an agreement, however, if a lawyer or law firm knows or
reasonably should know that such a document or other writing was sent
inadvertently, this Rule requires only that the receiving lawyer promptly
notify the sender in order to permit that person to take protective mea-
sures. Although this Rule does not require that the receiving lawyer
refrain from reading or continuing to read the document, a lawyer who
reads or continues to read a document that contains privileged or confi-
dential information may be subject to court-imposed sanctions, including
disqualification and evidence-preclusion. Whether the lawyer or law firm
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is required to take additional steps, such as returning the document or
other writing, is a matter of law beyond the scope of these Rules, as is the
question whether the privileged status of a document or other writing has
been waived. Similarly, this Rule does not address the legal duties of a
lawyer who receives a document or other writing that the lawyer knows or
reasonably should know may have been inappropriately obtained by the
sending person. For purposes of this Rule, “document, electronically
stored information or other writing” includes not only paper documents,
but also email and other forms of electronically stored information—
including embedded data (commonly referred to as “metadata”)—that is
subject to being read or put into readable form. See Rule 1.0(x).

[3] Refraining from reading or continuing to read a document
or other writing once a lawyer realizes that it was inadvertently sent and
returning the document to the sender or permanently deleting electroni-
cally stored information, honors the policy of these Rules to protect the
principles of client confidentiality. Because there are circumstances where
a lawyer’s ethical obligations should not bar use of the information
obtained from an inadvertently sent document or other writing, however,
this Rule does not subject a lawyer to professional discipline for reading
and using that information. Nevertheless, substantive law or procedural
rules may require a lawyer to refrain from reading an inadvertently sent
document or other writing, or to return the document or other writing to
the sender or permanently delete electronically stored information, or
both. Accordingly, in deciding whether to retain or use an inadvertently
received document or other writing, some lawyers may take into account
whether the attorney-client privilege would attach. But if applicable law
or rules do not address the situation, decisions to refrain from reading
such a document or other writing or instead to return them, or both, are
matters of professional judgment reserved to the lawyer. See Rules 1.2,
1.4.
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RULE 4.5

COMMUNICATION AFTER INCIDENTS INVOLVING 
PERSONAL INJURY OR WRONGFUL DEATH

(a) In the event of a specific incident involving potential
claims for personal injury or wrongful death, no unsolicited commu-
nication shall be made to an individual injured in the incident or to a
family member or legal representative of such an individual, by a
lawyer or law firm, or by any associate, agent, employee or other rep-
resentative of a lawyer or law firm representing actual or potential
defendants or entities that may defend and/or indemnify said defen-
dants, before the 30th day after the date of the incident, unless a filing
must be made within 30 days of the incident as a legal prerequisite to
the particular claim, in which case no unsolicited communication
shall be made before the 15th day after the date of the incident.

(b) An unsolicited communication by a lawyer or law firm,
seeking to represent an injured individual or the legal representative
thereof under the circumstance described in paragraph (a) shall com-
ply with Rule 7.3(e).

Comment

[1] Paragraph (a) imposes a 30-day (or 15-day) restriction on
unsolicited communications directed to potential claimants relating to
a specific incident involving potential claims for personal injury or
wrongful death, by lawyers or law firms who represent actual or poten-
tial defendants or entities that may defend or indemnify those defen-
dants. However, if potential claimants are represented by counsel, it is
proper for defense counsel to communicate with potential plaintiffs’
counsel even during the 30-day (or 15-day) period. See also Rule
7.3(e).
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RULE 5.1

RESPONSIBILITIES OF LAW FIRMS, PARTNERS, 
MANAGERS AND SUPERVISORY LAWYERS

(a) A law firm shall make reasonable efforts to ensure that
all lawyers in the firm conform to these Rules.

(b) (1) A lawyer with management responsibility in a law
firm shall make reasonable efforts to ensure that other lawyers in the
law firm conform to these Rules.

(2) A lawyer with direct supervisory authority over
another lawyer shall make reasonable efforts to ensure that the
supervised lawyer conforms to these Rules.

(c) A law firm shall ensure that the work of partners and
associates is adequately supervised, as appropriate. A lawyer with
direct supervisory authority over another lawyer shall adequately
supervise the work of the other lawyer, as appropriate. In either case,
the degree of supervision required is that which is reasonable under
the circumstances, taking into account factors such as the experience
of the person whose work is being supervised, the amount of work
involved in a particular matter, and the likelihood that ethical prob-
lems might arise in the course of working on the matter.

(d) A lawyer shall be responsible for a violation of these
Rules by another lawyer if:

(1) the lawyer orders or directs the specific conduct
or, with knowledge of the specific conduct, ratifies it; or

(2) the lawyer is a partner in a law firm or is a lawyer
who individually or together with other lawyers possesses com-
parable managerial responsibility in a law firm in which the
other lawyer practices or is a lawyer who has supervisory
authority over the other lawyer; and

(i) knows of such conduct at a time when it
could be prevented or its consequences avoided or miti-
gated but fails to take reasonable remedial action; or

(ii) in the exercise of reasonable management
or supervisory authority should have known of the con-
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duct so that reasonable remedial action could have been
taken at a time when the consequences of the conduct
could have been avoided or mitigated.

Comment

[1] Paragraph (a) applies to law firms; paragraph (b) applies to
lawyers with management responsibility in a law firm or a lawyer with
direct supervisory authority over another lawyer.

[2] Paragraph (b) requires lawyers with management authority
within a firm or those having direct supervisory authority over other law-
yers to make reasonable efforts to establish internal policies and proce-
dures designed to provide reasonable assurance that all lawyers in the firm
will conform to these Rules. Such policies and procedures include those
designed (i) to detect and resolve conflicts of interest (see Rule 1.10(e)),
(ii) to identify dates by which actions must be taken in pending matters,
(iii) to account for client funds and property, and (iv) to ensure that inex-
perienced lawyers are appropriately supervised.

[3] Other measures that may be required to fulfill the responsi-
bility prescribed in paragraph (b) can depend on the firm’s structure and
the nature of its practice. In a small firm of experienced lawyers, informal
supervision and periodic review of compliance with the required systems
ordinarily will suffice. In a large firm, or in practice situations in which
difficult ethical problems frequently arise, more elaborate measures may
be necessary. Some firms, for example, have a procedure whereby junior
lawyers can make confidential referral of ethical problems directly to a
designated senior partner or special committee. See Rule 5.2. Firms,
whether large or small, may also rely on continuing legal education in
professional ethics. In any event, the ethical atmosphere of a firm can
influence the conduct of all its members and lawyers with management
authority may not assume that all lawyers associated with the firm will
inevitably conform to the Rules.

[4] Paragraph (d) expresses a general principle of personal
responsibility for acts of other lawyers in the law firm. See also Rule
8.4(a).

[5] Paragraph (d) imposes such responsibility on a lawyer who
orders, directs or ratifies wrongful conduct and on lawyers who are part-
ners or who have comparable managerial authority in a law firm who
know or reasonably should know of the conduct. Whether a lawyer has
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supervisory authority in particular circumstances is a question of fact.
Partners and lawyers with comparable authority have at least indirect
responsibility for all work being done by the firm, while a partner or man-
ager in charge of a particular matter ordinarily also has supervisory
responsibility for the work of other firm lawyers engaged in the matter.
Partners and lawyers with comparable authority, as well as those who
supervise other lawyers, are indirectly responsible for improper conduct
of which they know or should have known in the exercise of reasonable
managerial or supervisory authority. Appropriate remedial action by a
partner or managing lawyer would depend on the immediacy of that law-
yer’s involvement and the seriousness of the misconduct. A supervisor is
required to intervene to prevent misconduct or to prevent or mitigate
avoidable consequences of misconduct if the supervisor knows that the
misconduct occurred.

[6] Professional misconduct by a lawyer under supervision
could reveal a violation of paragraph (a), (b) or (c) on the part of a law
firm, partner or supervisory lawyer even though it does not entail a viola-
tion of paragraph (d) because there was no direction, ratification or
knowledge of the violation or no violation occurred.

[7] Apart from this Rule and Rule 8.4(a), a lawyer does not
have disciplinary liability for the conduct of another lawyer. Whether a
lawyer may be liable civilly or criminally for another lawyer’s conduct is
a question of law beyond the scope of these Rules.

[8] The duties imposed by this Rule on managing and supervis-
ing lawyers do not alter the personal duty of each lawyer in a firm to abide
by these Rules. See Rule 5.2(a).
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RULE 5.2

RESPONSIBILITIES OF A SUBORDINATE LAWYER

(a) A lawyer is bound by these Rules notwithstanding that
the lawyer acted at the direction of another person.

(b) A subordinate lawyer does not violate these Rules if that
lawyer acts in accordance with a supervisory lawyer’s reasonable res-
olution of an arguable question of professional duty.

Comment

[1] Although a lawyer is not relieved of responsibility for a vio-
lation by the fact that the lawyer acted at the direction of a supervisor, that
fact may be relevant in determining whether a lawyer had the knowledge
required to render conduct a violation of these Rules. For example, if a
subordinate filed a frivolous pleading at the direction of a supervisor, the
subordinate would not be guilty of a professional violation unless the sub-
ordinate knew of the document’s frivolous character.

[2] When lawyers in a supervisor-subordinate relationship
encounter a matter involving professional judgment as to ethical duty, the
supervisor may assume responsibility for making the judgment. Other-
wise, a consistent course of action or position could not be taken. If the
question can reasonably be answered only one way, the duty of both law-
yers is clear, and they are equally responsible for fulfilling it. However, if
the question is reasonably arguable, someone has to decide upon the
course of action. That authority ordinarily reposes in the supervisor, and a
subordinate may be guided accordingly. To evaluate the supervisor’s con-
clusion that the question is arguable and the supervisor’s resolution of it is
reasonable in light of applicable Rules of Professional Conduct and other
law, it is advisable that the subordinate lawyer undertake research, consult
with a designated senior partner or special committee, if any (see Rule
5.1, Comment [3]), or use other appropriate means. For example, if a
question arises whether the interests of two clients conflict under Rule
1.7, the supervisor’s reasonable resolution of the question should protect
the subordinate professionally if the resolution is subsequently chal-
lenged.
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RULE 5.3

LAWYER’S RESPONSIBILITY FOR CONDUCT OF 
NONLAWYERS

(a) A law firm shall ensure that the work of nonlawyers who
work for the firm is adequately supervised, as appropriate. A lawyer
with direct supervisory authority over a nonlawyer shall adequately
supervise the work of the nonlawyer, as appropriate. In either case,
the degree of supervision required is that which is reasonable under
the circumstances, taking into account factors such as the experience
of the person whose work is being supervised, the amount of work
involved in a particular matter and the likelihood that ethical prob-
lems might arise in the course of working on the matter.

(b) A lawyer shall be responsible for conduct of a nonlawyer
employed or retained by or associated with the lawyer that would be
a violation of these Rules if engaged in by a lawyer, if:

(1) the lawyer orders or directs the specific conduct
or, with knowledge of the specific conduct, ratifies it; or

(2) the lawyer is a partner in a law firm or is a lawyer
who individually or together with other lawyers possesses com-
parable managerial responsibility in a law firm in which the
nonlawyer is employed or is a lawyer who has supervisory
authority over the nonlawyer; and

(i) knows of such conduct at a time when it
could be prevented or its consequences avoided or miti-
gated but fails to take reasonable remedial action; or

(ii) in the exercise of reasonable management
or supervisory authority should have known of the con-
duct so that reasonable remedial action could have been
taken at a time when the consequences of the conduct
could have been avoided or mitigated.

Comment

[1] This Rule requires a law firm to ensure that work of nonlaw-
yers is appropriately supervised. In addition, a lawyer with direct supervi-
sory authority over the work of nonlawyers must adequately supervise
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those nonlawyers. Comments [2] and [3] to Rule 5.1, which concern
supervision of lawyers, provide guidance by analogy for the methods and
extent of supervising nonlawyers.

[2] With regard to nonlawyers, who are not themselves subject
to these Rules, the purpose of the supervision is to give reasonable assur-
ance that the conduct of all nonlawyers employed by or retained by or
associated with the law firm, including nonlawyers outside the firm work-
ing on firm matters, is compatible with the professional obligations of the
lawyers and firm. Lawyers typically employ nonlawyer assistants in their
practice, including secretaries, investigators, law student interns and para-
professionals. Such nonlawyer assistants, whether they are employees or
independent contractors, act for the lawyer in rendition of the lawyer’s
professional services. Likewise, lawyers may employ nonlawyers outside
the firm to assist in rendering those services. See Comment [6] to Rule 1.1
(retaining lawyers outside the firm). A law firm must ensure that such
nonlawyer assistants are given appropriate instruction and supervision
concerning the ethical aspects of their employment, particularly regarding
the obligation not to disclose confidential information—see Rule 1.6 (c)
(requiring lawyers to take reasonable care to avoid unauthorized disclo-
sure of confidential information. Lawyers also should be responsible for
the work done by their nonlawyer assistants. The measures employed in
supervising nonlawyers should take account of the fact that they do not
have legal training and are not subject to professional discipline. A law
firm should make reasonable efforts to ensure that the firm has in effect
measures giving reasonable assurance that nonlawyers in the firm and
nonlawyers outside the firm who work on firm matters will act in a way
compatible with the professional obligations of the lawyer. A lawyer with
supervisory authority over a nonlawyer within or outside the firm has a
parallel duty to provide appropriate supervision of the supervised nonlaw-
yer.

[2A] Paragraph (b) specifies the circumstances in which a lawyer
is responsible for conduct of a nonlawyer that would be a violation of
these Rules if engaged in by a lawyer. For guidance by analogy, see Rule
5.1, Comments [5]-[8]. 

[3] A lawyer may use nonlawyers outside the firm to assist the
lawyer in rendering legal services to the client. Examples include (i)
retaining or contracting with an investigative or paraprofessional service,
(ii) hiring a document management company to create and maintain a
database for complex litigation, (iii) sending client documents to a third
party for printing or scanning, and (iv) using an Internet-based service to
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store client information. When using such services outside the firm, a law-
yer or law firm must make reasonable efforts to ensure that the services
are provided in a manner that is compatible with the professional obliga-
tions of the lawyer and law firm. The extent of the reasonable efforts
required under this Rule will depend upon the circumstances, including:
(a) the education, experience and reputation of the nonlawyer; (b) the
nature of the services involved; (c) the terms of any arrangements con-
cerning the protection of client information; (d) the legal and ethical envi-
ronments of the jurisdictions in which the services will be performed,
particularly with regard to confidentiality; (e) the sensitivity of the partic-
ular kind of confidential information at issue; (f) whether the client will
be supervising all or part of the nonlawyer’s work. See also Rules 1.1
(competence), 1.2 (allocation of authority), 1.4 (communication with cli-
ent), 1.6 (confidentiality), 5.4 (professional independence of the lawyer)
and 5.5 (unauthorized practice of law). When retaining or directing a non-
lawyer outside the firm, a lawyer should communicate directions appro-
priate under the circumstances to give reasonable assurance that the
nonlawyer’s conduct is compatible with the professional obligations of
the lawyer.
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RULE 5.4

PROFESSIONAL INDEPENDENCE OF A LAWYER

(a) A lawyer or law firm shall not share legal fees with a
nonlawyer, except that:

(1) an agreement by a lawyer with the lawyer’s
firm or another lawyer associated in the firm may pro-
vide for the payment of money, over a reasonable period
of time after the lawyer’s death, to the lawyer’s estate or
to one or more specified persons;

(2) a lawyer who undertakes to complete unfin-
ished legal business of a deceased lawyer may pay to the
estate of the deceased lawyer that portion of the total
compensation that fairly represents the services ren-
dered by the deceased lawyer; and

(3) a lawyer or law firm may compensate a
nonlawyer employee or include a nonlawyer employee in
a retirement plan based in whole or in part on a profit-
sharing arrangement.

(b) A lawyer shall not form a partnership with a nonlawyer
if any of the activities of the partnership consist of the practice of law.

(c) Unless authorized by law, a lawyer shall not permit a
person who recommends, employs or pays the lawyer to render legal
service for another to direct or regulate the lawyer’s professional
judgment in rendering such legal services or to cause the lawyer to
compromise the lawyer’s duty to maintain the confidential informa-
tion of the client under Rule 1.6.

(d) A lawyer shall not practice with or in the form of an
entity authorized to practice law for profit, if:

(1) a nonlawyer owns any interest therein, except that
a fiduciary representative of the estate of a lawyer may hold
the stock or interest of the lawyer for a reasonable time during
administration;
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(2) a nonlawyer is a member, corporate director or
officer thereof or occupies a position of similar responsibility in
any form of association other than a corporation; or

(3) a nonlawyer has the right to direct or control the
professional judgment of a lawyer. 

Comment

[1] The provisions of this Rule express traditional limitations
on sharing fees. These limitations are to protect the lawyer’s professional
independence of judgment. Where someone other than the client pays the
lawyer’s fee or salary, or recommends employment of the lawyer, that
arrangement does not modify the lawyer’s obligation to the client. As
stated in paragraph (c), such arrangements should not interfere with the
lawyer’s professional judgment.

[1A] Paragraph (a)(2) governs the compensation of a lawyer who
undertakes to complete one or more unfinished pieces of legal business of
a deceased lawyer. Rule 1.17 governs the sale of an entire law practice
upon retirement, which is defined as the cessation of the private practice
of law in a given geographic area.

[1B] Paragraph (a)(3) permits limited fee sharing with a nonlaw-
yer employee, where the employee’s compensation or retirement plan is
based in whole or in part on a profit-sharing arrangement. Such sharing of
profits with a nonlawyer employee must be based on the total profitability
of the law firm or a department within a law firm and may not be based on
the fee resulting from a single case.

[2] This Rule also expresses traditional limitations on permit-
ting a third party to direct or regulate the lawyer’s professional judgment
in rendering legal services to another. See also Rule 1.8(f), providing that
a lawyer may accept compensation from a third party as long as there is
no interference with the lawyer’s professional judgment and the client
gives informed consent.
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RULE 5.5

UNAUTHORIZED PRACTICE OF LAW

(a) A lawyer shall not practice law in a jurisdiction in viola-
tion of the regulation of the legal profession in that jurisdiction.

(b) A lawyer shall not aid a nonlawyer in the unauthorized
practice of law.

Comment

[1] A lawyer may practice law only in a jurisdiction in which
the lawyer is authorized to practice. A lawyer may be admitted to practice
law in a jurisdiction on a regular basis or may be authorized by court rule
or order or by law to practice for a limited purpose or on a restricted basis.
Paragraph (a) applies to unauthorized practice of law in another jurisdic-
tion by a lawyer through the lawyer’s direct action, and paragraph (b) pro-
hibits a lawyer from aiding a nonlawyer in the unauthorized practice of
law.

[2] The definition of the “practice of law” is established by law
and varies from one jurisdiction to another. Whatever the definition, limit-
ing the practice of law to members of the bar protects the public against
rendition of legal services by unqualified persons. This Rule does not pro-
hibit a lawyer from employing the services of paraprofessionals and dele-
gating functions to them, so long as the lawyer supervises the delegated
work and retains responsibility for their work. See Rule 5.3.
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RULE 5.6

RESTRICTIONS ON RIGHT TO PRACTICE

(a) A lawyer shall not participate in offering or making:

(1) a partnership, shareholder, operating, employ-
ment, or other similar type of agreement that restricts the right
of a lawyer to practice after termination of the relationship,
except an agreement concerning benefits upon retirement; or

(2) an agreement in which a restriction on a lawyer’s
right to practice is part of the settlement of a client contro-
versy.

(b) This Rule does not prohibit restrictions that may be
included in the terms of the sale of a law practice pursuant to Rule
1.17.

Comment

[1] An agreement restricting the right of a lawyer who has left a
firm (a “departed lawyer”) to practice after leaving a firm limits the free-
dom of clients to choose a lawyer and limits the professional autonomy of
lawyers. Paragraph (a) prohibits such agreements except (i) restrictions
incident to provisions concerning retirement benefits for service with the
firm or (ii) restrictions justified by special circumstances described in this
Comment. Throughout this Comment, the phrase “law firm” shall have
the meaning given in the definition in Rule 1.0(h).

Scope of Rule

[1A] This Rule and this Comment are intended to address the
duties of lawyers and law firms solely under the Rules of Professional
Conduct. They are not intended to address the obligations of a law firm or
a departed lawyer under the law of fiduciary duties, partnership law, con-
tract law, tort law, or other substantive law.

[1B] Paragraph (a)(1) applies to any written or oral agreement
governing or intended to govern: (i) the operation of a law firm; (ii) the
terms of partnership, shareholding, or of counsel status at a law firm; and
(iii) the terms of an individual lawyer’s full-time or part-time employment
at a law firm or other entity.
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[1C] Paragraph (a)(1) applies whether the agreement is embodied
in a written or oral contract, a firm or employee handbook, a memoran-
dum, or any other kind of document. Paragraph (a)(1) prohibits any agree-
ment (other than a provision relating to retirement benefits) that prohibits
or limits a departed lawyer from contacting or serving the firm’s current,
former, or prospective clients, except that: (i) an agreement may include
provisions to protect confidential or proprietary information belonging to
the law firm or to the law firm’s current, former, or prospective clients;
and (ii) an agreement may include provisions that impose reasonable
restrictions or remedies on a departed lawyer in the circumstances
described in Comment [1F].

[1D] Paragraph (a)(1) applies not only to agreements regarding
lawyers in private practice but also to agreements between employed (“in-
house”) attorneys and the clients or entities that employ them, whether in
a legal or non-legal capacity. However, paragraph (a)(1) does not prevent
an entity and its employed lawyers from agreeing to restrictions on post-
departure non-legal functions. In every type of law firm, the departed law-
yer and the law firm must balance their rights and obligations to each
other in a manner consistent with the Rules of Professional Conduct and
the law governing contracts, partnerships, and fiduciary obligations, all
while recognizing the primacy of client interests and client autonomy.
With this in mind, Comment [1E] addresses restrictions that ordinarily
violate the Rule, and Comment [1F] addresses restrictions that ordinarily
do not violate the Rule. 

Prohibited Agreements 

[1E] Agreements that ordinarily violate paragraph (a)(1) (unless
they fit within the exception for retirement benefits) include, but are not
limited to, agreements that purport to do any of the following: (i) prohibit
or limit a departed lawyer from contacting or representing some or all cur-
rent, former, or prospective clients of the firm; (ii) prohibit or limit a
departed lawyer from practicing law for any period of time following his
or her withdrawal (e.g., imposing a mandatory “garden leave”); (iii) pro-
hibit or limit a departed lawyer from contacting or soliciting law firm
employees after the lawyer has departed from the firm; or (iv) impose
more severe financial penalties on departed lawyers who intend to com-
pete, actually compete, are suspected of competing, or are presumed to be
competing with the firm than are imposed on departed lawyers who do
not compete. 
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Permissible Agreements 

[1F] Agreements that ordinarily do not violate paragraph (a)(1)
include, but are not limited to, agreements permitting a firm to impose
reasonable restrictions or remedies if: (i) a departed lawyer has approved,
within a reasonable time before departing from the firm, a specific, signif-
icant financial undertaking with respect to the firm that remains outstand-
ing where the lawyer’s departure will have a material effect on the firm’s
ability to satisfy that undertaking; or (ii) a departed lawyer has, before
leaving the firm, breached material employment or partnership responsi-
bilities to the firm in a manner that has caused or is likely to cause mate-
rial financial or reputational harm to the firm.

Reasonable Management Discretion

[1G] Paragraph (a)(1) is not intended to prohibit a law firm in the
ordinary course of its operations from exercising reasonable management
discretion regarding case assignments, case staffing, promotions, demo-
tions, compensation, or other aspects of a law firm’s operations, finances,
and management. The Rule is intended to prevent overly restrictive prac-
tices with respect to lawyers who have provided notice of an intention to
leave a firm, or who have taken affirmative steps toward planning to leave
the firm (with or without notice to the firm).

[2] Paragraph (a)(2) prohibits a lawyer from agreeing not to
represent other persons in connection with settling a claim on behalf of a
client.

[3] This Rule does not apply to prohibit restrictions that may be
included in the terms of the sale of a law practice pursuant to Rule 1.17.
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RULE 5.7

RESPONSIBILITIES REGARDING NONLEGAL SERVICES

(a) With respect to lawyers or law firms providing nonlegal
services to clients or other persons:

(1) A lawyer or law firm that provides nonlegal ser-
vices to a person that are not distinct from legal services being
provided to that person by the lawyer or law firm is subject to
these Rules with respect to the provision of both legal and non-
legal services.

(2) A lawyer or law firm that provides nonlegal ser-
vices to a person that are distinct from legal services being pro-
vided to that person by the lawyer or law firm is subject to
these Rules with respect to the nonlegal services if the person
receiving the services could reasonably believe that the nonle-
gal services are the subject of a client-lawyer relationship.

(3) A lawyer or law firm that is an owner, controlling
party or agent of, or that is otherwise affiliated with, an entity
that the lawyer or law firm knows to be providing nonlegal ser-
vices to a person is subject to these Rules with respect to the
nonlegal services if the person receiving the services could rea-
sonably believe that the nonlegal services are the subject of a
client-lawyer relationship.

(4) For purposes of paragraphs (a)(2) and (a)(3), it
will be presumed that the person receiving nonlegal services
believes the services to be the subject of a client-lawyer rela-
tionship unless the lawyer or law firm has advised the person
receiving the services in writing that the services are not legal
services and that the protection of a client-lawyer relationship
does not exist with respect to the nonlegal services, or if the
interest of the lawyer or law firm in the entity providing nonle-
gal services is de minimis.

(b) Notwithstanding the provisions of paragraph (a), a law-
yer or law firm that is an owner, controlling party, agent, or is other-
wise affiliated with an entity that the lawyer or law firm knows is
providing nonlegal services to a person shall not permit any nonlaw-
yer providing such services or affiliated with that entity to direct or
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regulate the professional judgment of the lawyer or law firm in ren-
dering legal services to any person, or to cause the lawyer or law firm
to compromise its duty under Rule 1.6(a) and Rule 1.6(c) with respect
to the confidential information of a client receiving legal services.

(c) For purposes of this Rule, “nonlegal services” shall
mean those services that lawyers may lawfully provide and that are
not prohibited as an unauthorized practice of law when provided by a
nonlawyer.

Comment

[1] For many years, lawyers have provided nonlegal services to
their clients. By participating in the delivery of these services, lawyers can
serve a broad range of economic and other interests of clients. Whenever
a lawyer directly provides nonlegal services, the lawyer must avoid confu-
sion on the part of the client as to the nature of the lawyer’s role, so that
the person for whom the nonlegal services are performed understands that
the services may not carry with them the legal and ethical protections that
ordinarily accompany a client-lawyer relationship. The recipient of the
nonlegal services may expect, for example, that the protection of client
confidences and secrets, prohibitions against representation of persons
with conflicting interests, and obligations of a lawyer to maintain profes-
sional independence apply to the provision of nonlegal services when that
may not be the case. The risk of confusion is especially acute when the
lawyer renders both legal and nonlegal services with respect to the same
matter. Under some circumstances, the legal and nonlegal services may be
so closely entwined that they cannot be distinguished from each other. In
this situation, the recipient is likely to be confused as to whether and
when the relationship is protected as a client-lawyer relationship. There-
fore, where the legal and nonlegal services are not distinct, paragraph
(a)(1) requires that the lawyer providing nonlegal services adhere to all of
the requirements of these Rules with respect to the nonlegal services.
Paragraph (a)(1) applies to the provision of nonlegal services by a law
firm if the person for whom the nonlegal services are being performed is
also receiving legal services from the firm that are not distinct from the
nonlegal services.

[2] Even when the lawyer believes that the provision of nonle-
gal services is distinct from any legal services being provided, there is still
a risk that the recipient of the nonlegal services might reasonably believe
that the recipient is receiving the protection of a client-lawyer relation-
ship. Therefore, paragraph (a)(2) requires that the lawyer providing the
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nonlegal services adhere to these Rules, unless the person understands
that the nonlegal services are not the subject of a client-lawyer relation-
ship. Nonlegal services also may be provided through an entity with
which a lawyer is affiliated, for example, as owner, controlling party or
agent. In this situation, there is still a risk that the recipient of the nonlegal
services might reasonably believe that the recipient is receiving the pro-
tection of a client-lawyer relationship. Therefore, paragraph (a)(3)
requires that the lawyer involved with the entity providing nonlegal ser-
vices adhere to all of these Rules with respect to the nonlegal services,
unless the person understands that the nonlegal services are not the sub-
ject of a client-lawyer relationship.

[3] These Rules will be presumed to apply to a lawyer who
directly provides or is otherwise involved in the provision of nonlegal ser-
vices unless the lawyer complies with paragraph (a)(4) by communicating
in writing to the person receiving the nonlegal services that the services
are not legal services and that the protection of a client-lawyer relation-
ship does not exist with respect to the nonlegal services. Such a communi-
cation should be made before entering into an agreement for the provision
of nonlegal services in a manner sufficient to ensure that the person
understands the significance of the communication. In certain circum-
stances, however, additional steps may be required to ensure that the per-
son understands the distinction. For example, while the written disclaimer
set forth in paragraph (a)(4) will be adequate for a sophisticated user of
legal and nonlegal services, a more detailed explanation may be required
for someone unaccustomed to making distinctions between legal services
and nonlegal services. Where appropriate and especially where legal ser-
vices are provided in the same transaction as nonlegal services, the lawyer
should counsel the client about the possible effect of the proposed provi-
sion of services on the availability of the attorney-client privilege. The
lawyer or law firm will not be required to comply with these requirements
if its interest in the entity providing the nonlegal services is so small as to
be de minimis.

[4] Although a lawyer may be exempt from the application of
these Rules with respect to nonlegal services on the face of paragraph (a),
the scope of the exemption is not absolute. A lawyer who provides or who
is involved in the provision of nonlegal services may be excused from
compliance with only those Rules that are dependent upon the existence
of a representation or client-lawyer relationship. Other Rules, such as
those prohibiting lawyers from misusing the confidences or secrets of a
former client (see Rule 1.9), requiring lawyers to report certain lawyer
191



NEW YORK RULES OF PROFESSIONAL CONDUCT
misconduct (see Rule 8.3), and prohibiting lawyers from engaging in ille-
gal, dishonest, fraudulent or deceptive conduct (see Rule 8.4), apply to a
lawyer irrespective of the existence of a representation, and thus govern a
lawyer not covered by paragraph (a). A lawyer or law firm rendering legal
services is always subject to these Rules.

Provision of Legal and Nonlegal Services in the Same Transaction

[5] In some situations it may be beneficial to a client to pur-
chase both legal and nonlegal services from a lawyer, law firm or affili-
ated entity in the same matter or in two or more substantially related
matters. Examples include: (i) a law firm that represents corporations and
also provides public lobbying, public relations, investment banking and
business relocation services, (ii) a law firm that represents clients in envi-
ronmental matters and also provides engineering consulting services to
those clients, and (iii) a law firm that represents clients in litigation and
also provides consulting services relating to electronic document discov-
ery. In these situations, the lawyer may have a financial interest in the
nonlegal services that would constitute a conflict of interest under Rule
1.7(a)(2), which governs conflicts between a client and a lawyer’s per-
sonal interests.

[5A] Under Rule 1.7(a)(2), a concurrent conflict of interest exists
when a reasonable lawyer would conclude that there is a significant risk
that the lawyer’s professional judgment on behalf of a client will be
adversely affected by the lawyer’s own financial, business, property or
personal interests. When a lawyer or law firm provides both legal and
nonlegal services in the same matter (or in substantially related matters), a
conflict with the lawyer’s own interests will nearly always arise. For
example, if the legal representation involves exercising judgment about
whether to recommend nonlegal services and which provider to recom-
mend, or if it involves overseeing the provision of the nonlegal services,
then a conflict with the lawyer’s own interests under Rule 1.7(a)(2) is
likely to arise. However, when seeking the consent of a client to such a
conflict, the lawyer should comply with both Rule 1.7(b) regarding the
conflict affecting the legal representation of the client and Rule 1.8(a)
regarding the business transaction with the client.

[5B] Thus, the client may consent if: (i) the lawyer complies with
Rule 1.8(a) with respect to the transaction in which the lawyer agrees to
provide the nonlegal services, including obtaining the client’s informed
consent in a writing signed by the client, (ii) the lawyer reasonably
believes that the lawyer can provide competent and diligent legal repre-
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sentation despite the conflict within the meaning of Rule 1.7(b), and
(iii) the client gives informed consent pursuant to Rule 1.7(b), confirmed
in writing. In certain cases, it will not be possible to provide both legal
and nonlegal services because the lawyer could not reasonably believe
that he or she can represent the client competently and diligently while
providing both legal and nonlegal services in the same or substantially
related matters. Whether providing dual services gives rise to an imper-
missible conflict must be determined on a case-by-case basis, taking into
account all of the facts and circumstances, including factors such as: (i)
the experience and sophistication of the client in obtaining legal and non-
legal services of the kind being provided in the matter, (ii) the relative size
of the anticipated fees for the legal and nonlegal services, (iii) the close-
ness of the relationship between the legal and nonlegal services, and (iv)
the degree of discretion the lawyer has in providing the legal and nonlegal
services.

[6] In the context of providing legal and nonlegal services in the
same transaction, Rule 1.8(a) first requires that: (i) the nonlegal services
be provided on terms that are fair and reasonable to the client, (ii) full dis-
closure of the terms on which the nonlegal services will be provided be
made in writing to the client in a manner understandable by the client,
(iii) the client is advised to seek the advice of independent counsel about
the provision of the nonlegal services by the lawyer, and (iv) the client
gives informed consent, as set forth in Rule 1.8(a)(3), in a writing signed
by the client, to the terms of the transaction in which the nonlegal services
are provided and to the lawyer’s inherent conflict of interest.

[7] In addition, in the context of providing legal and nonlegal
services in the same transaction, Rule 1.8(a) requires a full disclosure of
the nature and extent of the lawyer’s financial interest or stake in the pro-
vision of the nonlegal services. By its terms, Rule 1.8(a) requires that the
nonlegal services be provided on terms that are fair and reasonable to the
client. (Where the nonlegal services are provided on terms generally
available to the public in the marketplace, that requirement is ordinarily
met.) Consequently, as a further safeguard against conflicts that may arise
when the same lawyer provides both legal and nonlegal services in the
same or substantially related matters, a lawyer may do so only if the law-
yer not only complies with Rule 1.8(a) with respect to the nonlegal ser-
vices, but also obtains the client’s informed consent, pursuant to Rule
1.7(b), confirmed in writing, after fully disclosing the advantages and
risks of obtaining legal and nonlegal services from the same or affiliated
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providers in a single matter (or in substantially related matters), including
the lawyer’s conflict of interest arising from the lawyer’s financial interest
in the provision of the nonlegal services.

[8] [Reserved.]

[9] [Reserved.]

[10] [Reserved.]

[11] [Reserved.]
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RULE 5.8

CONTRACTUAL RELATIONSHIPS BETWEEN LAWYERS 
AND NONLEGAL PROFESSIONALS

(a) The practice of law has an essential tradition of complete
independence and uncompromised loyalty to those it serves. Recog-
nizing this tradition, clients of lawyers practicing in New York State
are guaranteed “independent professional judgment and undivided
loyalty uncompromised by conflicts of interest.” Indeed, these guar-
antees represent the very foundation of the profession and allow and
foster its continued role as a protector of the system of law. Therefore,
a lawyer must remain completely responsible for his or her own inde-
pendent professional judgment, maintain the confidences and secrets
of clients, preserve funds of clients and third parties in his or her con-
trol, and otherwise comply with the legal and ethical principles gov-
erning lawyers in New York State.

Multi-disciplinary practice between lawyers and nonlawyers is
incompatible with the core values of the legal profession and there-
fore, a strict division between services provided by lawyers and those
provided by nonlawyers is essential to protect those values. However,
a lawyer or law firm may enter into and maintain a contractual rela-
tionship with a nonlegal professional or nonlegal professional service
firm for the purpose of offering to the public, on a systematic and
continuing basis, legal services performed by the lawyer or law firm
as well as other nonlegal professional services, notwithstanding the
provisions of Rule 1.7(a), provided that:

(1) the profession of the nonlegal professional or non-
legal professional service firm is included in a list jointly estab-
lished and maintained by the Appellate Divisions pursuant to
Section 1205.3 of the Joint Appellate Division Rules;

(2) the lawyer or law firm neither grants to the nonle-
gal professional or nonlegal professional service firm, nor per-
mits such person or firm to obtain, hold or exercise, directly or
indirectly, any ownership or investment interest in, or manage-
rial or supervisory right, power or position in connection with
the practice of law by the lawyer or law firm, nor, as provided
in Rule 7.2(a)(1), shares legal fees with a nonlawyer or receives
or gives any monetary or other tangible benefit for giving or
receiving a referral; and
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(3) the fact that the contractual relationship exists is
disclosed by the lawyer or law firm to any client of the lawyer
or law firm before the client is referred to the nonlegal profes-
sional service firm, or to any client of the nonlegal professional
service firm before that client receives legal services from the
lawyer or law firm; and the client has given informed written
consent and has been provided with a copy of the “Statement
of Client’s Rights In Cooperative Business Arrangements”
pursuant to section 1205.4 of the Joint Appellate Divisions
Rules.

(b) For purposes of paragraph (a):

(1) each profession on the list maintained pursuant to
a Joint Rule of the Appellate Divisions shall have been desig-
nated sua sponte, or approved by the Appellate Divisions upon
application of a member of a nonlegal profession or nonlegal
professional service firm, upon a determination that the profes-
sion is composed of individuals who, with respect to their pro-
fession:

(i) have been awarded a bachelor’s degree or
its equivalent from an accredited college or university, or
have attained an equivalent combination of educational
credit from such a college or university and work experi-
ence;

(ii) are licensed to practice the profession by an
agency of the State of New York or the United States
Government; and

(iii) are required under penalty of suspension or
revocation of license to adhere to a code of ethical con-
duct that is reasonably comparable to that of the legal
profession;

(2) the term “ownership or investment interest” shall
mean any such interest in any form of debt or equity, and shall
include any interest commonly considered to be an interest
accruing to or enjoyed by an owner or investor.

(c) This Rule shall not apply to relationships consisting
solely of non-exclusive reciprocal referral agreements or understand-
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ings between a lawyer or law firm and a nonlegal professional or non-
legal professional service firm.

Comment

Contractual Relationships Between Lawyers and Nonlegal 
Professionals

[1] Lawyers may enter into interprofessional contractual rela-
tionships for the systematic and continuing provision of legal and nonle-
gal professional services, provided the nonlegal professional or nonlegal
professional service firm with which the lawyer or law firm is affiliated
does not own, control, supervise or manage, directly or indirectly, in
whole or in part, the lawyer’s or law firm’s practice of law. The nonlegal
professional or nonlegal professional service firm may not play a role in,
for example, (i) deciding whether to accept or terminate an engagement to
provide legal services in a particular matter or to a particular client, (ii)
determining the manner in which lawyers are hired or trained, (iii) assign-
ing lawyers to handle particular matters or to provide legal services to par-
ticular clients, (iv) deciding whether to undertake pro bono and other
public-interest legal work, (v) making financial and budgetary decisions
relating to the legal practice, and (vi) determining the compensation and
advancement of lawyers and of persons assisting lawyers on legal matters.

[2] The contractual relationship permitted by this Rule may
include the sharing of premises, general overhead or administrative costs
and services on an arm’s length basis. Such financial arrangements, in the
context of an agreement between lawyers and other professionals to pro-
vide legal and other professional services on a systematic and continuing
basis, are permitted subject to the requirements of paragraph (a) and Rule
7.2(a). Similarly, lawyers participating in such arrangements remain sub-
ject to general ethical principles in addition to those set forth in this Rule
including, at a minimum, Rule 1.7, Rule 1.8(f), Rule 1.9, Rule 5.7(b) and
Rule 7.5(a). Thus, the lawyer or law firm may not, for example, include in
its firm name the name of the nonlegal professional service firm or any
individual nonlegal professional, enter into formal partnerships with non-
lawyers, or practice in an organization authorized to practice law for a
profit in which nonlawyers own any interest. Moreover, a lawyer or law
firm may not enter into an agreement or arrangement for the use of a
name in respect of which a nonlegal professional or nonlegal professional
service firm has or exercises a proprietary interest if, under or pursuant to
the agreement or arrangement, that nonlegal professional or firm acts or is
entitled to act in a manner inconsistent with paragraph (a)(2) or Comment
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[1]. More generally, the existence of a contractual relationship permitted
by this Rule does not by itself create a conflict of interest in violation of
Rule 1.8(a). Whenever a law firm represents a client in a matter in which
the nonlegal professional service firm’s client is also involved, the law
firm’s interest in maintaining an advantageous relationship with a nonle-
gal professional service firm might, in certain circumstances, adversely
affect the professional judgment of the law firm.

[3] Each lawyer and law firm having a contractual relationship
under paragraph (a) has an ethical duty to observe these Rules with
respect to the lawyer’s or law firm’s own conduct in the context of that
relationship. For example, the lawyer or law firm cannot permit the obli-
gation to maintain client confidences, as required by Rule 1.6, to be com-
promised by the contractual relationship or by its implementation by or on
behalf of nonlawyers involved in the relationship. In addition, the prohibi-
tion in Rule 8.4(a) against circumventing a Rule through actions of
another applies generally to the lawyer or law firm in the contractual rela-
tionship.

[4] The contractual relationship permitted by paragraph (a) may
provide for the reciprocal referral of clients by and between the lawyer or
law firm and the nonlegal professional or nonlegal professional service
firm. When in the context of such a contractual relationship a lawyer or
law firm refers a client to the nonlegal professional or nonlegal profes-
sional service firm, the lawyer or law firm shall observe the ethical stan-
dards of the legal profession in verifying the competence of the nonlegal
professional or nonlegal professional services firm to handle the relevant
affairs and interests of the client. Referrals should be made only when
requested by the client or deemed to be reasonably necessary to serve the
client. Thus, even if otherwise permitted by paragraph (a), a contractual
relationship may not require referrals on an exclusive basis. See Rule
7.2(a).

[5] To ensure that only appropriate professional services are
involved, a contractual relationship for the provision of services is permit-
ted under paragraph (a) only if the nonlegal party thereto is a professional
or professional service firm meeting appropriate standards regarding eth-
ics, education, training and licensing. The Appellate Divisions maintain a
public list of eligible professions at 22 N.Y.C.R.R. § 1205.5. A member of
the nonlegal profession or a professional service firm may apply for the
inclusion of particular professions on the list or professions may be added
to the list by the Appellate Divisions sua sponte. A lawyer or law firm not
wishing to affiliate with a nonlawyer on a systematic and continuing
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basis, but only to engage a nonlawyer on an ad hoc basis to assist in a spe-
cific matter, is not governed by this Rule when so dealing with the non-
lawyer. Thus, a lawyer advising a client in connection with a discharge of
chemical wastes may engage the services of and consult with an environ-
mental engineer on that matter without the need to comply with this Rule.
Likewise, the requirements of this Rule need not be met when a lawyer
retains an expert witness in a particular litigation.

[6] Depending upon the extent and nature of the relationship
between the lawyer or law firm, on the one hand, and the nonlegal profes-
sional or nonlegal professional service firm, on the other hand, it may be
appropriate to treat the parties to a contractual relationship permitted by
paragraph (a) as a single law firm for purposes of these Rules, as would be
the case if the nonlegal professional or nonlegal professional service firm
were in an “of counsel” relationship with the lawyer or law firm. If the
parties to the relationship are treated as a single law firm, the principal
effects would be that conflicts of interest are imputed as between them
pursuant to Rule 1.10(a) and that the law firm would be required to main-
tain systems for determining whether such conflicts exist pursuant to Rule
1.10(f). To the extent that the rules of ethics of the nonlegal profession
conflict with these Rules, the rules of the legal profession will still govern
the conduct of the lawyers and the law firm participants in the relation-
ship. A lawyer or law firm may also be subject to legal obligations arising
from a relationship with nonlawyer professionals, who are themselves
subject to regulation.
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RULE 6.1

VOLUNTARY PRO BONO SERVICE

Lawyers are strongly encouraged to provide pro bono legal
services to benefit poor persons.

(a) Every lawyer should aspire to:

(1) provide at least 50 hours of pro bono legal services
each year to poor persons; and

(2) contribute financially to organizations that pro-
vide legal services to poor persons. Lawyers in private practice
or employed by a for-profit entity should aspire to contribute
annually in an amount at least equivalent to (i) the amount typ-
ically billed by the lawyer (or the firm with which the lawyer is
associated) for one hour of time; or (ii) if the lawyer’s work is
performed on a contingency basis, the amount typically billed
by lawyers in the community for one hour of time; or (iii) the
amount typically paid by the organization employing the law-
yer for one hour of the lawyer’s time; or (iv) if the lawyer is
underemployed, an amount not to exceed one-tenth of one per-
cent of the lawyer’s income.

(b) Pro bono legal services that meet this goal are:

(1) professional services rendered in civil matters,
and in those criminal matters for which the government is not
obliged to provide funds for legal representation, to persons
who are financially unable to compensate counsel;
(2) activities related to improving the administration
of justice by simplifying the legal process for, or increasing the
availability and quality of legal services to, poor persons; and

(3) professional services to charitable, religious, civic
and educational organizations in matters designed predomi-
nantly to address the needs of poor persons.

(c) Appropriate organizations for financial contributions
are: 

(1) organizations primarily engaged in the provision
of legal services to the poor; and
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(2) organizations substantially engaged in the provi-
sion of legal services to the poor, provided that the donated
funds are to be used for the provision of such legal services.

(d) This Rule is not intended to be enforced through the dis-
ciplinary process, and the failure to fulfill the aspirational goals con-
tained herein should be without legal consequence.

Comment

[1] As our society has become one in which rights and responsi-
bilities are increasingly defined in legal terms, access to legal services has
become of critical importance. This is true for all people, rich, poor or of
moderate means. However, because the legal problems of the poor often
involve areas of basic need, their inability to obtain legal services can
have dire consequences. The vast unmet legal needs of the poor in New
York have been recognized in several studies undertaken over the past two
decades. Each lawyer—including members of the judiciary and govern-
ment lawyers, and regardless of professional prominence or professional
work load—is strongly encouraged to provide or to assist in providing pro
bono legal services to the poor.

[2] Paragraph (a) urges all lawyers to provide a minimum of 50
hours of pro bono legal service annually without fee or expectation of fee,
either directly to poor persons or to organizations that serve the legal or
other basic needs of persons of limited financial means. It is recognized
that in some years a lawyer may render greater or fewer hours than the
annual standard specified, but during the course of the lawyer’s career, the
lawyer should render on average per year, the number of hours set forth in
this Rule. Services can be performed in civil matters or in criminal or
quasi-criminal matters for which there is no government obligation to pro-
vide funds for legal representation, such as post-conviction death penalty
appeal cases.

[2A] Paragraph (a)(2) provides that, in addition to providing the
services described in paragraph (a), lawyers should provide financial sup-
port to organizations that provide legal services to the poor. This goal is
separate from and not a substitute for the provision of legal services
described in paragraph (a). To assist the funding of civil legal services for
low income people, when selecting a bank for deposit of funds into an
“IOLA” account pursuant to Judiciary Law § 497, a lawyer should take
into consideration the interest rate offered by the bank on such funds.
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[2B] Paragraphs (a)(1) and (a)(2) recognize the critical need for
legal services that exists among poor persons. Legal services under these
paragraphs consist of a full range of activities, including individual and
class representation, the provision of legal advice, legislative lobbying,
administrative rulemaking and the provision of free training or mentoring
to those who represent poor persons. 

[3] “Poor persons” under paragraphs (a)(1) and (a)(2) include
both (i) individuals who qualify for participation in programs funded by
the Legal Services Corporation and (ii) individuals whose incomes and
financial resources are slightly above the guidelines utilized by Legal Ser-
vices Corporation programs but nevertheless cannot afford counsel. To
satisfy the goal of paragraph (a)(1), lawyers may provide legal services to
individuals in either of those categories, or, pursuant to paragraph (b)(3),
may provide legal services to organizations such as homeless shelters,
battered women’s shelters, and food pantries that serve persons in either
of those categories.

[4] To qualify as pro bono service within the meaning of para-
graph (a)(1) the service must be provided without fee or expectation of
fee, so the intent of the lawyer to render free legal services is essential.
Accordingly, services rendered cannot be considered pro bono if an antic-
ipated fee is uncollected, but the award of statutory attorneys’ fees in a
case originally accepted as pro bono would not disqualify such services
from inclusion under this Rule. Lawyers who do receive fees in such
cases are encouraged to contribute an appropriate portion of such fees to
organizations or projects that benefit persons of limited means.

[5] Constitutional, statutory or regulatory restrictions may pro-
hibit or impede government and public sector lawyers and judges from
performing the pro bono service outlined in paragraph (b)(1). Accord-
ingly, where those restrictions apply, government and public sector law-
yers and judges may fulfill their pro bono responsibility by making
financial contributions to organizations that help meet the legal and other
basic needs of the poor, as described in paragraphs (a)(2), (c)(1) and (c)(2)
or by performing some of the services outlined in paragraph (b)(2) or
(b)(3).

[6] [Reserved.] 

[7] In addition to rendering pro bono services directly to the
poor and making financial contributions, lawyers may fulfill the goal of
rendering pro bono services by serving on the boards or giving legal
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advice to organizations whose mission is helping poor persons. While a
lawyer may fulfill the annual goal to perform pro bono service exclusively
through activities described in paragraphs (a)(1) and (a)(2), all lawyers
are urged to render public-interest and pro bono service in addition to
assisting the poor.

[8] Paragraphs (c)(1) and (c)(2) essentially reiterate the goal as
set forth in (a)(2) with the further provision that the lawyer should seek to
ensure that the donated money be directed to providing legal assistance to
the poor rather than the general charitable objectives of such organiza-
tions.

[9] Law firms should act reasonably to enable and encourage all
lawyers in the firm to provide the pro bono legal service called for by this
Rule.
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RULE 6.2

[RESERVED]
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RULE 6.3

MEMBERSHIP IN A LEGAL SERVICES ORGANIZATION

A lawyer may serve as a director, officer or member of a not-
for-profit legal services organization, apart from the law firm in
which the lawyer practices, notwithstanding that the organization
serves persons having interests that differ from those of a client of the
lawyer or the lawyer’s firm. The lawyer shall not knowingly partici-
pate in a decision or action of the organization:

(a) if participating in the decision or action would be incom-
patible with the lawyer’s obligations to a client under Rules 1.7
through 1.13; or

(b) where the decision or action could have a material
adverse effect on the representation of a client of the organization
whose interests differ from those of a client of the lawyer or the law-
yer’s firm.

Comment

[1] Lawyers should be encouraged to support and participate in
legal services organizations. A lawyer who is an officer or a member of
such an organization does not thereby have a client-lawyer relationship
with persons served by the organization. However, there is potential con-
flict between the interests of such persons and the interests of the lawyer’s
clients. If the possibility of such conflict disqualified a lawyer from serv-
ing on the board of a legal services organization, the profession’s involve-
ment in such organizations would be severely curtailed.

[1A] This Rule applies to legal services organizations organized
and operating on a not-for-profit basis.

[2] It may be necessary in appropriate cases to reassure a client
of the organization that the representation will not be affected by conflict-
ing loyalties of a member of the board. Established, written policies in
this respect can enhance the credibility of such assurances.
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RULE 6.4

LAW REFORM ACTIVITIES AFFECTING CLIENT 
INTERESTS

A lawyer may serve as a director, officer or member of an orga-
nization involved in reform of the law or its administration, notwith-
standing that the reform may affect the interests of a client of the
lawyer. When the lawyer knows that the interests of a client may be
materially benefitted by a decision in which the lawyer actively par-
ticipates, the lawyer shall disclose that fact to the organization, but
need not identify the client. In determining the nature and scope of
participation in such activities, a lawyer should be mindful of obliga-
tions to clients under other Rules, particularly Rule 1.7.

Comment

[1] Lawyers involved in organizations seeking law reform gen-
erally do not have a client-lawyer relationship with the organization. Oth-
erwise, it might follow that a lawyer could not be involved in a bar
association law reform program that might indirectly affect a client. For
example, a lawyer concentrating in antitrust litigation might be regarded
as disqualified from participating in drafting revisions of rules governing
that subject. In determining the nature and scope of participation in such
activities, a lawyer should be mindful of obligations to clients. A lawyer’s
identification with the organization’s aims and purposes, under some cir-
cumstances, may give rise to a personal-interest conflict with client inter-
ests implicating the lawyer’s obligations under other Rules, particularly
Rule 1.7. A lawyer is also professionally obligated to protect the integrity
of the law reform program by making an appropriate disclosure within the
organization when the lawyer knows a private client might be materially
affected.
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PARTICIPATION IN LIMITED PRO BONO LEGAL 
SERVICES PROGRAMS

(a) A lawyer who, under the auspices of a program spon-
sored by a court, government agency, bar association or not-for-profit
legal services organization, provides short-term limited legal services
to a client without expectation by either the lawyer or the client that
the lawyer will provide continuing representation in the matter:

(1) shall comply with Rules 1.7, 1.8 and 1.9, concern-
ing restrictions on representations where there are or may be
conflicts of interest as that term is defined in these Rules, only
if the lawyer has actual knowledge at the time of commence-
ment of representation that the representation of the client
involves a conflict of interest; and

(2) shall comply with Rule 1.10 only if the lawyer has
actual knowledge at the time of commencement of representa-
tion that another lawyer associated with the lawyer in a law
firm is affected by Rules 1.7, 1.8 and 1.9.

(b) Except as provided in paragraph (a)(2), Rule 1.7 and
Rule 1.9 are inapplicable to a representation governed by this Rule.

(c) Short-term limited legal services are services providing
legal advice or representation free of charge as part of a program
described in paragraph (a) with no expectation that the assistance
will continue beyond what is necessary to complete an initial consul-
tation, representation or court appearance.

(d) The lawyer providing short-term limited legal services
must secure the client’s informed consent to the limited scope of the
representation, and such representation shall be subject to the provi-
sions of Rule 1.6.

(e) This Rule shall not apply where the court before which
the matter is pending determines that a conflict of interest exists or, if
during the course of the representation, the lawyer providing the ser-
vices becomes aware of the existence of a conflict of interest preclud-
ing continued representation.
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Comment

[1] Legal services organizations, courts, government agencies,
bar associations and various non-profit organizations have established
programs through which lawyers provide free short-term limited legal ser-
vices, such as advice or the completion of legal forms, to assist persons to
address their legal problems without further representation by a lawyer. In
these programs, such as legal-advice hotlines, advice-only clinics or pro
se counseling programs, a client-lawyer relationship is established, but
there is no expectation that the lawyer’s representation of the client will
continue beyond the limited consultation. Such programs are normally
operated under circumstances in which it is not feasible for a lawyer to
utilize the conflict-checking system required by Rule 1.10(e) before pro-
viding the short-term limited legal services contemplated by this Rule.
See also Rules 1.7, 1.8, 1.9, 1.10.

[2] A lawyer who provides short-term limited legal services
pursuant to this Rule must secure the client’s informed consent to the lim-
ited scope of the representation. See Rule 1.2(c). If a short-term limited
representation would not be reasonable under the circumstances, the law-
yer may offer advice to the client, but must also advise the client of the
need for further assistance of counsel. Except as provided in this Rule,
these Rules, including Rules 1.6 and Rule 1.9(c), are applicable to the
limited representation.

[3] Because a lawyer who is representing a client in the circum-
stances addressed by this Rule ordinarily is not able to check systemati-
cally for conflicts of interest, paragraph (a) requires compliance with
Rules 1.7, 1.8 and 1.9 only if the lawyer knows that the representation
presents a conflict of interest for the lawyer, and with Rule 1.10 only if the
lawyer knows that another lawyer in the lawyer’s firm is affected by these
Rules.

[4] Because the limited nature of the services significantly
reduces the risk of conflicts of interest with other matters being handled
by the lawyer’s firm, paragraph (b) provides that Rules 1.7 and 1.9 are
inapplicable to a representation governed by this Rule, except as provided
by paragraph (a)(2). Paragraph (a)(2) requires the participating lawyer to
comply with Rule 1.10 only when the lawyer knows that the lawyer’s firm
is affected by Rules 1.7, 1.8 or 1.9.
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[5] If, after commencing a short-term limited representation in
accordance with this Rule, a lawyer undertakes to represent the client in
the matter on an ongoing basis, Rules 1.7, 1.9(a) and 1.10 become appli-
cable.
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RULE 7.1

ADVERTISING

(a) A lawyer or law firm shall not use or disseminate or par-
ticipate in the use or dissemination of any advertisement that:

(1) contains statements or claims that are false,
deceptive or misleading; or

(2) violates a Rule.

(b) Subject to the provisions of paragraph (a), an advertise-
ment may include information as to:

(1) legal and nonlegal education; degrees and other
scholastic distinctions; dates of admission to any bar; areas of
the law in which the lawyer or law firm practices, as autho-
rized by these Rules; public offices and teaching positions held;
publications of law-related matters authored by the lawyer;
memberships in bar associations or other professional societies
or organizations, including offices and committee assignments
therein; foreign language fluency; and bona fide professional
ratings;

(2) names of clients regularly represented, provided
that the client has given prior written consent;

(3) bank references; credit arrangements accepted;
prepaid or group legal services programs in which the lawyer
or law firm participates; nonlegal services provided by the law-
yer or law firm or by an entity owned and controlled by the
lawyer or law firm; the existence of contractual relationships
between the lawyer or law firm and a nonlegal professional or
nonlegal professional service firm, to the extent permitted by
Rule 5.8, and the nature and extent of services available
through those contractual relationships; and

(4) legal fees for initial consultation; contingent fee
rates in civil matters, when accompanied by a statement dis-
closing the information required by paragraph (p); range of
fees for legal and nonlegal services, provided that there be
available to the public free of charge a written statement
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clearly describing the scope of each advertised service, hourly
rates, and fixed fees for specified legal and nonlegal services.

(c) An advertisement shall not:

(1) include a paid endorsement of, or testimonial
about, a lawyer or law firm without disclosing that the person
is being compensated therefor;

(2) include the portrayal of a fictitious law firm, the
use of a fictitious name to refer to lawyers not associated
together in a law firm, or otherwise imply that lawyers are
associated in a law firm if that is not the case;

(3) use actors to portray a judge, the lawyer, mem-
bers of the law firm, or clients, or utilize depictions of fictional-
ized events or scenes, without disclosure of same;

(4) be made to resemble legal documents.

(d) An advertisement that complies with paragraph (e) may
contain the following:

(1) statements that are reasonably likely to create an
expectation about results the lawyer can achieve;

(2) statements that compare the lawyer’s services
with the services of other lawyers;

(3) testimonials or endorsements of clients, and of
former clients; or

(4) statements describing or characterizing the qual-
ity of the lawyer’s or law firm’s services.

(e) It is permissible to provide the information set forth in
paragraph (d) provided:

(1) its dissemination does not violate paragraph (a);

(2) it can be factually supported by the lawyer or law
firm as of the date on which the advertisement is published or
disseminated; and
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(3) it is accompanied by the following disclaimer:
“Prior results do not guarantee a similar outcome”; and

(4) in the case of a testimonial or endorsement from a
client with respect to a matter still pending, the client gives
informed consent confirmed in writing.

(f) Every advertisement other than those appearing in a
radio, television or billboard advertisement, in a directory, newspa-
per, magazine or other periodical (and any web sites related thereto),
or made in person pursuant to Rule 7.3(a)(1), shall be labeled “Attor-
ney Advertising” on the first page, or on the home page in the case of
a web site. If the communication is in the form of a self-mailing bro-
chure or postcard, the words “Attorney Advertising” shall appear
therein. In the case of electronic mail, the subject line shall contain
the notation “ATTORNEY ADVERTISING.”

(g) A lawyer or law firm shall not utilize meta-tags or other
hidden computer codes that, if displayed, would violate these Rules.

(h) All advertisements shall include the name, principal law
office address and telephone number of the lawyer or law firm whose
services are being offered.

(i) Any words or statements required by this Rule to
appear in an advertisement must be clearly legible and capable of
being read by the average person, if written, and intelligible if spoken
aloud. In the case of a web site, the required words or statements shall
appear on the home page.

(j) A lawyer or law firm advertising any fixed fee for speci-
fied legal services shall, at the time of fee publication, have available
to the public a written statement clearly describing the scope of each
advertised service, which statement shall be available to the client at
the time of retainer for any such service. Such legal services shall
include all those services that are recognized as reasonable and neces-
sary under local custom in the area of practice in the community
where the services are performed.

(k) All advertisements shall be pre-approved by the lawyer
or law firm, and a copy shall be retained for a period of not less than
three years following its initial dissemination. Any advertisement con-
tained in a computer-accessed communication shall be retained for a
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period of not less than one year. A copy of the contents of any web site
covered by this Rule shall be preserved upon the initial publication of
the web site, any major web site redesign, or a meaningful and exten-
sive content change, but in no event less frequently than once every 90
days.

(l) If a lawyer or law firm advertises a range of fees or an
hourly rate for services, the lawyer or law firm shall not charge more
than the fee advertised for such services. If a lawyer or law firm
advertises a fixed fee for specified legal services, or performs services
described in a fee schedule, the lawyer or law firm shall not charge
more than the fixed fee for such stated legal service as set forth in the
advertisement or fee schedule, unless the client agrees in writing that
the services performed or to be performed were not legal services
referred to or implied in the advertisement or in the fee schedule and,
further, that a different fee arrangement shall apply to the transac-
tion.

(m) Unless otherwise specified in the advertisement, if a law-
yer publishes any fee information authorized under this Rule in a
publication that is published more frequently than once per month,
the lawyer shall be bound by any representation made therein for a
period of not less than 30 days after such publication. If a lawyer
publishes any fee information authorized under this Rule in a publi-
cation that is published once per month or less frequently, the lawyer
shall be bound by any representation made therein until the publica-
tion of the succeeding issue. If a lawyer publishes any fee information
authorized under this Rule in a publication that has no fixed date for
publication of a succeeding issue, the lawyer shall be bound by any
representation made therein for a reasonable period of time after
publication, but in no event less than 90 days.

(n) Unless otherwise specified, if a lawyer broadcasts any fee
information authorized under this Rule, the lawyer shall be bound by
any representation made therein for a period of not less than 30 days
after such broadcast.

(o) A lawyer shall not compensate or give anything of value
to representatives of the press, radio, television or other communica-
tion medium in anticipation of or in return for professional publicity
in a news item.
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(p) All advertisements that contain information about the
fees charged by the lawyer or law firm, including those indicating
that in the absence of a recovery no fee will be charged, shall comply
with the provisions of Judiciary Law § 488(3).

(q) A lawyer may accept employment that results from par-
ticipation in activities designed to educate the public to recognize
legal problems, to make intelligent selection of counsel or to utilize
available legal services.

(r) Without affecting the right to accept employment, a law-
yer may speak publicly or write for publication on legal topics so long
as the lawyer does not undertake to give individual advice.

Comment

Advertising

[1] The need of members of the public for legal services is met
only if they recognize their legal problems, appreciate the importance of
seeking assistance, and are able to obtain the services of competent legal
counsel. Hence, important functions of the legal profession are to educate
people to recognize their problems, to facilitate the process of intelligent
selection of lawyers, and to assist in making legal services fully available.

[2] The public’s need to know about legal services can be ful-
filled in part through advertising. People of limited means who have not
made extensive use of legal services in many instances rely on advertising
to find appropriate counsel. While a lawyer’s reputation may attract some
clients, lawyers may also make the public aware of their services by
advertising to obtain work.

[3] Advertising by lawyers serves two principal purposes: first,
it educates potential clients regarding their need for legal advice and
assists them in obtaining a lawyer appropriate for those needs. Second, it
enables lawyers to attract clients. To carry out these two purposes and
because of the critical importance of legal services, it is of the utmost
importance that lawyer advertising not be false, deceptive or misleading.
Truthful statements that are misleading are prohibited by this Rule. A
truthful statement is misleading if it omits a fact necessary to make the
lawyer’s communication, considered as a whole, not materially mislead-
ing. A truthful statement is also misleading if there is a substantial likeli-
hood that it will lead a reasonable person to formulate a specific
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conclusion about the lawyer or the lawyer’s services, or about the results a
lawyer can achieve, for which there is no reasonable factual foundation.
For example, a lawyer might truthfully state, “I have never lost a case,”
but that statement would be misleading if the lawyer settled virtually all
cases that the lawyer handled. A communication to anyone that states or
implies that the lawyer has the ability to influence improperly a court,
court officer, governmental agency or government official is improper
under Rule 8.4(e).

[4] To be effective, advertising must attract the attention of
viewers, readers or recipients and convey its content in ways that will be
understandable and helpful to them. Lawyers may therefore use advertis-
ing techniques intended to attract attention, such as music, sound effects,
graphics and the like, so long as those techniques do not render the adver-
tisement false, deceptive or misleading. Lawyer advertising may use
actors or fictionalized events or scenes for this purpose, provided appro-
priate disclosure of their use is made. Some images or techniques, how-
ever, are highly likely to be misleading. So, for instance, legal advertising
should not be made to resemble legal documents.

[5] The “Attorney Advertising” label serves to dispel any con-
fusion or concern that might be created when nonlawyers receive letters
or emails from lawyers. The label is not necessary for advertising in
newspapers or on television, or similar communications that are self-evi-
dently advertisements, such as billboards or press releases transmitted to
news outlets, and as to which there is no risk of such confusion or con-
cern. The ultimate purpose of the label is to inform readers where they
might otherwise be confused.

[6] Not all communications made by lawyers about the lawyer
or the law firm’s services are advertising. Advertising by lawyers consists
of communications made in any form about the lawyer or the law firm’s
services, the primary purpose of which is retention of the lawyer or law
firm for pecuniary gain as a result of the communication. However, non-
commercial communications motivated by a not-for-profit organization’s
interest in political expression and association are generally not consid-
ered advertising. Of course, all communications by lawyers, whether sub-
ject to the special rules governing lawyer advertising or not, are governed
by the general rule that lawyers may not engage in conduct involving dis-
honesty, fraud, deceit or misrepresentation, or knowingly make a material
false statement of fact or law. By definition, communications to existing
clients are excluded from the Rules governing advertising. A client who is
a current client in any matter is an existing client for all purposes of these
215



NEW YORK RULES OF PROFESSIONAL CONDUCT
Rules. (Whether a client is a current client for purposes of conflicts of
interest and other issues may depend on other considerations. Generally,
the term “current client” for purposes of the advertising exemption should
be interpreted more broadly than it is for determining whether a client is a
“current client” for purposes of a conflict of interest analysis.)

[7] Communications to former clients that are germane to the
earlier representation are not considered to be advertising. Likewise, com-
munications to other lawyers, including those made in bar association
publications and other publications targeted primarily at lawyers, are
excluded from the special rules governing lawyer advertising even if their
purpose is the retention of the lawyer or law firm. Topical newsletters, cli-
ent alerts, or blogs intended to educate recipients about new developments
in the law are generally not considered advertising. However, a newsletter,
client alert, or blog that provides information or news primarily about the
lawyer or law firm (for example, the lawyer or law firm’s cases, person-
nel, clients or achievements) generally would be considered advertising.
Communications, such as proposed retainer agreements or ordinary corre-
spondence with a prospective client who has expressed interest in, and
requested information about, a lawyer’s services, are not advertising.
Accordingly, the special restrictions on advertising and solicitation would
not apply to a lawyer’s response to a prospective client who has asked the
lawyer to outline the lawyer’s qualifications to undertake a proposed
retention or the terms of a potential retention.

[8] The circulation or distribution to prospective clients by a
lawyer of an article or report published about the lawyer by a third party is
advertising if the lawyer’s primary purpose is to obtain retentions. In cir-
culating or distributing such materials the lawyer should include informa-
tion or disclaimers as necessary to dispel any misconceptions to which the
article may give rise. For example, if a lawyer circulates an article dis-
cussing the lawyer’s successes that is reasonably likely to create an expec-
tation about the results the lawyer will achieve in future cases, a
disclaimer is required by paragraph (e)(3). If the article contains misinfor-
mation about the lawyer’s qualifications, any circulation of the article by
the lawyer should make any necessary corrections or qualifications. This
may be necessary even when the article included misinformation through
no fault of the lawyer or because the article is out of date, so that material
information that was true at the time is no longer true. Some communica-
tions by a law firm that may constitute marketing or branding are not nec-
essarily advertisements. For example, pencils, legal pads, greeting cards,
coffee mugs, T-shirts or the like with the law firm name, logo, and contact
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information printed on them do not constitute “advertisements” within the
definition of this Rule if their primary purpose is general awareness and
branding, rather than the retention of the law firm for a particular matter.

Recognition of Legal Problems

[9] The legal professional should help the public to recognize
legal problems because such problems may not be self-revealing and
might not be timely noticed. Therefore, lawyers should encourage and
participate in educational and public-relations programs concerning the
legal system, with particular reference to legal problems that frequently
arise. A lawyer’s participation in an educational program is ordinarily not
considered to be advertising because its primary purpose is to educate and
inform rather than to attract clients. Such a program might be considered
to be advertising if, in addition to its educational component, participants
or recipients are expressly encouraged to hire the lawyer or law firm. A
lawyer who writes or speaks for the purpose of educating members of the
public to recognize their legal problems should carefully refrain from giv-
ing or appearing to give a general solution applicable to all apparently
similar individual problems, because slight changes in fact situations may
require a material variance in the applicable advice; otherwise, the public
may be misled and misadvised. Talks and writings by lawyers for nonlaw-
yers should caution them not to attempt to solve individual problems on
the basis of the information contained therein.

[10] As members of their communities, lawyers may choose to
sponsor or contribute to cultural, sporting, charitable or other events orga-
nized by not-for-profit organizations. If information about the lawyer or
law firm disseminated in connection with such an event is limited to the
identification of the lawyer or law firm, the lawyer’s or law firm’s contact
information, a brief description of areas of practice, and the fact of spon-
sorship or contribution, the communication is not considered advertising.

Statements Creating Expectations, Characterizations of Quality, and 
Comparisons

[11] Lawyer advertising may include statements that are reason-
ably likely to create an expectation about results the lawyer can achieve,
statements that compare the lawyer’s services with the services of other
lawyers, or statements describing or characterizing the quality of the law-
yer’s or law firm’s services, only if they can be factually supported by the
lawyer or law firm as of the date on which the advertisement is published
or disseminated and are accompanied by the following disclaimer: “Prior
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results do not guarantee a similar outcome.” Accordingly, if true and
accompanied by the disclaimer, a lawyer or law firm could advertise “Our
firm won 10 jury verdicts over $1,000,000 in the last five years,” “We
have more Patent Lawyers than any other firm in X County,” or “I have
been practicing in the area of divorce law for more than 10 years.” Even
true factual statements may be misleading if presented out of the context
of additional information needed to properly understand and evaluate the
statements. For example, a truthful statement by a lawyer that the lawyer’s
average jury verdict for a given year was $100,000 may be misleading if
that average was based on a large number of very small verdicts and one
$10,000,000 verdict. Likewise, advertising that truthfully recites judg-
ment amounts would be misleading if the lawyer failed to disclose that the
judgments described were overturned on appeal or were obtained by
default.

[12] Descriptions of characteristics of the lawyer or law firm that
are not comparative and do not involve results obtained are permissible
even though they cannot be factually supported. Such statements are
understood to be general descriptions and not claims about quality, and
would not be likely to mislead potential clients. Accordingly, a law firm
could advertise that it is “Hard-Working,” “Dedicated,” or “Compassion-
ate” without the necessity to provide factual support for such subjective
claims. On the other hand, descriptions of characteristics of the law firm
that compare its services with those of other law firms and that are not
susceptible of being factually supported could be misleading to potential
clients. Accordingly, a lawyer may not advertise that the lawyer is the
“Best,” “Most Experienced,” or “Hardest Working.” Similarly, some
claims that involve results obtained are not susceptible of being factually
supported and could be misleading to potential clients. Accordingly, a law
firm may not advertise that it will obtain “Big $$$,” “Most Money,” or
“We Win Big.”

Bona Fide Professional Ratings

[13] An advertisement may include information regarding bona
fide professional ratings by referring to the rating service and how it has
rated the lawyer, provided that the advertisement contains the “past
results” disclaimer as required under paragraphs (d) and (e). However, a
rating is not “bona fide” unless it is unbiased and nondiscriminatory.
Thus, it must evaluate lawyers based on objective criteria or legitimate
peer review in a manner unbiased by the rating service’s economic inter-
ests (such as payment to the rating service by the rated lawyer) and not
subject to improper influence by lawyers who are being evaluated. Fur-
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ther, the rating service must fairly consider all lawyers within the pool of
those who are purported to be covered. For example, a rating service that
purports to evaluate all lawyers practicing in a particular geographic area
or in a particular area of practice or of a particular age must apply its crite-
ria to all lawyers within that geographic area, practice area, or age group.

Meta-Tags

[14] Meta-tags are hidden computer software codes that direct
certain Internet search engines to the web site of a lawyer or law firm. For
example, if a lawyer places the meta-tag “NY personal injury specialist”
on the lawyer’s web site, then a person who enters the search term “per-
sonal injury specialist” into a search engine will be directed to that law-
yer’s web page. That particular meta-tag is prohibited because Rule 7.4(a)
generally prohibits the use of the word “specialist.” However, a lawyer
may use an advertisement employing meta-tags or other hidden computer
codes that, if displayed, would not violate a Rule.

Advertisements Referring to Fees and Advances

[15] All advertisements that contain information about the fees
or expenses charged by the lawyer or law firm, including advertisements
indicating that in the absence of a recovery no fee will be charged, must
comply with the provisions of section 488(3) of the Judiciary Law. How-
ever, a lawyer or law firm that offers any of the fee and expense arrange-
ments permitted by section 488(3) must not, either directly or in any
advertisement, state or imply that the lawyer’s or law firm’s ability to
advance or pay costs and expenses of litigation is unique or extraordinary
when that is not the case. For example, if an advertisement promises that
the lawyer or law firm will advance the costs and expenses of litigation
contingent on the outcome of the matter, or promises that the lawyer or
law firm will pay the costs and expenses of litigation for indigent clients,
then the advertisement must not say that such arrangements are “unique in
the area,” “unlike other firms,” available “only at our firm,” “extraordi-
nary,” or words to that effect, unless that is actually the case. However, if
the lawyer or law firm can objectively demonstrate that this arrangement
is unique or extraordinary, then the lawyer or law firm may make such a
claim in the advertisement.
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Retention of Copies; Filing of Copies; Designation of Principal Office

[16] Where these Rules require that a lawyer retain a copy of an
advertisement or file a copy of a solicitation or other information, that
obligation may be satisfied by any of the following: original records, pho-
tocopies, microfilm, optical imaging, and any other medium that pre-
serves an image of the document that cannot be altered without detection.

[17] A law firm that has no office it considers its principal office
may comply with paragraph (h) by listing one or more offices where a
substantial amount of the law firm’s work is performed.
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PAYMENT FOR REFERRALS

(a) A lawyer shall not compensate or give anything of value
to a person or organization to recommend or obtain employment by a
client, or as a reward for having made a recommendation resulting in
employment by a client, except that:

(1) a lawyer or law firm may refer clients to a nonle-
gal professional or nonlegal professional service firm pursuant
to a contractual relationship with such nonlegal professional or
nonlegal professional service firm to provide legal and other
professional services on a systematic and continuing basis as
permitted by Rule 5.8, provided however that such referral
shall not otherwise include any monetary or other tangible
consideration or reward for such, or the sharing of legal fees;
and

(2) a lawyer may pay the usual and reasonable fees or
dues charged by a qualified legal assistance organization or
referral fees to another lawyer as permitted by Rule 1.5(g).

(b) A lawyer or the lawyer’s partner or associate or any
other affiliated lawyer may be recommended, employed or paid by, or
may cooperate with one of the following offices or organizations that
promote the use of the lawyer’s services or those of a partner or asso-
ciate or any other affiliated lawyer, or request one of the following
offices or organizations to recommend or promote the use of the law-
yer’s services or those of the lawyer’s partner or associate, or any
other affiliated lawyer as a private practitioner, if there is no interfer-
ence with the exercise of independent professional judgment on
behalf of the client:

(1) a legal aid office or public defender office:

(i) operated or sponsored by a duly accredited
law school;

(ii) operated or sponsored by a bona fide, non-
profit community organization;

(iii) operated or sponsored by a governmental
agency; or
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(iv) operated, sponsored, or approved by a bar
association;

(2) a military legal assistance office;

(3) a lawyer referral service operated, sponsored or
approved by a bar association or authorized by law or court
rule; or

(4) any bona fide organization that recommends, fur-
nishes or pays for legal services to its members or beneficiaries
provided the following conditions are satisfied:

(i) Neither the lawyer, nor the lawyer’s part-
ner, nor associate, nor any other affiliated lawyer nor
any nonlawyer, shall have initiated or promoted such
organization for the primary purpose of providing
financial or other benefit to such lawyer, partner, associ-
ate or affiliated lawyer;

(ii) Such organization is not operated for the
purpose of procuring legal work or financial benefit for
any lawyer as a private practitioner outside of the legal
services program of the organization;

(iii) The member or beneficiary to whom the
legal services are furnished, and not such organization,
is recognized as the client of the lawyer in the matter;

(iv) The legal service plan of such organization
provides appropriate relief for any member or benefi-
ciary who asserts a claim that representation by counsel
furnished, selected or approved by the organization for
the particular matter involved would be unethical,
improper or inadequate under the circumstances of the
matter involved; and the plan provides an appropriate
procedure for seeking such relief;

(v) The lawyer does not know or have cause to
know that such organization is in violation of applicable
laws, rules of court or other legal requirements that gov-
ern its legal service operations; and
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(vi) Such organization has filed with the appro-
priate disciplinary authority, to the extent required by
such authority, at least annually a report with respect to
its legal service plan, if any, showing its terms, its sched-
ule of benefits, its subscription charges, agreements with
counsel and financial results of its legal service activities
or, if it has failed to do so, the lawyer does not know or
have cause to know of such failure.

Comment

Paying Others to Recommend a Lawyer

[1] Except as permitted under paragraphs (a)(1)–(a)(2) of this
Rule or under Rule 1.17, lawyers are not permitted to pay others for rec-
ommending the lawyer’s services or for channeling professional work in a
manner that would violate Rule 7.3 if engaged in by a lawyer. See Rule
8.4(a) (lawyer may not violate or attempt to violate a Rule, knowingly
assist another to do so, or do so through the acts of another). A communi-
cation contains a recommendation of it endorses or vouches for a lawyer’s
credentials, abilities, competence, character, or other professional quali-
ties. Paragraph (a), however, does not prohibit a lawyer from paying for
advertising and communications permitted by these Rules, including the
costs of print directory listings, online directory listings, newspaper ads,
television and radio airtime, domain name registrations, sponsorship fees,
Internet-based advertisements, search engine optimization, and group
advertising. A lawyer may also compensate employees, agents and ven-
dors who are engaged to provide marketing or client development ser-
vices, such as publicists, public-relations personnel, marketing personnel,
business development staff, and web site designers. Moreover, a lawyer
may pay others for generating clients leads, such as Internet-based client
leads, as long as (i) the lead generator does not recommend the lawyers,
(ii) any payment to the lead generator is consistent with Rules 1.5(g)
(division of fees) and 5.4 (professional independence of the lawyer),
(iii) the lawyer complies with Rule 1.8(f) (prohibiting interference with a
lawyer’s independent professional judgment by a person who recom-
mends the lawyer’s services), and (iv) the lead generator’s communica-
tions are consistent with Rules 7.1 (Advertising) and 7.3 (Solicitation and
Recommendation of Professional Employment). To comply with Rule
7.1, a lawyer must not pay a lead generator that states, implies, or creates
a reasonable impression that it is recommending the lawyer, or making
the referral without payment from the lawyer, or has analyzed a person’s
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legal problems when determining which lawyer should receive the refer-
ral. See also Rule 5.3 (Lawyer’s Responsibility for Conduct of Nonlaw-
yers).

 [2] A lawyer may pay the usual charges of a qualified legal
assistance organization. A lawyer so participating should make certain
that the relationship with a qualified legal assistance organization in no
way interferes with independent professional representation of the inter-
ests of the individual client. A lawyer should avoid situations in which
officials of the organization who are not lawyers attempt to direct lawyers
concerning the manner in which legal services are performed for individ-
ual members and should also avoid situations in which considerations of
economy are given undue weight in determining the lawyers employed by
an organization or the legal services to be performed for the member or
beneficiary, rather than competence and quality of service.

[3] A lawyer who accepts assignments or referrals from a quali-
fied legal assistance organization must act reasonably to ensure that the
activities of the plan or service are compatible with the lawyer’s profes-
sional obligations. See Rule 5.3. The lawyer must ensure that the organi-
zation’s communications with potential clients are in conformity with
these Rules. Thus, advertising must not be false or misleading, as would
be the case if the organization’s communications falsely suggested that it
was a lawyer referral service sponsored by a state agency or bar associa-
tion. Nor could the lawyer allow in-person, telephonic or real-time inter-
active electronic contacts that would violate this Rule.

[4] A lawyer also may agree to refer clients to another lawyer or
a nonlawyer in return for the undertaking of that person to refer clients or
customers to the lawyer. Such reciprocal referral arrangements must not
interfere with the lawyer’s professional judgment as to making referrals or
as to providing substantive legal services. See Rules 2.1, 5.4(c). Except as
provided in Rule 1.5(e), a lawyer who receives referrals from a lawyer or
nonlawyer must not pay anything solely for the referral, but the lawyer
does not violate paragraph (a) by agreeing to refer clients to the other law-
yer or nonlawyer so long as the reciprocal referral agreement is not exclu-
sive and the client is informed of the referral agreement. A lawyer may
enter into such an arrangement only if it is nonexclusive on both sides, so
that both the lawyer and the nonlawyer are free to refer clients to others if
that is in the best interest of those clients. Conflicts of interest created by
such arrangements are governed by Rule 1.7. A lawyer’s interest in
receiving a steady stream of referrals from a particular source must not
undermine the lawyer’s professional judgment on behalf of clients. Recip-
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rocal referral agreements should not be of indefinite duration and should
be reviewed periodically to determine whether they comply with these
Rules. This Rule does not restrict referrals or divisions of revenues or net
income among lawyers within firms comprising multiple entities.

[5] Campaign contributions by lawyers to government officials
or candidates for public office who are, or may be, in a position to influ-
ence the award of a legal engagement may threaten governmental integ-
rity by subjecting the recipient to a conflict of interest. Correspondingly,
when a lawyer makes a significant contribution to a public official or an
election campaign for a candidate for public office and is later engaged by
the official to perform legal services for the official’s agency, it may
appear that the official has been improperly influenced in selecting the
lawyer, whether or not this is so. This appearance of influence reflects
poorly on the integrity of the legal profession and government as a whole.
For these reasons, just as the Code prohibits a lawyer from compensating
or giving anything of value to a person or organization to recommend or
obtain employment by a client, the Code prohibits a lawyer from making
or soliciting a political contribution to any candidate for government
office, government official, political campaign committee or political
party, if a disinterested person would conclude that the contribution is
being made or solicited for the purpose of obtaining or being considered
eligible to obtain a government legal engagement. This would be true
even in the absence of an understanding between the lawyer and any gov-
ernment official or candidate that special consideration will be given in
return for the political contribution or solicitation.

[6] In determining whether a disinterested person would con-
clude that a contribution to a candidate for government office, government
official, political campaign committee or political party is or has been
made for the purpose of obtaining or being considered eligible to obtain a
government legal engagement, the factors to be considered include (a)
whether legal work awarded to the contributor or solicitor, if any, was
awarded pursuant to a process that was insulated from political influence,
such as a “Request for Proposal” process, (b) the amount of the contribu-
tion or the contributions resulting from a solicitation, (c) whether the con-
tributor or any law firm with which the lawyer is associated has sought or
plans to seek government legal work from the official or candidate, (d)
whether the contribution or solicitation was made because of an existing
personal, family or non-client professional relationship with the govern-
ment official or candidate, (e) whether prior to the contribution or solicita-
tion in question, the contributor or solicitor had made comparable
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contributions or had engaged in comparable solicitations on behalf of
governmental officials or candidates for public office for which the law-
yer or any law firm with which the lawyer is associated did not perform or
seek to perform legal work, (f) whether the contributor has made a contri-
bution to the government official’s or candidate’s opponent(s) during the
same campaign period and, if so, the amounts thereof, and (g) whether the
contributor is eligible to vote in the jurisdiction of the governmental offi-
cial or candidate, and if not, whether other factors indicate that the contri-
bution or solicitation was nonetheless made to further a genuinely held
political, social or economic belief or interest rather than to obtain a legal
engagement.
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SOLICITATION AND RECOMMENDATION OF 
PROFESSIONAL EMPLOYMENT

(a) A lawyer shall not engage in solicitation:

(1) by in-person or telephone contact, or by real-time
or interactive computer-accessed communication unless the
recipient is a close friend, relative, former client or existing cli-
ent; or

(2) by any form of communication if:

(i) the communication or contact violates Rule
4.5, Rule 7.1(a), or paragraph (e) of this Rule;

(ii) the recipient has made known to the lawyer
a desire not to be solicited by the lawyer;

(iii) the solicitation involves coercion, duress or
harassment;

(iv) the lawyer knows or reasonably should
know that the age or the physical, emotional or mental
state of the recipient makes it unlikely that the recipient
will be able to exercise reasonable judgment in retaining
a lawyer; or

(v) the lawyer intends or expects, but does not
disclose, that the legal services necessary to handle the
matter competently will be performed primarily by
another lawyer who is not affiliated with the soliciting
lawyer as a partner, associate or of counsel.

(b) For purposes of this Rule, “solicitation” means any
advertisement initiated by or on behalf of a lawyer or law firm that is
directed to, or targeted at, a specific recipient or group of recipients,
or their family members or legal representatives, the primary pur-
pose of which is the retention of the lawyer or law firm, and a signifi-
cant motive for which is pecuniary gain. It does not include a
proposal or other writing prepared and delivered in response to a
specific request.
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(c) A solicitation directed to a recipient in this State shall be
subject to the following provisions:

(1) A copy of the solicitation shall at the time of its
dissemination be filed with the attorney disciplinary committee
of the judicial district or judicial department wherein the law-
yer or law firm maintains its principal office. Where no such
office is maintained, the filing shall be made in the judicial
department where the solicitation is targeted. A filing shall
consist of:

(i) a copy of the solicitation;

(ii) a transcript of the audio portion of any
radio or television solicitation; and

(iii) if the solicitation is in a language other than
English, an accurate English-language translation.

(2) Such solicitation shall contain no reference to the
fact of filing.

(3) If a solicitation is directed to a predetermined
recipient, a list containing the names and addresses of all recip-
ients shall be retained by the lawyer or law firm for a period of
not less than three years following the last date of its dissemina-
tion.

(4) Solicitations filed pursuant to this subdivision
shall be open to public inspection.

(5) The provisions of this paragraph shall not apply
to:

(i) a solicitation directed or disseminated to a
close friend, relative, or former or existing client;

(ii) a web site maintained by the lawyer or law
firm, unless the web site is designed for and directed to
or targeted at persons affected by an identifiable actual
event or occurrence or by an identifiable prospective
defendant; or
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(iii) professional cards or other announcements
the distribution of which is authorized by Rule 7.5(a).

(d) A written solicitation shall not be sent by a method that
requires the recipient to travel to a location other than that at which
the recipient ordinarily receives business or personal mail or that
requires a signature on the part of the recipient.

(e) No solicitation relating to a specific incident involving
potential claims for personal injury or wrongful death shall be dis-
seminated before the 30th day after the date of the incident, unless a
filing must be made within 30 days of the incident as a legal prerequi-
site to the particular claim, in which case no unsolicited communica-
tion shall be made before the 15th day after the date of the incident.

(f) Any solicitation made in writing or by computer-
accessed communication and directed to a pre-determined recipient,
if prompted by a specific occurrence involving or affecting a recipi-
ent, shall disclose how the lawyer obtained the identity of the recipi-
ent and learned of the recipient’s potential legal need.

(g) If a retainer agreement is provided with any solicitation,
the top of each page shall be marked “SAMPLE” in red ink in a type
size equal to the largest type size used in the agreement and the words
“DO NOT SIGN” shall appear on the client signature line.

(h) Any solicitation covered by this section shall include the
name, principal law office address and telephone number of the law-
yer or law firm whose services are being offered.

(i) The provisions of this Rule shall apply to a lawyer or
members of a law firm not admitted to practice in this State who shall
solicit retention by residents of this State.

Comment

Solicitation

[1] In addition to seeking clients through general advertising
(either by public communications in the media or by private communica-
tions to potential clients who are neither current clients nor other law-
yers), many lawyers attempt to attract clients through a specialized
category of advertising called “solicitation.” Not all advertisements are
solicitations within the meaning of this Rule. All solicitations, however,
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are advertisements with certain additional characteristics. By definition, a
communication that is not an advertisement is not a solicitation. Solicita-
tions are subject to all of the Rules governing advertising and are also sub-
ject to additional Rules, including filing a copy of the solicitation with the
appropriate attorney disciplinary authority (including a transcript of the
audio portion of any radio or television solicitation and, if the solicitation
is in a language other than English, an accurate English language transla-
tion). These and other additional requirements will facilitate oversight by
disciplinary authorities.

[2] A “solicitation” means any advertisement: (i) that is initi-
ated by a lawyer or law firm (as opposed to a communication made in
response to an inquiry initiated by a potential client), (ii) with a primary
purpose of persuading recipients to retain the lawyer or law firm (as
opposed to providing educational information about the law, see Rule 7.1,
Comment [7]), (iii) that has as a significant motive for the lawyer to make
money (as opposed to a public-interest lawyer offering pro bono ser-
vices), and (iv) that is directed to or targeted at a specific recipient or
group of recipients, or their family members or legal representatives. Any
advertisement that meets all four of these criteria is a solicitation, and is
governed not only by the Rules that govern all advertisements but also by
special Rules governing solicitation.

Directed or Targeted

[3] An advertisement may be considered to be directed to or tar-
geted at a specific recipient or recipients in two different ways. First, an
advertisement is considered “directed to or targeted at” a specific recipi-
ent or recipients if it is made by in-person or telephone contact or by real-
time or interactive computer-accessed communication or if it is addressed
so that it will be delivered to the specific recipient or recipients or their
families or agents (as with letters, emails, express packages). Advertise-
ments made by in-person or telephone contact or by real-time or interac-
tive computer-accessed communication are prohibited unless the recipient
is a close friend, relative, former client or current client. Advertisements
addressed so that they will be delivered to the specific recipient or recipi-
ents or their families or agents (as with letters, emails, express packages)
are subject to various additional rules governing solicitation (including
filing and public inspection) because otherwise they would not be readily
subject to disciplinary oversight and review. Second, an advertisement in
public media such as newspapers, television, billboards, web sites or the
like is a solicitation if it makes reference to a specific person or group of
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people whose legal needs arise out of a specific incident to which the
advertisement explicitly refers. The term “specific incident” is explained
in Comment [5].

[4] Unless it falls within Comment [3], an advertisement in
public media such as newspapers, television, billboards, web sites or the
like is presumed not to be directed to or targeted at a specific recipient or
recipients. For example, an advertisement in a public medium is not
directed to or targeted at “a specific recipient or group of recipients” sim-
ply because it is intended to attract potential clients with needs in a speci-
fied area of law. Thus, a lawyer could advertise in the local newspaper that
the lawyer is available to assist homeowners in reducing property tax
assessments. Likewise, an advertisement by a patent lawyer is not
directed or targeted within the meaning of the definition solely because
the magazine is geared toward inventors. Similarly, a lawyer could adver-
tise on television or in a newspaper or web site to the general public that
the lawyer practices in the area of personal injury or Workers’ Compensa-
tion law. The fact that some recipients of such advertisements might actu-
ally be in need of specific legal services at the time of the communication
does not transform such advertisements into solicitations.

Solicitations Relating To a Specific Incident Involving Potential 
Claims for Personal Injury or Wrongful Death

[5] Solicitations relating to a specific incident involving poten-
tial claims for personal injury or wrongful death are subject to a further
restriction, in that they may not be disseminated until 30 days (or in some
cases 15 days) after the date of the incident. This restriction applies even
where the recipient is a close friend, relative, or former client, but not
where the recipient is a current client. A “specific incident” is a particular
identifiable event (or a sequence of related events occurring at approxi-
mately the same time and place) that causes harm to one or more people.
Specific incidents include such events as traffic accidents, plane or train
crashes, explosions, building collapses, and the like.

[6] A solicitation that is intended to attract potential claims for
personal injury or wrongful death arising from a common cause but at dis-
parate times and places, does not relate to a specific incident and is not
subject to the special 30-day (or 15-day) rule, even though it is addressed
so that it will be delivered to specific recipients or their families or agents
(as with letters, emails, express packages), or is made in a public medium
such as newspapers, television, billboards, web sites or the like and makes
reference to a specific person or group of people, see Comments [3]–[4].
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For example, solicitations intended to be of interest only to potential
claimants injured over a period of years by a defective medical device or
medication do not relate to a specific incident and are not subject to the
special 30-day (or 15-day) rule.

[7] An advertisement in the public media that makes no express
reference to a specific incident does not become a solicitation subject to
the 30-day (or 15-day) rule solely because a specific incident has occurred
within the last 30 (or 15) days. Thus, a law firm that advertises on televi-
sion or in newspapers that it can “help injured people explore their legal
rights” is not violating the 30-day (or 15-day) rule by running or continu-
ing to run its advertisements even though a mass disaster injured many
people within hours or days before the advertisement appeared. Unless an
advertisement in the public media explicitly refers to a specific incident, it
is not a solicitation subject to the 30-day (or 15-day) blackout period.
However, if a lawyer causes an advertisement to be delivered (whether by
mail, email, express service, courier, or any other form of direct delivery)
to a specific recipient (i) with knowledge that the addressee is either a per-
son killed or injured in a specific incident or that person’s family member
or agent, and (ii) with the intent to communicate with that person because
of that knowledge, then the advertisement is a solicitation subject to the
30-day (or 15-day) rule even if it makes no reference to a specific incident
and even if it is part of a mass mailing.

Extraterritorial Application of Solicitation Rules

[8] All of the special solicitation rules, including the special 30-
day (or 15-day) rule, apply to solicitations directed to recipients in New
York State, whether made by a lawyer admitted in New York State or a
lawyer admitted in any another jurisdiction. Solicitations by a lawyer
admitted in New York State directed to or targeted at a recipient or recipi-
ents outside of New York State are not subject to the filing and related
requirements set out in Rule 7.3(c). Whether such solicitations are subject
to the special 30-day (or 15-day) rule depends on the application of Rule
8.5.

In-Person, Telephone and Real-Time or Interactive Computer-
Accessed Communication

[9] Paragraph (a) generally prohibits in-person solicitation,
which has historically been disfavored by the bar because it poses serious
dangers to potential clients. For example, in-person solicitation poses the
risk that a lawyer, who is trained in the arts of advocacy and persuasion,
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may pressure a potential client to hire the lawyer without adequate con-
sideration. These same risks are present in telephone contact or in real-
time or interactive computer-accessed communication. These same risks
are also present in all other real-time or interactive electronic communica-
tions, whether by computer, phone or related electronic means—see Rule
1.0(c) (defining “computer-accessed communication”)—and are regu-
lated in the same manner. The prohibitions on in-person or telephone con-
tact and the prohibitions on contact by real-time or interactive computer-
accessed communication do not apply if the recipient is a close friend, rel-
ative, former or current client. Communications with these individuals do
not pose the same dangers as solicitations to others. However, when the
special 30-day (or 15-day) rule applies, it does so even where the recipient
is a close friend, relative, or former client. Ordinarily, email communica-
tions and web sites are not considered to be real-time or interactive com-
munication. Similarly, automated pop-up advertisements on a web site
that are not a live response are not considered to be real-time or interac-
tive communication. However, instant messaging (“IM”), chat rooms, and
other similar types of conversational computer-accessed communica-
tions—whether sent or received via a desktop computer, a portable com-
puter, a cell phone, or any similar electronic or wireless device, and
whether sent directly or via social media—are considered to be real-time
or interactive communication.
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RULE 7.4

IDENTIFICATION OF PRACTICE AND SPECIALTY

(a) A lawyer or law firm may publicly identify one or more
areas of law in which the lawyer or the law firm practices, or may
state that the practice of the lawyer or law firm is limited to one or
more areas of law, provided that the lawyer or law firm shall not state
that the lawyer or law firm is a specialist or specializes in a particular
field of law, except as provided in Rule 7.4(c).

(b) A lawyer admitted to engage in patent practice before
the United States Patent and Trademark Office may use the designa-
tion “Patent Attorney” or a substantially similar designation.

(c) A lawyer may state that the lawyer has been recognized
or certified as a specialist only as follows: 

(1) A lawyer who is certified as a specialist in a par-
ticular area of law or law practice by a private organization
approved for that purpose by the American Bar Association
may state the fact of certification if, in conjunction therewith,
the certifying organization is identified and the following state-
ment is prominently made: This certification is not granted by
any governmental authority.”

(2) A lawyer who is certified as a specialist in a par-
ticular area of law or law practice by the authority having
jurisdiction over specialization under the laws of another state
or territory may state the fact of certification if, in conjunction
therewith, the certifying state or territory is identified and the
following statement is prominently made: ‘‘This certification is
not granted by any governmental authority within the State of
New York.’’ 

(3) A statement is prominently made if: 

(i) when written, it is clearly legible and capa-
ble of being read by the average person, and is in a font
size at least two font sizes larger than the largest text
used to state the fact of certification; and 

(ii) when spoken aloud, it is intelligible to the
average person, and is at a cadence no faster, and a level
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of audibility no lower, than the cadence and level of
audibility used to state the fact of certification. 

Comment

[1] Paragraph (a) permits a lawyer to indicate areas of practice
in which the lawyer practices, or that his or her practice is limited to those
areas.

[2] Paragraph (b) recognizes the long-established policy of the
Patent and Trademark Office for the designation of lawyers practicing
before the Office. 

[3] Paragraph (c) permits a lawyer to state that the lawyer spe-
cializes or is certified as a specialist in a field of law if such certification is
granted by an organization approved or accredited by the American Bar
Association or by the authority having jurisdiction over specialization
under the laws of another jurisdiction provided that the name of the certi-
fying organization or authority must be included in any communication
regarding the certification together with the disclaimer required by para-
graph (c).
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RULE 7.5

PROFESSIONAL NOTICES, LETTERHEADS AND NAMES

(a) A lawyer or law firm may use internet web sites, profes-
sional cards, professional announcement cards, office signs, letter-
heads or similar professional notices or devices, provided the same do
not violate these Rules or any statute or court rule.

(b) (1) A lawyer or law firm in private practice shall not
practice under:

(i) a false, deceptive or misleading a trade
name;

(ii) a false, deceptive, or misleading domain
name; or

(iii) a name that is misleading as to the identity
of the lawyer or lawyers practicing under such name.

(2) Specific Guidance Regarding Law Firm Names

(i) Such terms as “legal aid,” “legal service
office,” “legal assistance office,” “defender office,” and
the like may be used only by bona fide legal assistance
organizations.

(ii) A law firm name, trade name, or domain
name may not use the terms “non-profit” or “not-for-
profit” unless the law firm qualifies for those designa-
tions under applicable law.

(iii) A lawyer or law firm in private practice
may not include the name of a nonlawyer in its firm
name.

(iv) The name of a professional corporation
shall contain “PC” or such symbols permitted by law.

(v) The name of a limited liability company or
limited liability partnership shall contain “LLC,”
“LLP” or such symbols permitted by law.
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(vi) A lawyer or law firm may utilize a tele-
phone number that contains a trade name, domain
name, nickname, moniker, or motto that does not other-
wise violate these Rules.

(3) A lawyer or law firm that has a contractual rela-
tionship with a nonlegal professional or nonlegal professional
service firm pursuant to Rule 5.8 to provide legal and other
professional services on a systematic and continuing basis may
not include in its firm name the name of the nonlegal profes-
sional service firm or any individual nonlegal professional affil-
iated therewith.

(4) A lawyer who assumes a judicial, legislative or
public executive or administrative post or office shall not per-
mit the lawyer’s name to remain in the name of a law firm or to
be used in professional notices of the firm during any signifi-
cant period in which the lawyer is not actively and regularly
practicing law as a member of the firm and, during such
period, other members of the firm shall not use the lawyer’s
name in the firm name or in professional notices of the firm.

(c) Lawyers shall not hold themselves out as having a part-
nership with one or more other lawyers unless they are in fact part-
ners.

(d) A partnership shall not be formed or continued between
or among lawyers licensed in different jurisdictions unless all enu-
merations of the members and associates of the firm on its letterhead
and in other permissible listings make clear the jurisdictional limita-
tions on those members and associates of the firm not licensed to
practice in all listed jurisdictions; however, the same firm name may
be used in each jurisdiction.

Comment

Professional Affiliations and Designations

[1] A lawyer’s or law firm’s name, trade name, domain name,
web site, social media pages, office sign, business cards, letterhead, and
professional designations are communications concerning a lawyer’s ser-
vices and must not be false, deceptive, or misleading. They must comply
with this Rule and with Rule 7.1. 
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[2] A lawyer or law firm may not use any name that is false,
deceptive, or misleading. It is not false, deceptive, or misleading for a firm
to be designated by the names of all or some of its current members or by
the names of retired or deceased members where there has been a continu-
ing line of succession in the firm’s identity. A lawyer or law firm may
practice under a trade name or domain name if it is not false, deceptive, or
misleading. A lawyer or law firm also may practice under a distinctive
website address, social media username, or comparable professional des-
ignation, provided that the name is not false, deceptive, or misleading. 

[3] By way of example, the name of a law firm in private practice
is deceptive or misleading if it implies a connection with (i) a government
agency, (ii) a deceased or retired lawyer who was not a former member of
the firm in a continuing line of succession, (iii) a lawyer not associated with
the firm or a predecessor firm, (iv) a nonlawyer, or (v) a public or charitable
legal services organization. A lawyer or law firm may not use a name, trade
name, domain name, or other designation that includes words such as
“Legal Services,” “Legal Assistance,” or “Legal Aid” unless the lawyer or
law firm is a bona fide legal assistance organization. 

[4] It is misleading to use the name of a lawyer holding a public
office in the name of a law firm, or in communications on the law firm’s
behalf, during any substantial period in which the lawyer is not actively
and regularly practicing with the firm.

[5] Lawyers may not imply or hold themselves out as practicing
together in one firm when they are not a “firm” as defined in Rule 1.0(h),
because to do so would be false and misleading. In particular, it is mis-
leading for lawyers to hold themselves out as having a partnership with
one or more other lawyers unless they are in fact partners. It is also mis-
leading for lawyers to hold themselves out as being counsel, associates, or
other affiliates of a law firm if that is not a fact, or to hold themselves out
as partners, counsel, or associates if they only share offices. Likewise, law
firms may not claim to be affiliated with other law firms if that is not a
fact.

Professional Web Sites, Cards, Office Signs, and Letterhead

[6] A lawyer or law firm may use internet web sites, social
media pages, professional cards, professional announcement cards, office
signs, letterheads or similar professional notices or devices, provided they
do not violate any statute or court rule and are in accordance with Rule
7.1. Thus, a lawyer may use the following: 
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(i) a professional card identifying the lawyer by name and as a
lawyer, and giving addresses, telephone numbers, the name of the law-
yer’s law firm, the names of the law firm’s members, counsel, and associ-
ates, and any information permitted under Rule 7.2(c); 

(ii) a professional announcement card stating new or changed
associations or addresses, change of firm name, or similar matters pertain-
ing to the professional offices of a lawyer or law firm or any nonlegal
business conducted by the lawyer or law firm pursuant to Rule 5.7. It may
state biographical data, the names of members of the firm, counsel, and
associates, and the names and dates of predecessor firms in a continuing
line of succession. It may state or describe the nature of the legal practice
to the extent permitted under Rule 7.2(c); 

(iii) a sign in or near the office and in the building directory
identifying the law office and any nonlegal business conducted by the
lawyer or law firm pursuant to Rule 5.7. The sign may state the nature of
the legal practice to the extent permitted under Rule 7.2(c); 

(iv) a letterhead identifying the lawyer by name and as a lawyer,
and giving addresses, telephone numbers, the name of the law firm, and
any information permitted under Rule 7.2(c). A letterhead of a law firm
may also give the names of members, associates, and counsel, names and
dates relating to deceased and retired members, and the names and dates
of predecessor firms in a continuing line of succession; and

(v) internet web sites or social media pages or sites that comply
with these Rules.

Professional Status 

[7] To avoid misleading clients, courts, and the public, lawyers
should be scrupulous in representing their professional status. For exam-
ple:

(i) A lawyer or law firm may be designated “Counsel,” “Spe-
cial Counsel,” “Of Counsel,” and the like on a letterhead or professional
card if there is a continuing relationship with another lawyer or law firm
other than as a partner or associate; 
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(ii) A lawyer or law firm may be designated as “General Coun-
sel” or by similar professional reference on stationery of a client if the
lawyer or law firm devotes a substantial amount of professional time to
representing that client; 

(iii) To alert clients, the public, and those who deal with a lawyer
or law firm about possible limitations on liability, the name of a profes-
sional corporation shall contain “PC” or such symbols permitted by law,
and the name of a limited liability company or limited liability partnership
shall contain “LLC,” “PLLC,” “LLP” or such symbols permitted by law; 

(iv) A law firm name, trade name, or domain name may not
include the terms “non-profit” or “not-for-profit” unless the law firm qual-
ifies for those designations under applicable law, such as the New York
Not-for-Profit Corporation Law (“NPCL”).

[8] A law firm with offices in more than one jurisdiction may
use the same name or other professional designation in each jurisdiction,
but all enumerations of the lawyers listed on the firm’s letterhead and in
other permissible listings should make clear the jurisdictional limitations
on those members, counsel, and associates of the firm not licensed to
practice in all listed jurisdictions. 

Trade Names and Domain Names 

[9] Some lawyers and law firms may prefer to practice under
trade names and/or domain names to make it easier for clients to remem-
ber or locate them. A lawyer may practice under a trade name or domain
name that is not false, deceptive, or misleading. Provided a lawyer or law
firm uses a name otherwise complying with these Rules, it is proper to
practice under the lawyer’s or law firm’s own name, initials, trade name,
domain name, abbreviations, areas of practice, variations of the foregoing,
or a combination of those features, among other things. 

[10] For example, with respect to trade names, a law firm whose
practice includes real estate matters may use and practice under a name
such as AbleBaker Real Estate Lawyers, A&B Real Estate Lawyers, or
Dirt Lawyers. Likewise, a law firm may use and practice under a trade
name such as Albany Personal Injury Lawyers if the firm practices in
Albany and its practice includes personal injury law. With respect to
domain names, if the law firm of Able & Baker practices real estate law,
the firm may use and practice under a descriptive domain name such as
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www.realestatelaw.com or www.ablerealestatelaw.com, or under a collo-
quial domain name such as www.dirtlawyers.com, as long as the name is
not false, deceptive, or misleading. 

[11] Neither trade names nor domain names may be false, decep-
tive, or misleading. A law firm may not use a trade name such as “Win
Your Case,” or a domain name such as www.winyourcase.com because
those names imply that the law firm can obtain favorable results regard-
less of the particular facts and circumstances. In all events, neither a trade
name nor a domain name may be false, deceptive, or misleading or violate
Rule 7.1 or any other Rule. 

Telephone Numbers 

[12] A lawyer or law firm may use telephone numbers that spell
words or contain a trade name, domain name, nickname, moniker, or
motto that does not otherwise violate these Rules. As with domain names,
lawyers and law firms may always properly use telephone numbers con-
sisting of (i) their own names or initials, or (ii) combinations of names,
initials, numbers, and words. For example, the law firm of Red & Blue
may properly use phone numbers such as RED-BLUE, 4-RED-LAW, or
RB-LEGAL. By way of further example, a personal injury law firm may
use the numbers 1-800-ACCIDENT, 1-800-HURT-BAD, or 1-800-
INJURY-LAW, but may not use the numbers 1-800-WINNERS, 1-800-
2WIN-BIG, or 1-800-GET-CASH. (Phone numbers with more letters than
the number of digits in a phone number are acceptable as long as the
words do not violate a Rule.)
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RULE 8.1

CANDOR IN THE BAR ADMISSION PROCESS

(a) A lawyer shall be subject to discipline if, in connection
with the lawyer’s own application for admission to the bar previously
filed in this state or in any other jurisdiction, or in connection with
the application of another person for admission to the bar, the lawyer
knowingly:

(1) has made or failed to correct a false statement of
material fact; or

(2) has failed to disclose a material fact requested in
connection with a lawful demand for information from an
admissions authority.

Comment

[1] If a person makes a material false statement in connection
with an application for admission, it may be the basis for subsequent dis-
ciplinary action if the person is admitted and in any event may be relevant
in a subsequent admission application. The duty imposed by this Rule
applies to a lawyer’s own admission as well as that of another.

[2] This Rule is subject to the provisions of the Fifth Amend-
ment to the United States Constitution and corresponding provisions of
state constitutions. A person relying on such a provision in response to a
question, however, should do so openly and not use the right of nondisclo-
sure as a justification for failure to comply with this Rule.
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RULE 8.2

JUDICIAL OFFICERS AND CANDIDATES

(a) A lawyer shall not knowingly make a false statement of
fact concerning the qualifications, conduct or integrity of a judge or
other adjudicatory officer or of a candidate for election or appoint-
ment to judicial office.

(b) A lawyer who is a candidate for judicial office shall com-
ply with the applicable provisions of Part 100 of the Rules of the
Chief Administrator of the Courts.

Comment

[1] Assessments by lawyers are relied on in evaluating the pro-
fessional or personal fitness of persons being considered for election or
appointment to judicial office. Expressing honest and candid opinions on
such matters contributes to improving the administration of justice. False
statements of fact by a lawyer can unfairly undermine public confidence
in the administration of justice.

[2] When a lawyer seeks judicial office, the lawyer may engage
in constitutionally protected speech, but is bound by valid limitations on
speech and political activity.

[3] To maintain the fair and independent administration of jus-
tice, lawyers are encouraged to continue traditional efforts to defend
judges and courts unjustly criticized.
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RULE 8.3

REPORTING PROFESSIONAL MISCONDUCT

(a) A lawyer who knows that another lawyer has committed
a violation of the Rules of Professional Conduct that raises a substan-
tial question as to that lawyer’s honesty, trustworthiness or fitness as
a lawyer shall report such knowledge to a tribunal or other authority
empowered to investigate or act upon such violation.

(b) A lawyer who possesses knowledge or evidence concern-
ing another lawyer or a judge shall not fail to respond to a lawful
demand for information from a tribunal or other authority empow-
ered to investigate or act upon such conduct.

(c) This Rule does not require disclosure of:

(1) information otherwise protected by Rule 1.6; or

(2) information gained by a lawyer or judge while
participating in a bona fide lawyer assistance program.

Comment

[1] Self-regulation of the legal profession requires that mem-
bers of the profession initiate disciplinary investigation when they know
of a violation of the Rules of Professional Conduct. Lawyers have a simi-
lar obligation to cooperate with authorities empowered to investigate judi-
cial misconduct. An apparently isolated violation may indicate a pattern
of misconduct that only a disciplinary investigation can uncover. Report-
ing a violation is especially important where the victim is unlikely to dis-
cover the offense.

[2] A report about misconduct is not required where it would
result in violation of Rule 1.6. However, a lawyer should encourage a cli-
ent to consent to disclosure where prosecution would not substantially
prejudice the client’s interests.

[3] If a lawyer were obliged to report every violation of the
Rules, the failure to report any violation would itself be a professional
offense. Such a requirement existed in many jurisdictions, but proved to
be unenforceable. This Rule limits the reporting obligation to those
offenses that a self-regulating profession must vigorously endeavor to
prevent. A measure of judgment is therefore required in complying with
244



RULE 8.3
the provisions of this Rule. The term “substantial” refers to the serious-
ness of the possible offense and not the quantum of evidence of which the
lawyer is aware. A report should be made to a tribunal or other authority
empowered to investigate or act upon the violation. 

[3A] Paragraph (b) requires a lawyer in certain situations to
respond to a lawful demand for information concerning another lawyer or
a judge. This Rule is subject to the provisions of the Fifth Amendment to
the United States Constitution and corresponding provisions of state law.
A person relying on such a provision in response to a question, however,
should do so openly and not use the right of nondisclosure as a justifica-
tion for failure to comply with this Rule.

[4] The duty to report professional misconduct does not apply
to a lawyer retained to represent a lawyer whose professional conduct is
in question. Such a situation is governed by the Rules applicable to the
client-lawyer relationship.

[5] Information about a lawyer’s or judge’s misconduct or fit-
ness may be received by a lawyer in the course of that lawyer’s participa-
tion in a bona fide assistance program for lawyers or judges. In that
circumstance, providing for an exception to the reporting requirements of
paragraphs (a) and (b) encourages lawyers and judges to seek assistance
and treatment through such a program. Without such an exception, law-
yers and judges may hesitate to seek assistance and treatment from these
programs, and this may result in additional harm to their professional
careers and additional injury to the welfare of clients and the public.
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RULE 8.4

MISCONDUCT

A lawyer or law firm shall not:

(a) violate or attempt to violate the Rules of Professional
Conduct, knowingly assist or induce another to do so, or do so
through the acts of another;

(b) engage in illegal conduct that adversely reflects on the
lawyer’s honesty, trustworthiness or fitness as a lawyer;

(c) engage in conduct involving dishonesty, fraud, deceit or
misrepresentation;

(d) engage in conduct that is prejudicial to the administra-
tion of justice;

(e) state or imply an ability:

(1) to influence improperly or upon irrelevant
grounds any tribunal, legislative body or public official; or

(2) to achieve results using means that violate these
Rules or other law;

(f) knowingly assist a judge or judicial officer in conduct
that is a violation of applicable rules of judicial conduct or other law;

(g) unlawfully discriminate in the practice of law, including
in hiring, promoting or otherwise determining conditions of employ-
ment on the basis of age, race, creed, color, national origin, sex, dis-
ability, marital status, sexual orientation, gender identity, or gender
expression. Where there is a tribunal with jurisdiction to hear a com-
plaint, if timely brought, other than a Departmental Disciplinary
Committee, a complaint based on unlawful discrimination shall be
brought before such tribunal in the first instance. A certified copy of a
determination by such a tribunal, which has become final and
enforceable and as to which the right to judicial or appellate review
has been exhausted, finding that the lawyer has engaged in an unlaw-
ful discriminatory practice shall constitute prima facie evidence of
professional misconduct in a disciplinary proceeding; or
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(h) engage in any other conduct that adversely reflects on
the lawyer’s fitness as a lawyer.

Comment

[1] Lawyers are subject to discipline when they violate or
attempt to violate the Rules of Professional Conduct, knowingly assist or
induce another to do so, or do so through the acts of another, as when they
request or instruct an agent to do so on their behalf. Paragraph (a), how-
ever, does not prohibit a lawyer from advising a client concerning action
the client is legally entitled to take.

[2] Many kinds of illegal conduct reflect adversely on fitness to
practice law. Illegal conduct involving violence, dishonesty, fraud, breach
of trust, or serious interference with the administration of justice is illus-
trative of conduct that reflects adversely on fitness to practice law. A pat-
tern of repeated offenses, even ones of minor significance when
considered separately, can indicate indifference to legal obligation.

[3] The prohibition on conduct prejudicial to the administration
of justice is generally invoked to punish conduct, whether or not it vio-
lates another ethics rule, that results in substantial harm to the justice sys-
tem comparable to those caused by obstruction of justice, such as
advising a client to testify falsely, paying a witness to be unavailable,
altering documents, repeatedly disrupting a proceeding, or failing to
cooperate in an attorney disciplinary investigation or proceeding. The
assertion of the lawyer’s constitutional rights consistent with 
Rule 8.1, Comment [2] does not constitute failure to cooperate. The con-
duct must be seriously inconsistent with a lawyer’s responsibility as an
officer of the court.

[4] A lawyer may refuse to comply with an obligation imposed
by law if such refusal is based upon a reasonable good-faith belief that no
valid obligation exists because, for example, the law is unconstitutional,
conflicts with other legal or professional obligations, or is otherwise
invalid. As set forth in Rule 3.4(c), a lawyer may not disregard a specific
ruling or standing rule of a tribunal, but can take appropriate steps to test
the validity of such a rule or ruling.

[4A] A lawyer harms the integrity of the law and the legal profes-
sion when the lawyer states or implies an ability to influence improperly
any officer or agency of the executive, legislative or judicial branches of
government.
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[5] Lawyers holding public office assume legal responsibilities
going beyond those of other citizens. A lawyer’s abuse of public office
can suggest an inability to fulfill the professional role of lawyers. The
same is true of abuse of positions of private trust such as trustee, executor,
administrator, guardian, agent and officer, director or manager of a corpo-
ration or other organization.

[5A] Unlawful discrimination in the practice of law on the basis
of age, race, creed, color, national origin, sex, disability, marital status, or
sexual orientation is governed by paragraph (g).
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DISCIPLINARY AUTHORITY AND CHOICE OF LAW

(a) A lawyer admitted to practice in this state is subject to
the disciplinary authority of this state, regardless of where the law-
yer’s conduct occurs. A lawyer may be subject to the disciplinary
authority of both this state and another jurisdiction where the lawyer
is admitted for the same conduct.

(b) In any exercise of the disciplinary authority of this state,
the rules of professional conduct to be applied shall be as follows:

(1) For conduct in connection with a proceeding in a
court before which a lawyer has been admitted to practice
(either generally or for purposes of that proceeding), the rules
to be applied shall be the rules of the jurisdiction in which the
court sits, unless the rules of the court provide otherwise; and

(2) For any other conduct:

(i) If the lawyer is licensed to practice only in
this state, the rules to be applied shall be the rules of this
state, and

(ii) If the lawyer is licensed to practice in this
state and another jurisdiction, the rules to be applied
shall be the rules of the admitting jurisdiction in which
the lawyer principally practices; provided, however, that
if particular conduct clearly has its predominant effect
in another jurisdiction in which the lawyer is licensed to
practice, the rules of that jurisdiction shall be applied to
that conduct.

Comment

Disciplinary Authority

[1] It is longstanding law that the conduct of a lawyer admitted
to practice in this state is subject to the disciplinary authority of this state,
regardless of where the conduct occurs.
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Choice of Law

[2] A lawyer may be potentially subject to more than one set of
rules of professional conduct, imposing different obligations. The lawyer
may be licensed to practice in more than one jurisdiction with differing
rules, or may be admitted to practice before a particular court with rules
that differ from those of the jurisdiction or jurisdictions in which the law-
yer is licensed to practice. Additionally, the lawyer’s conduct may involve
significant contacts with more than one jurisdiction.

[3] Paragraph (b) seeks to resolve such potential conflicts. Its
premise is that minimizing conflicts between rules, as well as uncertainty
about which rules are applicable, is in the best interest of clients and the
profession (as well as the bodies having authority to regulate the profes-
sion). Accordingly, it takes the approach of (i) providing that any particu-
lar conduct of a lawyer shall be subject to only one set of rules of
professional conduct, and (ii) making the determination of which set of
rules applies to particular conduct as straightforward as possible, consis-
tent with recognition of appropriate regulatory interests of relevant juris-
dictions. 

[4] Paragraph (b)(1) provides that as to a lawyer’s conduct relat-
ing to a proceeding pending before a court before which the lawyer is
admitted to practice either generally or for purposes of that proceeding,
the lawyer shall be subject only to the rules of the jurisdiction in which
the court sits unless the rules of the court, including its choice-of-law
rules, provide otherwise. As to all other conduct, paragraph (b)(2) pro-
vides that a lawyer shall be subject to the rules of the admitting jurisdic-
tion in which the lawyer principally practices or, if the predominant effect
of the conduct clearly is in another jurisdiction in which the lawyer is
licensed to practice, the rules of that jurisdiction shall be applied to the
conduct. In the case of conduct in anticipation of a proceeding that is
likely to be before a court, the predominant effect of such conduct could
be where the lawyer principally practices, where the conduct occurred,
where the court in which the proceeding is ultimately brought sits, or in
another jurisdiction.

[5] When a lawyer is licensed to practice in New York and
another jurisdiction and the lawyer’s conduct involves significant contacts
with more than one jurisdiction, it may not be clear whether the predomi-
nant effect of the lawyer’s conduct will occur in an admitting jurisdiction
other than the one in which the lawyer principally practices. For conduct
governed by paragraph (b)(2), as long as the lawyer’s conduct conforms
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to the rules of the jurisdiction in which the lawyer principally practices,
the lawyer should not be subject to discipline unless the predominant
effect of the lawyer’s conduct will clearly occur in another admitting
jurisdiction.

[6] If two admitting jurisdictions were to proceed against a law-
yer for the same conduct, they should, applying this Rule, identify the
same governing ethics rules. They should take all appropriate steps to see
that they do apply the same rule to the same conduct, and in all events
should avoid proceeding against a lawyer on the basis of two inconsistent
rules.

[7] The choice-of-law provision applies to lawyers engaged in
transnational practice, unless international law, treaties or other agree-
ments between or among competent regulatory authorities in the affected
jurisdictions provide otherwise.
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INDEX

A
Acceptance of Employment. See Employment, acceptance of.
Acquiring interest in litigation. See Adverse effect on professional 

judgment, interests of lawyer.
Address change, notification of, Rule 7.5(a)(2).
Administrative agencies and tribunals.
former employee, rejection of employment by, Rule 1.11(a)(2).
improper influences on, Rule 3.5(a)(1).
non-adjudicative matters, Rule 3.9.
representation of client before, generally, Rule 3.5.

Admission to practice
requirements for, Rule 8.1.

Advancing funds to clients, Rule 1.8(e).
court costs, Rule 1.8(e)(1).
investigation expenses, Rule 1.8(e)(1).
litigation expenses, Rule 1.8(e)(1).
pro bono cases, Rule 1.8(e)(2).

Adversary system, duty of lawyer to, Rule 3.3.
Adverse legal authority, duty to reveal, Rule 3.3(a)(2).
Adverse effect on professional judgment of lawyer

desires of third persons, Rule 1.7.
interests of former clients, Rule 1.9.
interests of lawyer, Rule 1.7.
interests of other clients, Rule 1.7.
law reform activities, Rule 6.4.
organization as client, Rule 1.13.

Advertising, See also Name, use of.
announcement of change of association, Rule 7.5(a)(2).
announcement of change of firm name, Rule 7.5(a)(2).
announcement of change of office address, Rule 7.5(a)(2).
announcement of establishment of law office, Rule 7.5(a)(2).
announcement of office opening, Rule 7.5(a)(2).
broadcast

approval by lawyer, Rule 7.1(k).
fee information, lawyer bound by, Rule 7.1(l), (m).
retention of recording, Rule 7.1(k).

building directory, Rule 7.5(a)(3).
cards

announcement, professional, Rule 7.5(a)(2).
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professional, Rule 7.5(a)(1).
compensation for, Rule 7.2.
deceptive, Rule 7.1(a)(1).
defined, rule 1.0(a).
directories

building, Rule 7.5(a)(3).
generally, Rule 7.5(a)(3).

false, Rule 7.1(a)(1).
fee information, Rule 7.1(b)(4), (l), (m).
filing

mailing list, retention of, Rule 7.3(c)(3).
public inspection of filing, Rule 7.3(c)(4).
when required Rule 7.3(c)(1).

information contained in
permissible, Rule 7.1(b).
prohibited, Rule 7.1(c).

jurisdictional limitations of members of firm, required notice of, Rule 
7.5(d).

law office, establishment, Rule 7.5(a)(4).
law office, identification of area of practice, Rule 7.4.
legal assistance organization, Rule 7.2.
legal publications, Rule 7.1.
legal notices, Rule 7.5.
letterheads

of law firm, Rule 7.5(a)(4).
of lawyer, Rule 7.5(a)(4).

limited practice, Rule 7.4.
magazine, Rule 7.1.
misleading, Rule 7.1(a)(1).
name, Rule 7.5(b). See also Name, use of,
newspaper, Rule 7.1.
news story, Rule 7.1.
non-legal services, Rule 7.1(a)(3).
office address change, Rule 7.5.
office building directory, Rule 7.5.
office, identification of, Rule 7.5.
office sign, Rule 7.5.
partnership, Rule 7.5 (a)-(d).
promoting use of lawyer’s services, Rule 7.3. See also 

Recommendation of professional employment.
publications, Rule 7.1, 7.5. 
publicity, Rule 7.1, 7.5.
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published, lawyer bound by fee information, Rule 7.1(l), (m).
qualified legal assistance organization, Rule 7.2.
radio, Rule 7.1.
required contents, Rule 7.1.
specialization, Rule 7.4.
television, Rule 7.1.
website, Rule 7.1(g), (k), 7.5(e).

Advice by lawyer to secure legal services
client, former or regular, Rule 7.3.
close friend, Rule 7.3.
employment resulting from, Rule 7.3.
relative, Rule 7.3.
within permissive legal service programs, Rule 7.2.

Advisor, lawyer as, Rule 2.1.
Affiliated lawyer, Rule 7.5(a)(4), (b).
Age discrimination. See Discrimination.
Aiding unauthorized practice of law, Rule 5.5.
Announcement card. See Advertising, cards, announcement.
Appearance of lawyer. See administrative agencies, representation of 

client before; Courts, representation of client before; Legislature, 
representation of clients before; Witness, lawyer acting as.

Applicant for bar admission. See admission to practice.
Arbitrator

former, Rule 1.12.
lawyer acting as, Rule 2.4.

Arbitration, fee disputes, Rule 1.5.
Argument

before jury, Rule 3.3, 3.5.
before legislature, Rule 3.9.
before tribunal, Rule 3.3.

Associates of lawyer
duty to control, Rule 5.1.
responsibility for conduct of, Rule 5.1.

Association of counsel. See also Co-counsel; Division of legal fees.
client’s suggestion of, Rule 1.5.
lawyer’s suggestion of, Rule 1.5.

Assumed name. See Name, use of, assumed name.
Attempts to exert personal influence on tribunal, Rule 3.3.
Attorney-client privilege. Rule 1.6. See also Confidential information.
Attorney’s lien. See Fee for legal services, collection of.
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B
Bank accounts for clients’ funds, Rule 1.15.
Bar applicant. See Admission to practice.
Bar associations

Law reform activities, Rule 6.4
legal service programs, Rule 7.2.

Bank accounts, Rule 1.15.
Bank charges on clients’ accounts, Rule 1.15.
Belief, defined, Rule 1.0(b).
Bequest by client to lawyer, Rule 1.8.
Bias. See Discrimination.
Bookkeeping. See Records.
Bounds of law, Rule 3.3
Bribes. See Gifts to tribunal officer or employee by lawyer.
Broadcast. See Advertising, broadcast.
Building directory. See Advertising, building, directory.
Business card. See Advertising, cards, professional.

C
Calling card. See Advertising, cards, professional.
Candidate. See Political activity.
Card. See Advertising, cards.
Change of office address. See Advertising, announcement of change of 

office address.
Change of association. See Advertising, announcement of change of 

association.
Change of firm name. See Advertising, announcement of change of firm 

name.
Charitable organizations, representation of, Rule 1.13, 6.3.
Class action. See Advice by lawyer to secure legal services, parties to 

legal action.
Clients. See also Employment; Adverse effect on professional judgment 

of lawyer; Fee for legal services; Indigent parties, representation of; 
Unpopular party, representation of.
appearance as witness for, Rule 3.7.
attorney-client privilege, Rule 1.6.
commingling of funds of, Rule 1.15(a).
confidential information of, Rule 1.6.
counseling, Rule 1.2, 1.4, 1.13, 1.14, 2.1.
diminished capacity of, Rule 1.14.
gifts from, Rule 1.8(c).
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intent or motive of, Rule 1.16(b), (c).
property, protection of, Rule 1.15.
right to decide, Rule 1.2.

Co-counsel. See also Association of counsel.
division of fee with, Rule 1.5(g).
inability to work with, Rule 1.16(c)(8).

Commercial publicity. See Advertising, commercial publicity.
Commingling of funds, Rule 1.15(a).
Communications with

client, rule 1.4.
judicial officers, Rule 3.5(a).
jurors, Rule 3.5.
opposing party, Rule 4.2, 4.3.
members of the venire, Rule 3.5.
witnesses, Rule 3.4(b).

Compensation for recommendation of employment, prohibition against, 
Rule 7.2.

Competence, Mental. See Instability, mental or emotional; Mental 
competence of client, effect on representation.

Competence, professional, Rule 1.1.
Computer-accessed communication, defined, Rule 1.0(c).
Confidential information, Rule 1.0(d), 1.6.
Conflicting interests. See Adverse effect on professional judgment of 

lawyer.
Consent of client, requirement of

acceptance of employment though interests conflict, Rule 1.7, 1.8.
acceptance of value from third person, Rule 1.8.
aggregate settlement of claims, Rule 1.8(g).
association of lawyer, Rule 1.5(g).
foregoing legal action, Rule 1.2, 1.16.
informed consent, defined, Rule 1.0(j).
multiple representation, Rule 1.7.
representation when lawyer related to opposing counsel, Rule 1.7.
use of client’s confidential information, Rule 1.6.
withdrawal from employment, Rule 1.16.

Consent of tribunal to lawyer’s withdrawal, requirement of, Rule 1.16(d).
Contingent fee

propriety of
in civil actions, Rule 1.5(c).
in criminal actions, Rule 1.5(d).
in domestic relations cases, Rule 1.5(d).

requirement of writing, Rule 1.5(c).
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Continuing legal education programs, Rule 1.1.
Contract of employment

fee provisions, desirability of writing, Rule 1.5.
restrictive covenant in, Rule 5.6.

Controversy over fee, avoiding, Rule 1.5.
Corporation, lawyer employed by, Rule 1.13.
Corporation, professional legal. See professional legal corporation.
Counsel, designation as

“General Counsel” designation, Rule 7.5(a)(4).
“Of Counsel” designation, Rule 7.5(a)(4)

Counseling. See Client, counseling.
Courts. See also Consent of tribunal to lawyer’s withdrawal, requirement 

of; Evidence, conduct regarding; Trial tactics.
courtesy, known customs of, Rule 1.2.
representation of client before, Rule 3.3, 3.4.

Court rules. See Advertising, court rules.
Criminal conduct

as basis for discipline of lawyer, Rule 8.4.
duty to reveal information as to, Rule 1.6(b), 3.3(b), 8.3.

Criminal prosecution, Rule 3.4, 3.6, 3.8
Criticism of judges and administrative officials, Rule 8.2.
Cross-examination of witness. See Witnesses, communications with.

D
Deceased lawyer

disposition of files on death, Rule 1.15.
payment to estate of, Rule 5.4.
use of name by law firm, Rule 7.5.

Decision to be made by
client, Rule 1.2.
lawyer, Rule 1.2.

 “Defender office”, Rule 7.2.
Defender, public. See Public defender office, working with.
Defense against accusation by client, privilege to disclose confidential 

information, Rule 1.6.
Definitions, Rule 1.0.
Delay of litigation, Rule 3.2.
Delegation by lawyer of tasks, Rule 5.1, 5.3.
Desires of third parties, duty to avoid influence of, Rule 1.8.
Differing interests, Rule 1.0(f), 1.7(a). See also Adverse effect on 

professional judgment of lawyer.
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Diligence, Rule 1.3.
Diminished capacity of client, Rule 1.14.
Directory listing. See Advertising, directories.
Disciplinary procedures, Rule 8.3, 8.4.
Disciplinary sanction, Scope.
Discipline of lawyer, grounds for

advancement of funds to client improper, Rule 1.8.
advertising, improper, Rule 7.1.
associates, failure to exercise reasonable care toward, Rule 5.1.
circumvention of rule of professional conduct, Rule 8.4.
clients’ funds, management of, Rule 1.15.
communication with adverse party, improper, Rule 4.2, 4.3.
communication with jurors, improper, Rule 3.5.
confidential information, disclosure of, Rule 1.6.
conflicting interests, representation of, Rule 1.7, 1.8, 1.9, 1.10, 1.11, 

1.12, 1.13.
criminal conduct, Rule 8.4.
differing interests, improper representation of, Rule 1.7.
discrimination, Rule 8.4(g).
disregard of tribunal ruling, Rule 3.4.
division of fee, improper, Rule 1.5(g), 5.4.
employees, failure to exercise reasonable care toward, Rule 5.1, 5.3.
evidence, false or misleading, use of, Rule 3.3.
extra judicial statement, improper, Rule 3.6.
failure to act competently, Rule 1.1.
failure to disclose information concerning another lawyer or judge, 

Rule 8.3.
failure to disclose information to tribunal, Rule 3.3.
false accusations, Rule 8.2.
false statement in bar application, Rule 8.1.
fees

charging contingent fee in criminal case, Rule 1.5.
charging illegal or excessive, Rule 1.5
failure to return unearned, Rule 1.16.

further application of unqualified bar applicant, Rule 8.1.
guaranty of financial assistance, Rule 1.8(e).
holding out as a specialist, Rule 7.4.
illegal conduct, Rule 8.4.
improper argument before tribunal, Rule 3.3.
institution of criminal charges, Rule 3.4(e).
investigation of jurors, Rule 3.5.
penalties imposed, Scope.
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publicity, improper, Rule 3.6, 7.1.
public office, improper use of, Rule 1.12.
recommendation of professional employment, prohibited, Rule 7.2, 

7.3.
restrictive covenant, entering prohibited, Rule 5.6.
solicitation of business, Rule 7.3.
specialization, notice of, Rule 7.4.
suggestion of need of legal services, prohibitions, Rule 7.2, 7.3.
unauthorized practice of law, Rule 5.5.
unauthorized practice of law, aiding laypersons in, Rule 5.5.
violation of rule of professional conduct, Rule 8.4.
withdrawal, improper, Rule 1.16.

Disclosure of improper conduct
of another lawyer, Rule 8.3.
of judge, Rule 8.3.
of person within corporation or similar entity, Rule 1.13(c).
toward juror or member of venire, Rule 3.5.

Discrimination
as basis for discipline, Rule 8.4.
tribunal, requirement to bring complaint before, Rule 8.4.
types covered

age, Rule 8.4.
color, Rule 8.4.
creed, Rule 8.4.
disability, Rule 8.4.
marital status, Rule 8.4.
national origin, Rule 8.4.
race, Rule 8.4.
sex, Rule 8.4.
sexual orientation, Rule 8.4.

Discussion of pending litigation with news media. See Trial publicity.
Diverse interests. See Adverse effect on professional judgment of lawyer.
Division of legal fees.

consent of client, when required for, Rule 1.5(g).
joint responsibility for representation, Rule 1.5(g).
reasonableness of total fee, requirement of, Rule 1.5(g).
with estate of deceased lawyer, Rule 5.4.
with laypersons, Rule 5.4.

Document, inadvertent transmission of, Rule 4.4(b).
Domestic relations matter, Rule 1.0(g), 1.5(d), 1.8(j).
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E
Education

Continuing legal education programs, Rule 1.1.
of laypersons to recognize legal problems, Rule 7.1.
of laypersons to select lawyers, Rule 7.1.

Elections. See political activity.
Emotional stability. See Instability, mental or emotional.
Employees of lawyer.

delegation of tasks, Rule 5.1, 5.3.
duty of lawyer to control, Rule 5.1, 5.3.
hiring or promoting. See Discrimination.
supervision of, Rule 5.1, 5.3.

Employment. See also Advice by lawyer to secure legal services; 
Recommendation of professional employment.

acceptance of
by or on recommendation of legal service organization, Rule 7.2.
indigent client, on behalf of, Rule 6.1, 6.5.
instances when improper, Rule 1.7 – 1.13.
instances when improper for partner or associate, Rule 1.10.
member or beneficiary of legal service program, on behalf of, Rule 

6.5, 7.2.
when unable to render competent service, Rule 1.1.

contract of
desirability of, Rule 1.5.
restrictive covenant in, Rule 5.6.

public, retirement from, Rule 1.11, 1.12.
rejection of, Rule 1.1, 1.3, 1.7.
withdrawal from

generally, Rule 1.16.
harm to client, avoidance of, Rule 1.16(c), (e).
mandatory withdrawal, Rule 1.16(b).
permissive withdrawal, Rule 1.16(c).
refund of unearned fee paid in advance, requirement of, Rule 

1.16(e).
tribunal, consent required, Rule 1.16(d).

when arbitrator or mediator, Rule 2.4.
Escrow accounts, Rule 1.15.
Estate of deceased lawyer. See Division of legal fees, with estate of 

deceased lawyer.
Evaluation, use by third party, Rule 2.3.
Evidence

conduct regarding, Rule 3.3.
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false, Rule 3.3(a).
Excessive fee. See Fee for legal services, amount of, excessive.
Ex parte proceeding, Rule 3.3(d).
Expenses of client, advancing or guaranteeing payment of, Rule 1.8(e).

F
Fee for legal services

advertisement of, See Advertising, fee information.
agreement as to, Rule 1.5.
amount of

excessive, Rule 1.5.
reasonableness, desirability of, Rule 1.5.

collection of
avoiding litigation with client, Rule 1.5.
client’s confidential information, use of in collecting or establishing, 

Rule 1.6(b).
liens, use of, Rule 1.8(i).
missing client, procedure for collection from, Rule 1.15.

contingent fee, Rule 1.5(c).
contract as to, desirability of written, Rule 1.5(b).
court rule, applicability of, Rule 1.5(f).
determination of, factors to consider

ability of lawyer, Rule 1.5(a).
amount involved, Rule 1.5(a).
customary, Rule 1.5(a).
effort required, Rule 1.5(a).
employment, likelihood of preclusion of other, Rule 1.5(a).
experience of lawyer, Rule 1.5(a).
fee customarily charged in locality, Rule 1.5(a).
labor required, Rule 1.5(a).
nature of employment, Rule 1.5(a).
question involved, difficulty and novelty of, Rule 1.5(a).
reputation of lawyer, Rule 1.5(a).
results obtained, Rule 1.5(a).
skill requisite to services, Rule 1.5(a).
time required, Rule 1.5(a).
type of fee, fixed or contingent, Rule 1.5(a).

disputed, Rule 1.5(f).
division of, Rule 1.5(g)
establishment of fee, use of client’s confidential information, Rule 

1.6(b).
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excessive fee, Rule 1.5(a).
explanation of, Rule 1.5(b).
illegal fee, prohibition against, Rule 1.5(a).
payment by legal assistance organization, Rule 7.2.
persons able to pay reasonable fee, Rule 1.5.
persons only able to pay a partial fee, Rule 1.5.
persons without means to pay a fee, Rule 1.5.
reasonable fee, rationale against over-charging, Rule 1.5.
refund of unearned portion to client, Rule 1.5, 1.16.
written statement, when required, Rule 1.5(b).

Fee of lawyer referral service, propriety of paying, Rule 7.2.
Felony. See Discipline of lawyer, grounds for, illegal conduct.
Firm name. See Name, use of, firm name.
Framework of law. See Bounds of law.
Fraud, defined, Rule 1.0(i).
Frivolous position, avoiding, Rule 3.1.
Funds of client, protection of, Rule 1.15.
Future conduct of client, counseling as to. See Clients, counseling.

G
“General counsel” designation, Rule 7.5.
Gift to lawyer by client, Rule 1.8(c).
Gifts to tribunal officer or employee by lawyer, Rule 3.5.
Government lawyer, Rule 1.11, 1.12, 3.8.
Grievance committee. See bar associations, disciplinary authority, 

assisting.
Group legal service. See Qualified legal assistance organization.
Guaranteeing payment of client’s costs and expenses, Rule 1.8(e).

H
Harassment, duty to avoid litigation involving, Rule 3.1.
Holding out

as limiting practice, Rule 7.4.
as partnership, Rule 7.5.
as specialist, Rule 7.4.

I
Identity of client, duty to reveal, Rule 1.6, 1.17,
Illegal conduct, as cause for discipline, Rule 8.4.
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Impartiality of tribunal, aiding in the, Rule 3.5.
Improper influences

gift or loan to judicial officer, Rule 3.5.
on judgment of lawyer. See Adverse effect on professional judgment of 

lawyer.
Improvement of legal system, Preamble.
Incompetence, mental. See Instability, mental or emotional; Mental 

competence of client.
Incompetence, professional. See Competence, professional.
Independent professional judgment, duty to preserve, Rule 5.4.
Indigent parties

liability for costs and expenses, Rule 1.8(e).
provision of legal services to, Rule 6.1, 6.3
representation of, Rule 6.1, 6.3.

Inquiry from client, duty to respond, Rule 1.3, 1.4.
Instability, mental or emotional, Rule 1.14 
Integrity of legal profession, maintaining, Preamble.
Intent of client, as factor in giving advice, Rule 1.2.
Interests of lawyer. See Adverse effect on professional judgment of 

lawyer, interests of lawyer.
Interests of other client. See Adverse effect on professional judgment of 

lawyer, interests of other clients.
Interests of third person. See Adverse effect on professional judgment of 

lawyer, desires of third persons.
Intermediary, prohibition against use of, Rule 4.2, 7.2, 7.3, 8.4(a).
Interstate law practice

partners licensed in different jurisdictions, Rule 7.2.
territorial limitations affecting right of lawyer to serve client, Rule 5.5.

Interview
with opposing party, Rule 4.2, 4.3.
with news media, Rule 3.6.
with witness, Rule 3.6.

Investigation expenses, advancing or guaranteeing payment, Rule 108.

J
Judges

candidate for judicial office, Rule 8.2.
false statements concerning, Rule 8.2.
former, Rule 1.12.
improper influences on

gifts to, Rule 3.5.
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private communications with, Rule 3.3, 3.5.
misconduct toward

criticisms of, Rule 8.2.
disobedience of orders, Rule 3.4.
false statement regarding, Rule 8.2.

name in partnership name, use of, Rule 7.5(b).
retirement from bench, Rule 1.12.
selection of, Rule 8.2.

Judgment of lawyer. See Adverse effect on professional judgment of 
lawyer.

Jury
arguments before, Rule 3.3, 3.4, 3.5.
investigation of members, Rule 3.5.
misconduct of, duty to reveal, Rule 3.5.
questioning members of after their dismissal, Rule 3.5.

K
Know, defined, Rule 1.0(k).
Knowledge of intended crime, revealing, Rule 1.6.

L
Law firm. See also Partnership.

conformity to Rules of Professional Conduct, measures giving 
reasonable assurance of, Rule 5.1.

defined, Rule 1.0.
supervision of employees, responsibility for, Rule 5.1, 5.3.

Law office. See Partnership.
Law reform activities, Rule 6.3, 6.4.
Law school, working with legal aid office or public defender office 

sponsored by, Rule 7.2.
Lawyer assistance program, Rule 8.3.
Lawyer-client privilege. See Attorney-client privilege.
Lawyer referral service.

fee for listing, propriety of paying, Rule 7.2.
request for referrals, propriety of, Rule 7.2.
working with, Rule 7.2.

Laypersons. See also Unauthorized practice of law.
need of legal services, Rule 7.1.
recognition of legal problems, need to improve, Rule 7.1.
selection of lawyer, need to facilitate, Rule 7.1.
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Legal aid offices, Rule 6.1, 6.3, 6.5, 7.2, 7.5.
“Legal Assistance office,” Rule 7.5(b).
Legal assistance organization. See Lawyer referral service; Legal aid 

office; Military legal assistance office; Public defender office; Qualified 
legal assistance organization.

“Legal clinic”, Rule 7.5(b).
Legal corporation. See Professional legal corporation.
Legal documents of clients, duty to safeguard, Rule 1.15.
Legal education programs. See Continuing legal education programs.
Legal problems, recognition of by laypersons, Rule 7.1.
Legal service organization, membership in, Rule 6.3. See also Lawyer 

referral service; Legal aid office; Military legal assistance office; Public 
defender office; Qualified legal assistance organization.

Legal system, duty to improve, Preamble.
Legislature

improper influence upon, Rule 1.11.
representation of client before, Rule 1.11, 3.9.
serving as member of, Rule 1.11.

Letterhead. See Advertising, letterheads.
Liability to client, Rule 1.8(h).
Licensing of lawyers

false statements, Rule 8.1
Liens, attorneys’, Rule 1.8(i).
Limited practice, holding out as having, Rule 7.4.
Litigation

acquiring an interest in, Rule 1.8(i).
delay of, Rule 3.2.
expenses of, advancing or guaranteeing payment of, Rule 1.8(e).
pending, media discussion of, Rule 3.6.
responsibility for conduct of, Rule 1.2.
to harass another, duty to avoid, Rule 3.1.
to maliciously harm another, duty to avoid, Rule 3.1.

Living expenses of client, advances to client of, Rule 1.8(e).
Loan to judicial officer, Rule 3.5.
Lump-sum settlements, Rule 1.8.

M
Malpractice claim, settlement of, Rule 1.8(h).
Mandatory withdrawal. See Employment, withdrawal from, mandatory.
Matter, defined, Rule 1.0(f).
Mediator, lawyer serving as, Rule 1.12, 2.4.
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Medical expenses, Rule 1.8(e).
Mental competence of client, effect on representation, Rule 1.14.
Military legal assistance office, working with, Rule 7.2.
Misappropriation

Confidential information of client, Rule 1.6.
property of client, Rule 1.15.

Misconduct. See also Discipline of lawyer.
of client Rule 1.2, 1.16, 3.3.
of juror, Rule 3.5(d).
of lawyer, duty to reveal to proper officials, Rule 8.3.

Misleading advertisement or professional notice, prohibition of, Rule 
7.1(a).

Multiple clients, representation of, Rule 1.7.

N
Name. See also Advertising, name.

use of
assumed name, Rule 7.5(b).
deceased partner’s, Rule 7.5(a), (b).
firm name, Rule 7.5(b).
misleading name, Rule 7.5(b).
non-lawyer’s name, Rule 7.5(b).
partners who hold public office, Rule 7.5(b).
predecessor firms, Rule 7.5(a).
proper for law firm, Rule 7.5(b).
proper for lawyer in private practice, Rule 7.5(b).
retired partner, Rule 7.5(a), (b).
trade name, Rule 7.5(b).
withdrawn partner’s, Rule 7.5(b).

Need for legal services, suggestion of. See Advice by lawyer to secure 
legal services.

Negligence of lawyer, Rule 1.1, 1.8(h).
Negotiations with opposite party, Rule 4.2, 4.3.
Neighborhood law offices, working with, Rule 7.2.
Newspapers

advertising in, Rule 7.1.
news item, compensation for professional publicity, Rule 7.2.
news releases in, during or pending trial, Rule 3.6.

Non-adjudicative matters, Rule 3.9.
Non-lawyers, Rule 5.4, 5.8.
Non-legal services, Rule 5.7.
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Non-meritorious position, duty to avoid, Rule 3.1.
Non-profit organization, legal services of, Rule 6.3, 7.2.
Notices. See Advertising.

O
Objectives of client, duty to seek, Rule 1.2, 1.3.
“Of Counsel” designation, Rule 7.5(a).
Offensive tactics by lawyer, Rule 1.2, 3.1.
Office building directory. See Advertising, building directory.
Office sign, Rule 7.5(a).
Opposing counsel, Rule 1.2(g), 3.2, 3.3(f).
Opposing party, communications with, Rule 4.2, 4.3.

P
Partner, defined, Rule 1.0(m).
Partnership

advertisement of. See Advertising, partnership.
conflicts of interest, Rule 1.10.
deceased member.

payments to estate of, Rule 5.4(a).
use of name, Rule 7.5(a), (b).

dissolved, use of name of, Rule 7.5(b).
holding out as, falsely, Rule 7.5(c).
members licensed in different jurisdictions, Rule 7.5(d).
member as witness for one other than client, Rule 3.7.
name, Rule 7.5.
nonexistent, holding out falsely, Rule 7.5(c).
non-lawyer, with, Rule 5.4(b).
recommending professional employment of, Rule 7.2.
supervision of employees, Rule 5.1, 5.3.

Payment to obtain recommendation of employment
fees or dues to qualified legal assistance organization, Rule 7.2.
prohibition against, Rule 7.2.

Pending litigation, discussion of in media, Rule 3.6.
Perjury, Rule 3.3.
Person, defined, Rule 1.0(n).
Personal injury matter, Rule 4.5.
Personal interests of lawyer. See Adverse effect on professional judgment 

of lawyer, interests of lawyer.
Personal opinion of client’s cause, Rule 1.2(b).
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Political activity, Rule 1.11, 8.2.
Political considerations in selection of judges, Rule 8.2
Potentially differing interests. See Adverse effect on professional 

judgment of lawyer.
Practice of law, unauthorized, Rule 5.5.
Prejudice to right of client, duty to avoid, Rule 1.1.
Prepaid legal service. See Qualified legal assistance organization.
Preservation of confidential information of client, Rule 1.6.
Pressure on lawyer by third person. See Adverse effect on professional 

judgment of lawyer.
Privilege, attorney-client. See Attorney-client privilege.
Pro bono legal service

duty to render, Rule 6.1.
liability of client for costs and expenses, Rule 1.8.
limited pro bono legal services, Rule 6.3.

Procedures, duty to help improve, Preamble.
Professional card of lawyer. See Advertising, cards, professional.
Professional judgment, duty to protect independence of, Rule 1.7, 1.8(f), 

5.4, 5.8.
Professional legal corporations, Rule 1.0(o).
Professional notices. See Advertising.
Professional status, responsibility not to mislead concerning, Rule 7.5.
Profit-sharing with lay employees, authorization of, Rule 5.4(a).
Promoting use of lawyer’s service, Rule 7.2, 7.3. See also Advertising.
Property of client, handling, Rule 1.15.
Prosecuting attorney, duty of, Rule 3.8.
Public defender office, working with, Rule 7.2.
Public employment

duty of employee, Rule 1.11.
retirement from, Rule 1.11, 1.12.

Public interest legal service, duty to render, Rule 6.1.
Public office, duty of holder, Rule 1.11(f).
Public prosecutor. See Prosecuting attorney, duty of.
Publication of articles for lay press, Rule 1.0(a), 7.1, 7.3.
Publicity. See also Advertising; Trial publicity.

by legal assistance organization. See Qualified legal assistance 
organization.

commercial, Rule 1.0(a), 7.1.
for partners, associates or affiliated lawyers, Rule 7.1, 7.3, 7.5.
generally, Rule 7.1, 7.3, 7.5.
through public communication, Rule 7.1, 7.3, 7.5.
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Q
Qualified legal assistance organization. See also Lawyer referral service; 

Legal aid office; Military legal assistance office; Public defender office.
bona fide organization furnishing, recommending or paying lawyers, 

Rule 7.2.
cooperation with, Rule 7.2.
definition of, Rule 1.0(p).
employment by or on recommendation of, Rule 7.2.
furnishing, recommending or paying lawyers, Rule 7.2.
independence of professional judgment, Rule 7.2.
legal services organization, membership in, Rule 6.3.
member or beneficiary of

acceptance of employment from, Rule 7.2.
as client, Rule 1.13, 6.3.

R
Racial discrimination. See Discrimination.
Radio broadcasting. See Advertising, radio.
Reasonable, defined, Rule 1.0(q).
Reasonable belief, defined, Rule 1.0(r).
Reasonable fee. See Fee for legal services, amount of.
Reasonably should know, defined, Rule 1.0(s).
Recognition of legal problems, aiding laypersons in, Rule 7.1.
Recommendation of professional employment, Rule 7.2.
Records of funds, securities and properties of clients, generally, Rule 

1.15.
availability, Rule 1.15(i).
production in investigation or disciplinary proceeding, Rule 1.15(i).
required records, Rule 1.15(d).
retention, Rule 1.15(d).

Referral service. See Lawyer referral service.
Refund of unearned fee when withdrawing, duty to give to client, Rule 

1.16(e).
Regulation of legal profession, Preamble.
Representation of multiple clients. See Adverse effect on professional 

judgment of lawyer, interest of other clients.
Reputation of lawyer, Rule 1.5(a).
Requests for recommendation of employment, Rule 7.2.
Restrictive covenant, Rule 5.6.
Retention of employment. See Employment.
Retention of records. See Records.
270



INDEX S
Retirement. See also Name, use of, retired partner.
from judicial office, Rule 1.12.
from public employment, Rule 1.11.
plan for lay employees, Rule 5.4(a).

Revealing of confidential information, Rule 1.6.
Revealing to tribunal

Client’s criminal or fraudulent conduct, Rule 3.3(b)
jury misconduct, Rule 3.5(d).
representative capacity in which appearing, Rule 3.9.

S
Sale of law practice, Rule 1.17.
Sanction for violating disciplinary rules, Rule 8.4.
Screening 

defined, Rule 1.0(t).
of disqualified lawyer, Rule 1.11, 1.12, 1.18.

Secrets of client, see Confidential information.
Selection of lawyer, Rule 7.1.
Selection of judges, duty of lawyers, Rule 8.2.
Self-interest of lawyer. See Adverse effect on professional judgment of 

lawyer, interests of lawyer.
Settlement agreement, Rule 1.2(a), 1.8(g), (h).
Sex discrimination. See Discrimination.
Sexual relations

defined, Rule 1.0(u).
prohibited, Rule 1.8(j), (k).

Solicitation of business, Rule 7.3. See also Advertising; Recommendation 
of professional employment.
personal injury matters, Rule 5.4.

Specialist, holding out as, Rule 7.4.
Specialization

holding out as having, Rule 7.4.
Speeches to lay groups, Rule 7.1.
State, defined, Rule 1.0(v).
State of mind of client, effect of in advising client, Rule 1.14.
State’s attorney. See Government attorney, Prosecuting attorney.
“Stirring up litigation.” See Advertising; Advice by lawyer to secure legal 

services; Recommendation of professional employment.
Stockholders of corporation, corporate counsel’s allegiance to, Rule 1.13.
Suggestion of need for legal services. See Advice by lawyer to secure 

legal services.
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Suit to harass another, duty to avoid, Rule 3.1.
Suit to maliciously harm another, duty to avoid, Rule 3.1.
Supervisory lawyer, responsibilities of, Rule 5.1.
Suppression of evidence, Rule 3.3.

T
Telephone directory. See Advertising, directories.
Television and radio programs. See Advertising, radio; Advertising, 

television.
Termination of employment. See Confidences of client; Employment, 

withdrawal from.
Third persons, rights of, Rule 4.4.
Threatening criminal process, Rule 3.4(e).
Trade name. See Name, use of, trade name.
Trial publicity, Rule 3.6.
Trial tactics, Rule 3.3, 3.4.
Tribunal

disrupting, Rule 3.3(f).
need for determination in making charge of misconduct based on 

unlawful discriminatory practice, Rule 8.4(g).
representation of client before, Rule 3.3.
what constitutes, Rule 1.0(w).

Trust accounts, Rule 1.15.
Trustee, client naming lawyer as, Rule 1.8.

U
Unauthorized practice of law. See also Division of legal fees; Partnership, 

non-lawyer, with.
aiding a layperson in the prohibited, Rule 5.5(b).
distinguishing from delegation of tasks to sub-professionals, Rule 5.3, 

5.5.
functional meaning of, Rule 5.5.

Unlawful conduct, aiding client in, Rule 1.2.
Unlawful discriminatory practice. See Discrimination.
Unpopular party, representation of, Rule 1.2(b).
Unreasonable fees. See Fee for legal services, amount of.
Unsolicited advice. See Advice by lawyer to obtain legal services.
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V
Varying interests of clients. See Adverse effect on professional judgment 

of lawyer, interest of other clients.
Venire, members of. See Jury.
Violation of rule of professional conduct as cause for discipline, Rule 8.4.
Violation of law as cause for discipline, Rule 8.4.
Voluntary gifts by client to lawyer, Rule 1.8(c).
Volunteered advice to secure legal services. See Advice by lawyer to 

secure legal services.

W
Waiver of position of client, Rule 1.2.
Will of client, gift to lawyer in, Rule 1.8(c).
Withdrawal. See Employment, withdrawal from.
Witness

communications with, Rule 3.4.
false testimony by, Rule 3.3.
lawyer acting as, Rule 3.7.
payment to, Rule 3.4.

Writing 
confirmed in writing, defined, Rule 1.0(e).
defined, Rule 1.0(x).
for lay publication, avoiding appearance of giving general solution, 

Rule 7.1.
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WARNING: This product is protected by copyright law and is intended 
for single-user use. Unauthorized reproduction or distribution of this 
product, or any part thereof, may result in civil and criminal penalties, 
and will be prosecuted to the maximum extent of the law. 

New York State Bar Association Continuing Legal Education products 
are intended to provide current and accurate information to help attorneys 
maintain their professional competence. Products are distributed with the 
understanding that NYSBA does not render any legal, accounting, or 
other professional service. Attorneys using products or orally communi-
cated information in dealing with a specific legal matter should also 
research original sources of authority. 

While it is our hope that this information will be extremely helpful to 
all attorneys, it must be stressed that the content contained herein should 
be considered only as a starting point. All contracts must be tailored to 
meet the needs of the client for a particular transaction and researched to 
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JOINT ORDER OF THE DEPARTMENTS OF THE NEW YORK ST ATE SUPREME 
COURT, APPELLATE DIVISION 

The Judicial Departments of the Appellate Division of the New York State Supreme 
Court, pursuant to the authority vested in them, do hereby amend Part 1500.2, 1500.4, 1500.11 , 
1500.12, and 1500.22 of Title 22 ofthe Official Compilation of the Codes, Rules, and 
Regulations of the State of New York, as follows (additions underlined, deletions in 
strikethrough). The amendments to Part 1500.2, 1500.4, 1500.11, and 1500.12(b) will take effect 
on January 1, 2023. The amendments to Part 1500.12(a) and 1500.22 will take effect on July 1, 
2023. 

§ 1500.2 Definitions 

* * * 

(h) Cybersecurity, Privacy and Data Protection 

(1) Cybersecurity, Privacy and Data Protection-Ethics must relate to lawyers ' 
ethical obligations and professional responsibilities regarding the protection of 
electronic data and communication and may include, among other things: sources of 
lawyers ' ethical obligations and professional responsibilities and their application to 
electronic data and communication; protection of confidential, privileged and 
proprietary client and law office data and communication; client counseling and 
consent regarding electronic data, communication and storage protection policies, 
protocols, risks and privacy implications; security issues related to the protection of 
escrow funds; inadvertent or unauthorized electronic disclosure of confidential 
information, including through social media, data breaches and cyber attacks; and 
supervision of employees, vendors and third parties as it relates to electronic data and 
communication. 

(2) Cybersecurity, Privacy and Data Protection-General must relate to the practice 
of law and may include, among other things, technological aspects of protecting client 
and law office electronic data and communication (including sending, receiving and 
storing electronic information; cybersecurity features of technology used; network, 
hardware, software and mobile device security; preventing, mitigating, and responding 
to cybersecurity threats, cyber attacks and data breaches); vetting and assessing vendors 
and other third parties relating to policies, protocols and practices on protecting 
electronic data and communication; applicable laws relating to cybersecurity (including 
data breach laws) and data privacy; and law office cybersecurity, privacy and data 
protection policies and protocols. 

Will Regulations and Guidelines refers to the Regulations and Guidelines of the 
Continuing Legal Education Board set forth in Part 7500 of Volume 22 of the New York 
Codes, Rules, and Regulations . 



* * * 
§ 1500.4 Accreditation 

* * * 
(b) Standards 

* * * 

(2) The course or program must have significant intellectual or practical content and its primary 
objective must be to increase the professional legal competency of the attorney in ethics and 
professionalism, skills, law practice management, areas of professional practice, aH6fflf diversity, 
inclusion and elimination or bias, and/or cybersecurity, privacy and data protection. 

* * * 

§ 1500.11 Statement of Purpose 

Mandatory Continuing Legal Education for Newly Admitted Attorneys in the State of New York 
is a transitional continuing legal education program designed to help recent graduates and newly 
admitted attorneys become competent to deliver legal services at an acceptable level of quality as 
they enter practice and assume primary client service responsibilities. The Program seeks to help 
the newly admitted attorney establish a foundation in certain practical skills, techniques and 
procedures, which are and can be essential to the practice of law, but may not have been 
adequately addressed in law school. It includes courses targeting ethics and professionalism, 
skills, practice management1 and areas of professional practice and cybersecurity, privacy and 
data protection. 

* * * 

§ 1500.12 Minimum Requirements 

(a) Credit Hours. Each newly admitted attorney shall complete a minimum of 32 credit 
hours of accredited transitional education Wwithin the first two (2) years of the date of 
admission to the Bar, each newly admitted attorney shall complete a minimum of 32 
credit hours (16 credit hours each year) of accredited transitional education as follows: 
Sixteen (16) accredited hours shall be completed in each of the first two (2) years of 
admission to the Bar as follows: 

Three (3) hours of ethics and professionalism; 
Six (6) hours of skills; and 
Seven (7) hours of law practice management and areas of professional 

practice. 



.Year 1 * ,· ::'\ ,. .· Year ·2* , ' " .... 

Seven (7) credit hours of law 12ractice Seven (7) credit hours of law 12ractice 
management, areas of 12rofessional management, areas of 12rofessional 
12ractice, and/or cybersecurity, 12rivacy 12ractice, and/or cybersecurity, 12rivacy 
and data 12rotection-general; and data 12rotection-general; 

Six (6) credit hours of skills; and Six (6) credit hours of skills; and 

Three (3) credit hours of ethics and Three (3) credit hours of ethics and 
12rofessionalism. For cybersecurity, 12rofessionalism. For cybersecurity, 
Qrivacy and data 12rotection-ethics, see 12rivacy and data 12rotection-ethics, see 
below.** below.** 

* As nart of the 32-credit hour reguirement, each newly admitted attorney must 
comglete at least one (I} credit hour of cybersecurity, 12rivacy and data 
12rotection. 

** Attorneys may a1212ly a maximum of three (3) credit hours of cybersecurity, 
Qrivacy and data Qrotection-ethics to the six-credit hour ethics and 
12rofessionalism requirement. 

Ethics and professionalism, skills, law practice management, aAd areas of professional 
practice.,_1Lnd_c_ybersecurity,_m:i_va~y and data Qrotection are defined in §1500.2. +he 
ethics and professionalism and skiils components may be intert\vined with other courses. 

(b) Carry-Over Credit. Except as provided in section 1500.13(b)(2), a newly admitted 
attorney who accumulates more than the 16 hours of credit required in the first year of 
admission to the Bar may carry over to the second year of admission to the Bar a 
maximum of eight (8) credits. Six (6) credits in excess of the 16-hour requirement in the 
second year of admission to the Bar may be carried over to the following biennial 
reporting cycle to fulfill the requirements of Subpart C. Credit in eethics and 
professionalism ereait and cybersecurity, 12rivacy and data 12rotection-ethics may not be 
carried over. 

* * * 

§ 1500.22 Minimum Requirements 

(a) Credit Hours. Each attorney shall compjete a minimum of 24 credit hours of 
accredited continuing legal education e,ach biennial reporting cycle in ethics and 
professionalism, skills, law practice managernent, areas of professional practice, er 
diversity , inclusion and el imination of bias, or cybersecurity , Qrivacy and data protection, 



at least four ( 4) credit hours of which shall be in ethics and professionalism.,_atIB at least 
one (1) credit hour of which shall be in diversity, inclusion and elimination of bias, and at 
least one (1) credit hour of which shall be in cybersecurity, privacy and data protection. 

Attorneys may apply a maximum of three (3) credit hours of cybersecurity, privacy and 
data protection-ethics to the four-credit hour ethics and professionalism requirement. 

Ethics and professionalism, skills, law practice management, areas of professional 
practice, atIB diversity , inclusion and elimination of bias, and cybersecurity, privacy and 
data protection are defined in § 1500.2. The ethics and professionalism and diversity, 
inclusion and elimination of bias components may be intertwined with other courses. 

Hon. Rolando T. Acosta 
Presiding Justice 
First Judicial Department 

H~~t~~ 
Presiding Justice 
Second Judicial Department 

Date: ~"'-'- \ o 1 .;l-o:,. '.l-

Ho~ y4-;v= 
Presiding Justice 
Third Judicial Department 

epartrnent 
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Rule 1.1 Competence 
(Rule Approved by the Supreme Court, Effective March 22, 2021) 

(a) A lawyer shall not intentionally, recklessly, with gross negligence, or repeatedly fail 
to perform legal services with competence.  

(b) For purposes of this rule, “competence” in any legal service shall mean to apply 
the (i) learning and skill, and (ii) mental, emotional, and physical ability reasonably* 
necessary for the performance of such service.  

(c) If a lawyer does not have sufficient learning and skill when the legal services are 
undertaken, the lawyer nonetheless may provide competent representation by (i) 
associating with or, where appropriate, professionally consulting another lawyer 
whom the lawyer reasonably believes* to be competent, (ii) acquiring sufficient 
learning and skill before performance is required, or (iii) referring the matter to 
another lawyer whom the lawyer reasonably believes* to be competent.  

(d) In an emergency a lawyer may give advice or assistance in a matter in which the 
lawyer does not have the skill ordinarily required if referral to, or association or 
consultation with, another lawyer would be impractical. Assistance in an 
emergency must be limited to that reasonably* necessary in the circumstances.  

Comment 

[1] The duties set forth in this rule include the duty to keep abreast of the changes in 
the law and its practice, including the benefits and risks associated with relevant 
technology. 

[2]  This rule addresses only a lawyer’s responsibility for his or her own professional 
competence. See rules 5.1 and 5.3 with respect to a lawyer’s disciplinary responsibility 
for supervising subordinate lawyers and nonlawyers.  

[3] See rule 1.3 with respect to a lawyer’s duty to act with reasonable* diligence. 

The repealed prior version of this rule that was effective from 
November 1, 2018 to March 22, 2021, and the Executive 

Summary concerning those amendments can be found here.

http://www.calbar.ca.gov/Portals/0/documents/rules/Rule_1.1-Exec_Summary-Redline.pdf
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THE STATE BAR OF CALIFORNIA 
STANDING COMMITTEE ON  

PROFESSIONAL RESPONSIBILITY AND CONDUCT 
FORMAL OPINION NO. 2020-203 

ISSUE: What are a lawyer’s ethical obligations with respect to unauthorized 
access by third persons to electronically stored confidential client 
information in the lawyer’s possession? 

DIGEST: Lawyers who use electronic devices which contain confidential client 
information must assess the risks of keeping such data on electronic 
devices and computers, and take reasonable steps to secure their 
electronic systems to minimize the risk of unauthorized access. In the 
event of a breach, lawyers have an obligation to conduct a reasonable 
inquiry to determine the extent and consequences of the breach and to 
notify any client whose interests have a reasonable possibility of being 
negatively impacted by the breach.  

AUTHORITIES 
INTERPRETED: Rules 1.1, 1.4, 1.6, 5.1, 5.2, and 5.3 of the Rules of Professional Conduct 

of the State Bar of California.1/
  

Business and Professions Code sections 6068(e) and 6068(m). 

Civil Code section 1798.82. 

INTRODUCTION 

Data breaches resulting from lost, stolen or hacked electronic devices and systems are a reality 
in today’s world. There are important ethical concerns when data breaches happen to lawyers 
and law firms since such events may involve the potential loss of, or unauthorized access to,
confidential client information2/ and, thus, may require a lawyer to take certain remedial steps 
to protect the client.

In Cal. State Bar Formal Opn. No. 2015-193, the Committee on Professional Responsibility and 
Conduct (“Committee”) discussed lawyers’ ethical obligations when dealing with e-discovery. In 

                                                
1/  Unless otherwise indicated, all references to “rules” in this opinion will be to the Rules of 
Professional Conduct of the State Bar of California. 
2/  The phrase “confidential client information” in this opinion includes not only attorney-client 
privileged communications, but more broadly all client information protected from disclosure under 
Business and Profession Code section 6068(e)(1) and rule 1.6. 
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Cal. State Bar Formal Opn. No. 2010-179, the Committee discussed ethical issues that arise 
when a lawyer accesses confidential client information on a laptop over public Wi-Fi or a home 
Wi-Fi network. In both opinions, the Committee adopted an approach that posed questions 
lawyers should consider in order to comply with the duties of competence and confidentiality. 
In light of ever-changing technology, the Committee concluded that an ongoing engagement 
with that evolving technology in the form of security issues to consider and reconsider was 
preferable to a “bright line” or categorical approach. 

This opinion extends that analysis to a broad range of cyber risks associated with the use of 
electronic devices and systems that contain confidential client information and connect to the 
internet and, thus, are theoretically accessible to anyone with an internet connection. 

STATEMENT OF FACTS 

Attorney A 

Attorney A’s laptop is stolen. Attorney A did not store confidential client information on the 
laptop, but only used the laptop to access such information remotely. Also, the laptop could not 
be accessed without biometric authentication. Attorney A’s law firm also installed software on 
the laptop that allowed it to be remotely locked down and erased. As soon as Attorney A 
realizes that the laptop has been stolen, Attorney A contacts law firm’s IT department and 
receives confirmation almost immediately that the laptop has been located, locked down, and 
wiped clean.   

Attorney B 

At the end of a busy day, Attorney B realizes that Attorney has lost Attorney’s smartphone. 
Attorney B regularly uses the smartphone to email and text clients and to access certain 
practice management software applications related to clients. The smartphone is only 
protected by a 4-character password and not any biometric security system. Attorney B does 
not have any software installed on the smartphone that allows it to be remotely tracked, locked 
down, and/or wiped clean. 

Before going to bed, Attorney B remembers that Attorney left the smartphone in a tote bag at 
the restaurant where Attorney had dinner with a friend. Attorney B immediately calls the 
restaurant, but it is closed. Attorney B goes to the restaurant when it opens the next morning 
and retrieves Attorney’s bag and smartphone which, the manager tells Attorney, was locked in 
a cabinet overnight. Nothing appears to be missing and the smartphone is still in the pocket of 
the bag where Attorney had left it. 

Law Firm C 

Law Firm C is a four member firm specializing in corporate law. Law Firm’s receptionist 
routinely receives emails sent to the firm (rather than to a specific attorney or staff member) 
and routes them to the appropriate person. Just before the end of the business day, the 
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receptionist receives an email from a business purporting to be Law Firm’s IT provider. The 
email looked entirely genuine and asked the receptionist to click on the attachment to allow 
the firm to do routine maintenance on Law Firm’s server. Receptionist did so which resulted in 
ransomware being installed on Law Firm’s network, immediately locking up the Law Firm’s 
computers, and displaying a message demanding that a sum of money be transferred 
electronically by cryptocurrency to unlock Law Firm’s computers. Law Firm C pays the ransom 
and regains access to its data. In consultation with security experts, Law Firm C determines that 
no client information was accessed and none of the matters being handled by Law Firm are 
negatively impacted by the delay. 

Attorney D 

Attorney D is outside counsel for a life sciences technology company (“Company”) for whom 
Attorney has been working on obtaining several very important patents. While on vacation, 
Attorney D goes to a coffee shop to check personal and work emails. Attorney D's laptop is not 
encrypted. Instead of using a virtual private network or personal hotspot to connect to the 
internet, Attorney accesses the shop’s public Wi-Fi network. Unknown to patrons or coffee 
shop staff, a hacker has set up a fake internet portal that resembles the one provided by the 
coffee shop. Attorney D does not realize that Attorney actually logged on to that fake Wi-Fi 
network. 

Attorney D returns to the same coffee shop the next day and notices a sign warning patrons 
about the fake Wi-Fi. After returning to the office the following week, Attorney D has the law 
firm’s technology team examine the laptop. The technology team concludes that someone had 
accessed certain files on the laptop related to Company’s patents while Attorney D was 
connected to the fake Wi-Fi network. Since Attorney D did not review those files on that day, it 
appears reasonably likely that an unauthorized user had done so. 

DISCUSSION 

A. Duty of Competence and Confidentiality 

The duty of competence (rule 1.1) and the duty to safeguard clients’ confidences and secrets 
(rule 1.6 and Bus. & Prof. Code, § 6068(e)) require lawyers to make reasonable efforts to 
protect such information from unauthorized disclosure or destruction. The threshold 
requirement is for lawyers to have a basic understanding of the “benefits and risks associated 
with relevant technology.” Cal. State Bar Formal Opn. No. 2015-193; see also Comment [8] to 
ABA Model Rule 1.1.3/ This general principle requires lawyers to have a basic understanding of 

                                                
3/  Although the California rules do not include a Comment similar to Comment [8] of ABA Model Rule 
1.1, the Committee cited to that Comment in support of the Committee’s analysis in Formal Opn. 2015-
193. At the time this opinion was published, the Board of Trustees has adopted for submission to the 
California Supreme Court for approval, a new Comment [1] to rule 1.1 which states: “The duties set forth 
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the risks posed when using a given technology and, if necessary, obtain help from appropriate 
technology experts on assessing those risks and taking reasonable steps to prevent data 
breaches which potentially can harm clients.4/ The threshold obligation to understand the risks 
is satisfied by learning where and how confidential client information is vulnerable to 
unauthorized access. This inquiry must be made with respect to each type of electronic device 
or system as they have been or are incorporated into the lawyer’s practice. 

For example, computer systems can be breached by inadvertently clicking on a link in a 
seemingly legitimate “phishing” email or text message or by installing an unvetted software 
application which can install malicious software on the system. Portable electronic devices can 
be accessed if security precautions, such as passwords, are disabled or inadequate. Data on a 
laptop computer can be accessed if the laptop is connected to a public or other inadequately 
secured network and if the data is not properly protected. And the threats vary and widen as 
data thieves develop their attack strategies and as technologies develop. Thus, lawyers must 
understand how their particular use of electronic devices and systems pose risks of 
unauthorized access, they must be knowledgeable about the options available at any given 
point in time to minimize those risks (including how best to store or control access to said 
information), and they then must implement reasonable security measures in light of the risks 
posed. In addition, because law firms are frequent targets, law firms should consider whether 
rule 5.1 requires law firms to prepare a data breach response plan so that all stakeholders know 
how to respond when a breach occurs.5/

ABA Formal Opn. No. 18-483 (Lawyer’s Obligations After an Electronic Data Breach or 
Cyberattack) provides a useful list of competence-based duties that explain the requirement of 
“reasonable efforts” in addressing the potential for inadvertent disclosure of confidential client 
information due to a data breach: 

· The obligation to monitor for a data breach: “lawyers must employ reasonable efforts to 
monitor the technology and office resources connected to the internet, external data 
sources, and external vendors providing services relating to data and the use of data.” 
Id. at p. 5. 

                                                                                                                                                            
in this rule include the duty to keep abreast of the changes in the law and its practice, including the 
benefits and risks associated with relevant technology.”
4/  This Committee recognizes that while lawyers are not required to become technology experts and 
master the complexities and deficiencies of the security features of each technology available, lawyers 
owe clients a duty to have a basic understanding of the protections afforded by the technology used in 
their practice. If a lawyer lacks the necessary competence to assess the security of the technology, the 
lawyer must seek additional information, or consult with someone who possesses the necessary 
knowledge, such as an information technology consultant. (Cal. State Bar Formal Opn. Nos. 2012-184, 
2010-179.) 
5/  ABA Formal Opn. No. 18-483 at pp. 6-7, and the ABA Cybersecurity Handbook, identify various 
considerations in developing a data breach response plan. 
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· When a breach is detected or suspected, lawyers must “act reasonably and promptly to 
stop the breach and mitigate damage resulting from the breach.” Id. at p. 6. A 
preferable approach is to have a data breach plan in place “that will allow the firm to 
promptly respond in a coordinated manner to any type of security incident or cyber 
intrusion.” Id. at p. 6. 

· Investigate and determine what happened: “Just as a lawyer would need to assess 
which paper files were stolen from the lawyer’s office, so too lawyers must make 
reasonable attempts to determine whether electronic files were accessed, and if so, 
which ones. A competent attorney must make reasonable efforts to determine what 
occurred during the data breach.” Id. at p. 7. 

The duty to make reasonable efforts to preserve confidential client information does not create 
a strict liability standard nor does the duty “require the lawyer to be invulnerable or 
impenetrable.” ABA Formal Opn. No. 18-483 at p. 9. The precise nature of the security 
measures that attorneys are expected to take depends on the circumstances. But, as the ABA 
has noted, “a legal standard for ‘reasonable’ security is emerging. That standard rejects 
requirements for specific security measures (such as firewalls, passwords, or the like) and 
instead adopts a fact-specific approach to business security obligations that requires a ‘process’ 
to assess risks, identify and implement appropriate security measures responsive to those risks, 
verify that the measures are effectively implemented, and ensure that they are continually 
updated in response to new developments.” Id. (quoting from the 2017 ABA Cybersecurity 
Handbook at p. 73). 

“Reasonable efforts” are those which are reasonably calculated under the circumstances to 
minimize particular identified risks. For example, when law firm personnel work on client 
matters remotely, the law firm must ensure that all data flowing to and from those remote 
locations and the firm’s servers or cloud storage is adequately secured. The particular method 
or methods selected (VPN, encryption, etc.) will reflect the firm’s due consideration of the risks, 
the relative ease of use of different security precautions, time that would have to be spent 
training staff, and the like. Some security precautions are so readily available and user-friendly 
(such as the ability to locate and lock down portable devices in the event of loss or theft), that 
failure to implement them could be deemed unreasonable. Others will require a deeper 
assessment. 

Finally, in law firms with subordinate lawyers, the lawyers with management or supervisory 
responsibilities should be aware of their obligations under rules 5.1 and 5.3. Rule 5.1(a) 
requires lawyers with “managerial authority in a law firm [to] make reasonable efforts to 
ensure that the firm has in effect measures giving reasonable assurance that all lawyers in the 
firm comply with these rules and the State Bar Act.” Thus, lawyers with managerial authority 
within a law firm must make a reasonable effort to establish internal policies and procedures 
designed to protect confidential client information from the risk of inadvertent disclosure and 
data breaches as a result of technology use, which includes monitoring the use of technology 
and office resources connected to the internet and external data sources. ABA Formal Opn. No. 
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18-483. The law firm should also consider whether they are required to proactively establish 
protocols for responding to and addressing potential data breaches. Rule 5.1(b) requires 
supervisory attorneys to ensure that subordinate attorneys within the firm comply with the 
rules and policies and procedures established by the firm. And rule 5.3 makes these principles 
applicable to non-lawyer staff. 

Thus, part of the risk assessment process should include reasonable efforts to ensure that all 
firm members appreciate the risks involved in keeping confidential client information on 
electronic systems and the steps that the firm’s managers have implemented to minimize the 
risk of unauthorized disclosure. Because the risk-assessment process is on-going, particularly 
with the introduction of new technologies and new threats, this duty would require managers 
and supervisors to establish ongoing and evolving protective measures with respect to the use 
of its technology, and regularly monitoring the same, and to keep subordinate lawyers and staff 
up to date as new measures are implemented. 

However, under rule 5.2, subordinate lawyers have independent ethical obligations to protect 
confidential client information as part of their duty of competence. Thus, subordinate lawyers 
should not blindly follow firm technological rules that are unreasonable or rely on the absence 
of a firm rule where there should be one. See Comment to rule 5.2. 

B. Duty of Disclosure 

Rule 1.4(a)(3) and Business and Professions Code section 6068(m) require attorneys to keep 
their clients6/ “reasonably informed about significant developments” relating to the attorney’s 
representation of the client. Neither rule nor case law define what events qualify as 
“significant.” (See, e.g., Tuft et al., Cal. Practice Guide: Professional Responsibility (The Rutter 
Group 2018) Ch. 6-B, § 6:128, acknowledging that what is “significant” under these provisions 
varies with each client’s needs and the nature of the representation.) Nevertheless, the 
relevant authorities have uniformly concluded that the misappropriation, destruction, or 
compromising of confidential client information, or a cyber breach that has significantly 
impaired the lawyer’s ability to provide legal services to clients, is a “significant development” 
that must be communicated to the client. See, e.g., ABA Formal Opn. No. 18-483 at p. 10; New 

                                                
6/  This opinion focuses on current clients and does not address the duty of disclosure owed to former 
clients. For discussion concerning a lawyer’s duty to notify a former client of a data breach, compare 
ABA Formal Opn. No. 18-483 at pp. 13-14 (declining to impose a duty to notify a former client under the 
Model Rules of Professional Conduct, while noting that data privacy laws, common law duties of care 
and contractual arrangements with clients may give rise to such a duty) and Maine Professional Ethics 
Commission Opinion No. 220 “Cyberattack and Data Breach: The Ethics of Prevention and Response” 
issued on April 11, 2019 (opining, based on its interpretation of Maine’s Rules of Professional Conduct, 
Rule 1.9, that “a former client is entitled to no less protection and candor than a current client in the 
case of compromised secrets and confidences. A former client must be timely notified regarding a 
cyberattack or data breach that has, or may have, exposed the client’s confidences or secrets.”) 
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York State Bar Association Ethics Opn. No. 842 (2010) (involving a data breach of a cloud 
storage provider); ABA Formal Opn. No. 95-398. 

ABA Formal Opn. No. 18-483 describes a “data breach” as a “data event where material client 
confidential information is misappropriated, destroyed, or otherwise compromised, or where a 
lawyer’s ability to perform the legal services for which the lawyer is hired is significantly 
impaired by the episode.” ABA 18-483 at p. 4.7/ Thus, not all events involving lost or stolen 
devices, or unauthorized access to technology, would necessarily be considered a data breach. 
Consistent with their obligation to investigate a potential data breach, however, lawyers and 
law firms should undertake reasonable efforts, likely through the use of individuals with 
expertise in such investigations, to ascertain, among other things, the identity of the clients 
affected, the amount and sensitivity of the client information involved, and the likelihood that 
the information has been or will be misused to the client’s disadvantage. This will assist in 
determining whether there is a duty to disclose. If the lawyer or law firm is unable to make such 
a determination, the client should be advised on that fact. Id. at p. 14. 

Lawyers and clients may also differ as to what events would trigger the duty to disclose. The 
key principle, however, in considering whether the event rises to the level of a data breach, is 
whether the client’s interests have a “reasonable possibility of being negatively impacted.” ABA 
18-483 at p. 11. Certainly disclosure is required in situations where a client will have to make 
decisions relevant to the breach, such as the need to take mitigating steps to prevent or 
minimize the harm, or to analyze how the client’s matter should be handled going forward in 
light of a breach. When in doubt, lawyers should assume that their clients would want to know 
and should err on the side of disclosure. 

C. If Disclosure to Clients is Required, When and What Must be Disclosed? 

In all cases involving a data breach, disclosure to clients must be made as soon as reasonably 
possible so that the affected clients can take steps to ameliorate the harm.8/ For example, 
affected clients might want or need to change passwords and modify or delete online accounts. 
However, it may be reasonable for the lawyer, through the use of a security expert, to attempt 
to ascertain the nature and extent of the potential breach prior to communicating this 
information to the client. The more that is known related to the breach, including exactly what 
information might have been accessed, the better the response plan. Given the obligation to 
preserve client confidences, secrets and propriety information, it is appropriate to assume that 

                                                
7/  The Committee believes this description is useful in understanding what constitutes a data breach 
for the purpose of this opinion and discussion, and has adopted the same approach here. 
8/   Lawyers and law firms should also consider notifying insurance carriers as soon as possible of any 
circumstances giving rise to a potential breach to put the carrier on notice. While typically such acts are 
only covered by specific Cyber Coverage policies, not Lawyer’s Professional Liability (LPL) or Commercial 
General Liability (CGL) policies, these policies typically have fairly short time limits within which notice 
must be given. 
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reasonable clients would want to be notified if any of that information was acquired or 
reasonably suspected of being acquired by unauthorized persons. 

With respect to the details of a required disclosure, the attorney “shall explain a matter to the 
extent reasonably necessary to permit the client to make informed decisions” as to what to do 
next, if anything. (Rule 1.4(b)). “In a data breach scenario, the minimum disclosure required to 
all affected clients under Rule 1.4 is that there has been unauthorized access to or disclosure of 
its information, or that unauthorized access or disclosure is reasonably suspected of having 
occurred. Lawyers must advise clients of the known or reasonably ascertainable extent to which 
client information was accessed or disclosed.” ABA 18-483 at p. 14. 

Lawyers may also have notification obligations under Civil Code section 1798.82 and federal 
and international laws and regulations such as HIPAA and the EU General Data Protection 
Regulation. 

D. The Factual Scenarios 

Although Attorney A’s laptop is stolen and it could be used to access confidential client 
information, the risk of unauthorized access to such information was mitigated by Attorney A 
and law firm’s policies for addressing these types of cyber risks. First, Attorney A did not store 
confidential client information on the laptop, but only used the laptop to access such 
information remotely. Second, Attorney A had a biometric security system on the laptop 
reducing the chances that it could be hacked by an unauthorized user. Third, Attorney A’s law 
firm had the ability to quickly and easily locate, lock, and wipe clean the laptop, almost 
guaranteeing that there was no unauthorized access to any confidential client information. 
Under these facts, where there is no evidence of unauthorized access or harm, Attorney A 
would not have a duty to disclose to any client the fact that Attorney lost the laptop. 

Attorney B’s temporary loss of a smartphone, under these circumstances, is unlikely to be 
considered a data breach, particularly if Attorney B can obtain assurances from the restaurant 
owner/staff that only the restaurant had access to it and that no one accessed the phone’s 
contents after Attorney B left. Because it does not appear that the data on Attorney B’s phone 
was misappropriated, destroyed, or compromised, the temporary loss of the phone is unlikely 
to constitute a significant development and no duty to disclose would likely be triggered.  

Under these circumstances, however, Attorney B and Attorney B’s law firm should consider 
whether it should require all law firm attorneys to have stronger passwords, or use biometric 
security systems on firm issued smartphones, or if the law firm should prohibit their attorneys 
from accessing client data, including emails, on the attorneys’ personal smartphones. The firm 
should also consider requiring all smart phones used for firm matters to have software installed 
to locate, lock, and wipe devices if they are lost or stolen, and specific protocols for managing 
such scenarios. Next time, Attorney B may not be so confident in Attorney’s assessment that no 
client data was accessed, particularly if the phone is one day stolen. For example, it is possible 
that Attorney B’s cell phone provider could have locked down the phone remotely, but 
Attorney B did not consider this option or look to the law firm for advice on handling this 
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situation. Finally, when electronic devices are temporarily lost or misplaced, the law firm should 
consider whether its policies should include requiring its IT team to examine those devices once 
the device is recovered in order to determine whether any unauthorized access took place. 

The situation of Law Firm C involves a common entry point for hackers: malware attached to a 
seemingly legitimate email, also referred to as “phishing.” Given the ubiquity of this method of 
gaining access, solo practitioners and firms must consider implementing reasonable 
precautions, such as staff and attorney trainings warning of this risk and protocols for handling 
incoming emails. Law Firm C has certainly been inconvenienced by the cyber breach, but the 
firm has confirmed that none of its clients were actually or potentially harmed because no 
confidential client information was accessed, and the short delay did not impair the firm’s 
attorneys from continuing to provide necessary legal services to its clients. Therefore, the firm 
would not be required to disclose the incident. On the other hand, if the consultant could not 
preclude actual or potential unauthorized access, a risk of client harm remains and disclosure 
would be required. 

Attorneys who keep confidential information on their devices ought to be aware that accessing 
public Wi-Fi or other unsecure networks may open another access point for hackers. This is 
illustrated by Attorney D’s exposing confidential information to anyone with the ability to 
electronically “eavesdrop” on the Attorney’s keystrokes. Attorneys who work on client matters 
remotely must consider the risks of harm and take reasonable precautions, as discussed above, 
to prevent unauthorized disclosure. Cal. State Bar Formal Opn. No. 2010-179 at p. 6 (discussing 
the use of a laptop in unsecured and secured settings). Attorney D’s failure to secure their 
online communications exposed confidential information to a hacker and it is unknown if, or to 
what extent, the hacker would or could use such information. It is this Committee’s view that 
Attorney D risked violating the duties of confidentiality and competence by using a public 
wireless connection without taking appropriate precautions, such as the use of encryption, a 
VPN or other protective measures. (Cal. State Bar Formal Opn. No. 2010-179.) 

Since the law firm was able to confirm the unauthorized access of confidential client 
information, Attorney D and the law firm must notify the client, Company, as soon as possible. 
Although it is unknown if or how the hacker might use the information, because of the sensitive 
nature of the information to Company’s business, the misappropriation would constitute a 
significant development and require appropriate notice to the client. “[D]isclosure will be 
required if material client information was actually or reasonably suspected to have been 
accessed, disclosed or lost in a breach.” ABA 18-483 at p. 14.  

Once a disclosure is made, Attorney D and the law firm can evaluate with Company the 
likelihood that the information will used by the hacker and may decide to speed up the timeline 
for obtaining the relevant patents related to the information that was inadvertently disclosed 
to mitigate potential harm.9/ Of course, the event would also require Attorney D and the law 
                                                
9/  In addition, because Attorney D’s handling of confidential client information may constitute an error 
giving rise to a potential malpractice claim, Attorney D and law firm should also consider whether a 
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firm to take appropriate remedial steps in terms of evaluating the firm’s policies related to 
attorney’s accessing firm devices from unsecured locations. It should also consider reinforcing 
policies requiring attorneys to promptly address any irregularities or suspicions related to 
potential data breaches with the firm’s technology officers as soon as they are discovered. 

CONCLUSION 

The use of computers and portable electronic devices by lawyers is now ubiquitous and has 
increased the risk of client confidential client information being accessed by unauthorized 
users. Lawyers must assess the risks involved in the use of electronic devices and systems that 
contain, or access, confidential client information and to take reasonable precautions to ensure 
that that information remains secure. This duty extends to law firms whose managers must 
make a reasonable effort to establish internal policies and procedures designed to protect 
confidential client information from the risk of inadvertent disclosure and data breaches as a 
result of technology use, to monitor such use, and to stay abreast of current trends and risks. 
The creation of a data breach response plan may also be required to identify the risks posed to 
the firm’s then-current use of technology and feasible precautions. 

This opinion is issued by the Standing Committee on Professional Responsibility and Conduct of 
the State Bar of California. It is advisory only. It is not binding upon the courts, the State Bar of 
California, its Board of Trustees, any persons, or tribunals charged with regulatory 
responsibilities, or any licensee of the State Bar. 

                                                                                                                                                            
conflict of interest has arisen between the law firm and client such that the law firm should also comply 
with rule 1.7 in disclosing this significant development to client. (See also Cal. State Bar Formal Opn. No. 
2019-197).
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For more information about state-specific data breach notification laws, see State Q&A Tool, Data Breach Notification Laws.
For more on US data breach notification laws generally and tips on how to prepare for and respond to a data security breach,
see Practice Note, Cyber Incident and Data Breach Notification. For a sample breach notice letter to individuals, see Standard
Document, Data Security Breach Notice Letter.

State
 

State
Agency
 

Notice to State Agency
Timing
 

Affected Individual
Threshold
 

Content and Method of State
Agency Notice
 

Alabama
 

(Ala. Code §
8-38-6)
 

Attorney
General
 

Notice must be provided
as expeditiously as
possible and without
unreasonable delay,
but no later than 45
days following either the
covered entity's:
 

• Discovery and
determination
that the breach is
reasonably likely
to cause harm to
individuals.

• Receipt of notice
from a third-party
agent.

More than 1,000
individuals
 

Written notice must include:
 

• A synopsis of the events
surrounding the breach.

• The approximate number
of affected individuals.

• Any free services the
covered entity has, or
will, offer to individuals in
relation to the breach and
instructions on how to use
the services.

• Contact information
for the covered entity's
employee or agent who
can provide additional
information about the
breach.

Alaska
 

(Alaska
Stat. Ann. §
45.48.010(c))
 

Attorney
General
 

In lieu of a general agency
notice requirement, notice
to affected individuals is
not required if the entity:
 

• Investigates.

• Determines there
is not a reasonable
likelihood that
harm to affected
individuals has

Only if no residents are
notified
 

The statute only specifies
written notice is required but
does not set out the notice's
content.
 

https://1.next.westlaw.com/QACompare/Builder/State?topicGuidReferrer=I0f47bb0e879a11e498db8b09b4f043e0&originationContext=document&transitionType=PLDocumentLink&ppcid=251a923a8982451d9319c9ec702baac8&contextData=(sc.Search)#/questions?topicName=Data Breach Notification Laws 
https://www.westlaw.com/Document/I03f4d971eee311e28578f7ccc38dcbee/View/FullText.html?originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search) 
https://www.westlaw.com/Document/I03f4d96feee311e28578f7ccc38dcbee/View/FullText.html?originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search) 
https://www.westlaw.com/Document/I03f4d96feee311e28578f7ccc38dcbee/View/FullText.html?originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000002&cite=ALSTS8-38-6&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=96AC25309BF7F321587744FC538A8F7BF44C83D8320DCE134A10E870588878A7&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000002&cite=ALSTS8-38-6&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=96AC25309BF7F321587744FC538A8F7BF44C83D8320DCE134A10E870588878A7&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000003&cite=AKSTS45.48.010&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=D0ABE36E09D4060BC922F5A7D6113B3197AE1BA0A077B65645FE5178F7AF4868&contextData=(sc.Search)#co_pp_4b24000003ba5 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000003&cite=AKSTS45.48.010&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=D0ABE36E09D4060BC922F5A7D6113B3197AE1BA0A077B65645FE5178F7AF4868&contextData=(sc.Search)#co_pp_4b24000003ba5 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000003&cite=AKSTS45.48.010&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=D0ABE36E09D4060BC922F5A7D6113B3197AE1BA0A077B65645FE5178F7AF4868&contextData=(sc.Search)#co_pp_4b24000003ba5 
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resulted or will result
from the breach.

• Notifies the Attorney
General.

Arizona
 

(A.R.S. §
18-552(B)(2))
 

Attorney
General and
the Arizona
Department
of Homeland
Security
 

Notice must be made
within 45 days after
determining a breach
occurred.
 

More than 1,000
individuals
 

The statute does not set out the
notice's content. Notice must be
made by providing the Attorney
General and Department of
Homeland Security with either:
 

• A copy of the notice sent
to affected individuals.

• Written notice using a
form prescribed by the
Attorney General or the
Department of Homeland
Security Director.

If either agency does not
provide a common form, the
entity may submit a copy of the
same notification it submits to
the other agency.
 

The Attorney General maintains
an electronic breach form
(see Arizona Attorney General:
Notification of Data Breach).
 

Arkansas
 

(Ark. Code Ann.
§ 4–110–105(b)
(2))
 

Attorney
General
 

Notice must be made on
the earlier of:
 

• The same time
affected individuals
are notified.

• Within 45 days after
determining there
is a reasonable
likelihood of harm to
customers.

More than 1,000
individuals
 

The method and content of
notice are not specified in
the statute, but the Attorney
General maintains an optional
breach notification form (see
Arkansas Attorney General:
Data Breach Reporting).
 

https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000251&cite=AZSTS18-552&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=0E195264CAA6384540BF57A74B0F6431DB4CA505D9DF983EEDEB3BC4A2D620D6&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000251&cite=AZSTS18-552&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=0E195264CAA6384540BF57A74B0F6431DB4CA505D9DF983EEDEB3BC4A2D620D6&contextData=(sc.Search) 
https://www.azag.gov/consumer/data-breach/notification-form 
https://www.azag.gov/consumer/data-breach/notification-form 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000004&cite=ARSTS4-110-105&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=BDD5AF43D4C6F6A1B5331E8D58D723B4397C12788EAD95363CE780D482C14B55&contextData=(sc.Search)#co_pp_c0ae00006c482 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000004&cite=ARSTS4-110-105&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=BDD5AF43D4C6F6A1B5331E8D58D723B4397C12788EAD95363CE780D482C14B55&contextData=(sc.Search)#co_pp_c0ae00006c482 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000004&cite=ARSTS4-110-105&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=BDD5AF43D4C6F6A1B5331E8D58D723B4397C12788EAD95363CE780D482C14B55&contextData=(sc.Search)#co_pp_c0ae00006c482 
https://arkansasag.gov/resources/contact-us/data-breach-reporting/ 
https://arkansasag.gov/resources/contact-us/data-breach-reporting/ 
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However, the notice
requirement only applies to
those that both:
 

• Maintain
computerized
data that includes
personal information
they do not own.

• Must notify the
owner or licensee of
the data breach.

California
 

(Cal. Civ. Code §
1798.82(f))
 

Attorney
General
 

Notice timing not specified.
 

More than 500 California
residents
 

Notice must:
 

• Include a single sample
copy of the notice to
affected individuals,
excluding any personally
identifiable information.

• Be submitted
electronically using
California's security
breach reporting form.

For California's breach
reporting form, see California
Attorney General: Data Security
Breach Reporting.
 

Colorado
 

(Colo. Rev.
Stat. Ann. §
6-1-716(2)(f)(I))
 

Attorney
General
 

Notice must be made
in the most expedient
time possible and without
unreasonable delay, but
not later than 30 days after
determining the breach
occurred, unless an
investigation determines
the information has not
been and is unlikely to be
misused.
 

500 Colorado residents
 

The content and method of
notice are not specified in
the statute, but the Attorney
General maintains an optional
online form for reporting data
breaches (see Colorado
Attorney General: Report a Data
Breach).
 

https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000200&cite=CACIS1798.82&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=DC59AC0F38CE38881815696EC2613E062494CBD45FEFA8B8CDC60A2A9E6A364B&contextData=(sc.Search)#co_pp_ae0d0000c5150 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000200&cite=CACIS1798.82&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=DC59AC0F38CE38881815696EC2613E062494CBD45FEFA8B8CDC60A2A9E6A364B&contextData=(sc.Search)#co_pp_ae0d0000c5150 
https://oag.ca.gov/privacy/databreach/reporting 
https://oag.ca.gov/privacy/databreach/reporting 
https://oag.ca.gov/privacy/databreach/reporting 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000517&cite=COSTS6-1-716&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=F519A86B4127E95C7F5A6509E588BF795A6DF0895B1447B401E325E61D2BFF00&contextData=(sc.Search)#co_pp_ad000000b4914 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000517&cite=COSTS6-1-716&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=F519A86B4127E95C7F5A6509E588BF795A6DF0895B1447B401E325E61D2BFF00&contextData=(sc.Search)#co_pp_ad000000b4914 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000517&cite=COSTS6-1-716&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=F519A86B4127E95C7F5A6509E588BF795A6DF0895B1447B401E325E61D2BFF00&contextData=(sc.Search)#co_pp_ad000000b4914 
https://coag.gov/resources/data-protection-laws/ 
https://coag.gov/resources/data-protection-laws/ 
https://coag.gov/resources/data-protection-laws/ 
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Connecticut
 

(Conn. Gen.
Stat. Ann. §
36a-701b(b)(2)
(A))
 

Attorney
General
 

Notice must be provided
no later than the time
notice is provided to
affected individuals.
 

None, any resident
notice triggers
the agency notice
requirement.
 

The content and method of
notice are not specified in
the statute, but the Attorney
General maintains an online
form for submitting a breach
notification (see Connecticut
Attorney General: Reporting a
Breach of Security Involving
Computerized Data).
 

Delaware
 

(6 Del. C. §
12B-102(d))
 

Attorney
General
 

Notice must be provided
no later than the time
notice is provided to
affected residents.
 

More than 500 Delaware
residents
 

The content and method of
notice are not specified in
the statute, but the Attorney
General provides both a web
form and a fillable PDF form for
providing notice (see Delaware
Attorney General: Data Security
Breaches).
 

District of
Columbia
 

(D.C. Code §
28-3852(b-1))
 

Attorney
General
 

Notice must be made
in the most expedient
manner possible and
without unreasonable
delay, but not later than the
time notice is provided to
affected residents.
 

50 DC residents
 

Written notice must include a
sample of the notice given to
affected residents and:
 

• The name and contact
information of the person
or entity:

• reporting the
breach; and

• that experienced the
breach.

• The nature of the breach.

• The types of affected
personal information.

• The number of affected
DC residents.

• The breach's cause,
including the relationship
between the person

https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000264&cite=CTSTS36A-701B&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=D87014827215795C6231F813E4DBF690762DC84A08948F7311319F396E7D949D&contextData=(sc.Search)#co_pp_1eca000045f07 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000264&cite=CTSTS36A-701B&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=D87014827215795C6231F813E4DBF690762DC84A08948F7311319F396E7D949D&contextData=(sc.Search)#co_pp_1eca000045f07 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000264&cite=CTSTS36A-701B&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=D87014827215795C6231F813E4DBF690762DC84A08948F7311319F396E7D949D&contextData=(sc.Search)#co_pp_1eca000045f07 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000264&cite=CTSTS36A-701B&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=D87014827215795C6231F813E4DBF690762DC84A08948F7311319F396E7D949D&contextData=(sc.Search)#co_pp_1eca000045f07 
https://portal.ct.gov/AG/General/Report-a-Breach-of-Security-Involving-Computerized-Data 
https://portal.ct.gov/AG/General/Report-a-Breach-of-Security-Involving-Computerized-Data 
https://portal.ct.gov/AG/General/Report-a-Breach-of-Security-Involving-Computerized-Data 
https://portal.ct.gov/AG/General/Report-a-Breach-of-Security-Involving-Computerized-Data 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000005&cite=DESTT6S12B-102&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=E1F5D1FE7399F59E2A9DD9A87DB47C666A4A5C63123631898A2E462289F60DA4&contextData=(sc.Search)#co_pp_5ba1000067d06 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000005&cite=DESTT6S12B-102&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=E1F5D1FE7399F59E2A9DD9A87DB47C666A4A5C63123631898A2E462289F60DA4&contextData=(sc.Search)#co_pp_5ba1000067d06 
https://attorneygeneral.delaware.gov/fraud/cpu/securitybreachnotification/ 
https://attorneygeneral.delaware.gov/fraud/cpu/securitybreachnotification/ 
https://attorneygeneral.delaware.gov/fraud/cpu/securitybreachnotification/ 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000869&cite=DCCODES28-3852&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=CC922D440C3ED33C8961FFF884250F35EFE71E4AA20F5E9DC90256D49019DB06&contextData=(sc.Search)#co_pp_0023000020904 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000869&cite=DCCODES28-3852&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=CC922D440C3ED33C8961FFF884250F35EFE71E4AA20F5E9DC90256D49019DB06&contextData=(sc.Search)#co_pp_0023000020904 
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who experienced the
breach and the person
responsible for the
breach, if known.

• Any remedial action the
covered entity has taken,
including steps to assist
affected DC residents.

• The date and time frame
of the breach, if known.

• The corporate
headquarters' address
and location, if outside of
DC.

• Any knowledge of non-US
involvement.

Florida
 

(§ 501.171(3),
(4)(c), Fla. Stat.)
 

Department
of Legal
Affairs
 

Notice must be provided
as expeditiously as
practicable, but no
later than 30 days after
determination of a breach
or reason to believe a
breach occurred. The
entity may receive 15
additional days to provide
notice to individuals if
good cause for the delay
is provided in writing to
the department before
the original time period
expires.
 

If the covered entity
investigates, consults with
law enforcement, and
determines that it does
not need to notify affected
individuals because the
breach does not meet the
harm threshold, it must

500 individuals in
Florida, or if no
individuals are notified
 

Written notice must include:
 

• A synopsis of the events
surrounding the breach
at the time notice is
provided.

• The number of individuals
in Florida actually or
potentially affected by the
breach.

• Any free services
related to the breach
the covered entity is
offering to individuals and
instructions on how to use
these services.

• A copy of the notice
sent to individuals or
an explanation of the
other actions taken in

https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000006&cite=FLSTS501.171&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=DA7A9AE81D0952D128A97FA86CC52A0909F808806EE5A1F9AFBD09E5CA99764A&contextData=(sc.Search)#co_pp_d08f0000f5f67 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000006&cite=FLSTS501.171&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=DA7A9AE81D0952D128A97FA86CC52A0909F808806EE5A1F9AFBD09E5CA99764A&contextData=(sc.Search)#co_pp_1ab60000ad040 
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notify the Department of
Legal Affairs within 30
days.
 

connection with providing
notice to affected
individuals.

• The name, address,
telephone number, and
email address of the
covered entity's agent
from whom additional
information about the
breach may be obtained.

Hawaii
 

(HRS §
487N-2(f))
 

Office of
Consumer
Protection
 

Notice must be made
without unreasonable
delay.
 

More than 1,000 Hawaii
individuals
 

Written notice must specify
the timing, distribution, and
content of the notice to affected
residents.
 

Illinois
 

(815 ILCS
530/10(e)(2))
 

Attorney
General
 

Notice must be made
in the most expedient
time possible and without
unreasonable delay, but no
later than when affected
individuals are notified.
 

More than 500 Illinois
residents
 

Notice must include:
 

• A description of the
nature of the breach or
unauthorized acquisition
or use. If the date of the
breach is unknown at the
time the notice is sent,
the covered entity must
provide this information as
soon as possible.

• The number of affected
Illinois residents.

• Any steps the covered
entity has taken or plans
to take related to the
breach.

The statute does not specify
the method of notice, but the
Attorney General provides a
dedicated email address for
reporting security breaches
(databreach@ilag.gov) and
recommends the notice

https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000522&cite=HISTS487N-2&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=775E699EB5518F27536F65478100CA5CE92E2B3E23D4AB0A588EFE55D769B1C9&contextData=(sc.Search)#co_pp_ae0d0000c5150 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000522&cite=HISTS487N-2&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=775E699EB5518F27536F65478100CA5CE92E2B3E23D4AB0A588EFE55D769B1C9&contextData=(sc.Search)#co_pp_ae0d0000c5150 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000008&cite=ILSTC815S530%2f10&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=4DECFF5515E381D4D75203BCD8B4381C671F08AAFB7D2C70E6CC150AF911A343&contextData=(sc.Search)#co_pp_1184000067914 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000008&cite=ILSTC815S530%2f10&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=4DECFF5515E381D4D75203BCD8B4381C671F08AAFB7D2C70E6CC150AF911A343&contextData=(sc.Search)#co_pp_1184000067914 
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also include the following
information:
 

• The name of the person
reporting, the name of
the covered entity, and
contact information.

• The types of personal
information compromised.

• The date and timeframe of
the breach, if known.

• Whether the notification
was delayed due to a law
enforcement investigation
and, if applicable,
the law enforcement
representative's contact
information.

• Any steps the covered
entity has taken to notify
affected consumers.

• The date and types of any
consumer data security
breach notices sent,
including a consumer
notification template, if
applicable.

• The types of consumer
credit monitoring, fraud
prevention and detection
services, or identity theft
monitoring, if offered.

(See Illinois Attorney General:
Data Breach Reporting.)
 

Indiana
 

Attorney
General

Notice must be made
without unreasonable

None, any resident
notification triggers

The content and method of
notice are not specified in

https://illinoisattorneygeneral.gov/consumers/hotline.html 
https://illinoisattorneygeneral.gov/consumers/hotline.html 
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(Ind. Code §§
24-4.9-3-1(c)
and 24-4.9-3-3)
 

 delay, but no later than 45
days after discovery of the
breach.
 

the agency notice
requirement.
 

the statute, but the Attorney
General maintains an online
breach notification form (see
Attorney General: Security
Breach FAQs & Notification
Form for Businesses).
 

The Attorney General
recommends that covered
entities include a sample or
copy of the notice sent to
affected individuals.
 

Iowa
 

(Iowa Code Ann.
§ 715C.2(8))
 

Attorney
General's
Office,
Director
of the
Consumer
Protection
Division
 

Notice must be made
within five business days
after notice to any affected
consumer.
 

More than 500 Iowa
residents
 

The statute specifies that the
notice must be written but does
not set out the method.
 

Louisiana
 

(La. R.S.
51:3077; LAC
16.III.701)
 

Attorney
General's
Office,
Consumer
Protection
Section
 

Notice must be made
within ten days of
distribution of notice to
Louisiana citizens.
 

None, any resident
notice triggers
the agency notice
requirement.
 

Written notice by mail and
must include the names of all
Louisiana citizens affected by
the breach.
 

Maine
 

(10 M.R.S.A. §
1348(5))
 

State
regulators
in the
Department
of
Professional
and
Financial
Regulation, if
appropriate,
or Attorney
General
 

Notice timing not specified.
 

None, any resident
notice triggers
the agency notice
requirement.
 

The statute does not specify the
content or method of notice, but
the Attorney General maintains
an online breach notification
form that covered entities
can use to satisfy their notice
obligations (see Maine Attorney
General: Maine Security Breach
Reporting Form).
 

Maryland
 

Attorney
General
 

Notice must be made
before notifying affected
individuals.
 

None, any resident
notice triggers
the agency notice
requirement.

Notices to the Attorney General
must include:
 

https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000009&cite=INS24-4.9-3-1&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=57D33FD0596AA300F122FC70BC292CF1F8E091143DF440F12DB846031A63D9CF&contextData=(sc.Search)#co_pp_4b24000003ba5 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000009&cite=INS24-4.9-3-1&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=57D33FD0596AA300F122FC70BC292CF1F8E091143DF440F12DB846031A63D9CF&contextData=(sc.Search)#co_pp_4b24000003ba5 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000009&cite=INS24-4.9-3-3&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=A40966015B6F4EF20FF499023B1D82FA81469D9D8E897C64BB6EDAAAF1A0D5EC&contextData=(sc.Search) 
https://www.in.gov/attorneygeneral/consumer-protection-division/id-theft-prevention/security-breaches/security-breach-faqs-and-notification-form-for-businesses/ 
https://www.in.gov/attorneygeneral/consumer-protection-division/id-theft-prevention/security-breaches/security-breach-faqs-and-notification-form-for-businesses/ 
https://www.in.gov/attorneygeneral/consumer-protection-division/id-theft-prevention/security-breaches/security-breach-faqs-and-notification-form-for-businesses/ 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000256&cite=IASTS715C.2&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=A93D7E1EBFD667EECB903717A4423427BD81EE23285FA8233264AC5696404C98&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000256&cite=IASTS715C.2&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=A93D7E1EBFD667EECB903717A4423427BD81EE23285FA8233264AC5696404C98&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000011&cite=LARS51%3a3077&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=CFE54A9F62F5EE773581B581577F8E75FFABE0C1CE91F800CAEB6A4BAE7DCDCB&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000011&cite=LARS51%3a3077&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=CFE54A9F62F5EE773581B581577F8E75FFABE0C1CE91F800CAEB6A4BAE7DCDCB&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1012787&cite=16LCIIIS701&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=036AB1F488A132D01294A7A8B6E97021328EACFB1959D94DE0974EBC3C75515B&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1012787&cite=16LCIIIS701&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=036AB1F488A132D01294A7A8B6E97021328EACFB1959D94DE0974EBC3C75515B&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000265&cite=MESTT10S1348&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=C25820252CC40498EFA6D1B58AA308C592C000FCE392D543998281F5D346913E&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000265&cite=MESTT10S1348&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=C25820252CC40498EFA6D1B58AA308C592C000FCE392D543998281F5D346913E&contextData=(sc.Search) 
https://appengine.egov.com/apps/me/maine/ag/reportingform 
https://appengine.egov.com/apps/me/maine/ag/reportingform 
https://appengine.egov.com/apps/me/maine/ag/reportingform 
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(Md. Code Ann.,
Com. Law §
14-3504(h))
 

 
• The number of affected

Maryland residents.

• A description of the data
breach, including when
and how it occurred.

• Any steps the covered
entity has taken or plans
to take relating to the data
breach.

• The form of notice that
will be sent to affected
individuals and a sample
notice.

The statute does not specify
the method of notice, but the
Attorney General provides its
mail, fax, and email contact
details for reporting data
breaches (see Maryland
Attorney General: Guidelines for
Businesses to Comply with the
Maryland Personal Information
Protection Act).
 

Massachusetts
 

(M.G.L. c. 93H,
§ 3(b))
 

Attorney
General
 

and
 

Director of
Consumer
Affairs and
Business
Regulation
(OCABR)
 

and
 

Any relevant
state
agencies the

Notice must be made as
soon as practicable and
without unreasonable
delay.
 

None, any resident
notice triggers
the agency notice
requirement.
 

Notice must include a sample
copy of the notice sent to
consumers and at a minimum:
 

• The nature of the security
breach or unauthorized
acquisition or use.

• The number of
Massachusetts residents
affected by the incident at
the time of notification.

• The name and address
of the person that
experienced the breach,

https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000020&cite=MDCLS14-3504&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=5D93E88247AA9624F79736C43AE7ECEA5A892A0F1937921988405267A828F009&contextData=(sc.Search)#co_pp_f383000077b35 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000020&cite=MDCLS14-3504&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=5D93E88247AA9624F79736C43AE7ECEA5A892A0F1937921988405267A828F009&contextData=(sc.Search)#co_pp_f383000077b35 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000020&cite=MDCLS14-3504&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=5D93E88247AA9624F79736C43AE7ECEA5A892A0F1937921988405267A828F009&contextData=(sc.Search)#co_pp_f383000077b35 
https://www.marylandattorneygeneral.gov/Pages/IdentityTheft/businessGL.aspx 
https://www.marylandattorneygeneral.gov/Pages/IdentityTheft/businessGL.aspx 
https://www.marylandattorneygeneral.gov/Pages/IdentityTheft/businessGL.aspx 
https://www.marylandattorneygeneral.gov/Pages/IdentityTheft/businessGL.aspx 
https://www.marylandattorneygeneral.gov/Pages/IdentityTheft/businessGL.aspx 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000042&cite=MAST93HS3&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=DC2C5B22B1857723CF172F9AF8937A14FD1587A644B1E81549CC430AE05CEBAE&contextData=(sc.Search)#co_pp_a83b000018c76 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000042&cite=MAST93HS3&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=DC2C5B22B1857723CF172F9AF8937A14FD1587A644B1E81549CC430AE05CEBAE&contextData=(sc.Search)#co_pp_a83b000018c76 
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Director of
Consumer
Affairs and
Business
Regulation
identifies
 

the name and title of
the person reporting
the breach, and their
relationship to the person
that experienced the
breach.

• The type of person
reporting the breach.

• The person responsible
for the breach, if known.

• The type of affected
personal information.

• Whether the person
maintains a written
information security
program.

• Any steps the person has
taken or plans to take
relating to the incident,
including updating the
written information
security program.

• A certification that the
person will offer compliant
free credit monitoring
services to affected
residents for at least 18
months, if the breach
involves Social Security
numbers (see M.G.L. c.
93H § 3A).

The statute does not specify
the method of notice, but
the Attorney General has
released guidance indicating a
preference for receiving notice
through its online portal. It
also provides a sample form

https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000042&cite=MAST93HS3A&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=6C8AA745F9BC6D0E84DEBDFB155B654B828105E0A70114ED2CAC57F0CBD0DDDE&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000042&cite=MAST93HS3A&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=6C8AA745F9BC6D0E84DEBDFB155B654B828105E0A70114ED2CAC57F0CBD0DDDE&contextData=(sc.Search) 
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to submit notices by mail and
requests that covered entities
also indicate whether:
 

• A report has been made
to law enforcement.

• Law enforcement is
investigating.

(See Massachusetts Attorney
General: Reporting data
breaches to the Attorney
General's Office.)
 

OCABR has released guidance
indicating it prefers notice be
submitted online or by mail
(see OCABR: Data Breach
Notification Submission).
 

Missouri
 

(§ 407.1500(2)
(8), RSMo)
 

Attorney
General
 

Notice must be made
without unreasonable
delay.
 

More than 1,000
Missouri residents
 

Notice must include the timing,
distribution, and content of the
notice to affected residents.
The statute does not specify the
method of notice.
 

Montana
 

(Mont. Code
Ann. §
30-14-1704(8))
 

Attorney
General's
Consumer
Protection
Office
 

Notice must be made
without unreasonable
delay and simultaneously
with notice to affected
residents.
 

None, any resident
notice triggers
the agency notice
requirement.
 

Electronic notice must exclude
any personally identifying
information and include the
following:
 

• An electronic copy of
the notification sent to
affected residents.

• A statement providing
the date and method
of distribution of the
notification.

• The number of notified
state residents.

https://www.mass.gov/service-details/reporting-data-breaches-to-the-attorney-generals-office 
https://www.mass.gov/service-details/reporting-data-breaches-to-the-attorney-generals-office 
https://www.mass.gov/service-details/reporting-data-breaches-to-the-attorney-generals-office 
https://www.mass.gov/service-details/reporting-data-breaches-to-the-attorney-generals-office 
https://www.mass.gov/forms/data-breach-notification-submission 
https://www.mass.gov/forms/data-breach-notification-submission 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000229&cite=MOST407.1500&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=EE511B4C51E7726BB5C3A1100315F2330F2F05968B026F788DD147A58ED972F9&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000229&cite=MOST407.1500&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=EE511B4C51E7726BB5C3A1100315F2330F2F05968B026F788DD147A58ED972F9&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1002018&cite=MTST30-14-1704&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=37EC4352E48AC72EC3E31ED1CE9C0F02C8E4516B7618765775B6A16AC96D102A&contextData=(sc.Search)#co_pp_23450000ab4d2 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1002018&cite=MTST30-14-1704&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=37EC4352E48AC72EC3E31ED1CE9C0F02C8E4516B7618765775B6A16AC96D102A&contextData=(sc.Search)#co_pp_23450000ab4d2 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1002018&cite=MTST30-14-1704&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=37EC4352E48AC72EC3E31ED1CE9C0F02C8E4516B7618765775B6A16AC96D102A&contextData=(sc.Search)#co_pp_23450000ab4d2 
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For Montana's instructions on
electronic notice submission,
see Montana Attorney
General: Data Breaches – For
Businesses.
 

Nebraska
 

(Neb. Rev. St. §
87-803(2))
 

Attorney
General
 

Notice must be provided
no later than the time
notice is provided to
affected residents.
 

None, any resident
notice triggers
the agency notice
requirement.
 

The statute does not specify the
content or method of notice, but
the Attorney General provides
a form that can be submitted
electronically or downloaded
and submitted by mail (see
Nebraska Attorney General:
Data Breach Notification).
 

New Hampshire
 

(N.H. RSA §
359-C:20(I)(b))
 

State
regulatory
agency, for
certain trade
or commerce
regulated
entities
 

or
 

Attorney
General,
for all other
covered
entities
 

Notice timing not specified.
 

None, any individual
notice triggers
the agency notice
requirement.
 

Notice must include:
 

• The anticipated date
of notice to affected
individuals.

• The approximate number
of individuals in New
Hampshire affected by the
breach.

The statute does not specify the
method of notice.
 

New Jersey
 

(N.J.S.A.
56:8-163(c)(1))
 

Department
of Law and
Public Safety
Division of
State Police
 

Notice must be made
before notifying affected
individuals.
 

None, any resident
notice triggers
the agency notice
requirement.
 

Notice must include any
information pertaining to the
breach.
 

The statute does not specify
the method of notice, but the
New Jersey Cybersecurity and
Communications Integration
Cell (NJCCIC) provides an
optional form to provide notice
(see NJCCIC: State of New
Jersey Data Breach Report
Form).
 

https://dojmt.gov/consumer/data-breaches-businesses/ 
https://dojmt.gov/consumer/data-breaches-businesses/ 
https://dojmt.gov/consumer/data-breaches-businesses/ 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000257&cite=NESTS87-803&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=5F7A296A89B52DFE1199C87BE9E21B165F66D939BC5D8C3E6FB6522662E426A7&contextData=(sc.Search)#co_pp_58730000872b1 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000257&cite=NESTS87-803&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=5F7A296A89B52DFE1199C87BE9E21B165F66D939BC5D8C3E6FB6522662E426A7&contextData=(sc.Search)#co_pp_58730000872b1 
https://protectthegoodlife.nebraska.gov/data-breach-notification 
https://protectthegoodlife.nebraska.gov/data-breach-notification 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000864&cite=NHSTS359-C%3a20&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=0BF1BB6FA1A44053711FE7D4A936FC1BCDEEEE6CB2D9D36B17009C31843D2818&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000864&cite=NHSTS359-C%3a20&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=0BF1BB6FA1A44053711FE7D4A936FC1BCDEEEE6CB2D9D36B17009C31843D2818&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000045&cite=NJST56%3a8-163&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=5AD12E99661C2BF58D80948A7A562054C1454B1ED55C8C6C362EF6F12E460C93&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000045&cite=NJST56%3a8-163&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=5AD12E99661C2BF58D80948A7A562054C1454B1ED55C8C6C362EF6F12E460C93&contextData=(sc.Search) 
https://www.cyber.nj.gov/breach/ 
https://www.cyber.nj.gov/breach/ 
https://www.cyber.nj.gov/breach/ 
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New Mexico
 

(NMSA 1978, §
57-12C-10)
 

Attorney
General
 

Notice must be made in
the most expedient time
possible, but no later than
45 days after discovery
of the breach, unless
delayed for a reason
provided for in NMSA
1978, § 57-12C-9.
 

More than 1,000 New
Mexico residents
 

Notice must include:
 

• The number of notified
New Mexico residents.

• A copy of the notification
sent to affected residents.

The statute does not specify the
method of notice.
 

New York
 

(N.Y. Gen. Bus.
Law § 899-aa(8)
(a))
 

Department
of State,
Division of
Consumer
Protection
 

and
 

Division of
State Police
 

and
 

Attorney
General
 

Notice must be made
without delaying notice
to affected New York
residents.
 

Notice to affected
residents is not required
if the entity determines
the breach was an
inadvertent disclosure
by an authorized person.
However, if the entity
determines a breach
affected more than 500
New York residents
but notice to affected
individuals is not required,
it must notify the Attorney
General within ten days
of its decision. (N.Y. Gen.
Bus. Law § 899-aa(2)(a).)
 

None, no resident notice
and any resident notice
both trigger the agency
notice requirement.
 

Notice must include:
 

• The timing, content, and
distribution of the notice
to affected New York
residents.

• The approximate number
of affected individuals.

• A copy of the notice
template sent to affected
individuals.

The statute does not specify
the method of notice, but the
Attorney General's website
notes that covered entities
can email a breach notice to
each agency separately, and
maintains an online breach
form and instructions for
reporting breaches online,
which provides the notice to
all required agencies see NY
Attorney General: Data Breach
Reporting Form).
 

Covered entities may also
use the online form to report a
determination that notice of a
breach affecting over 500 New
York residents was not required.

https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000036&cite=NMSTS57-12C-10&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=ACD5A9D955F0E4145F7C5D478A8E280E4B5A808D465F297E4807DA3D05FFB513&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000036&cite=NMSTS57-12C-10&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=ACD5A9D955F0E4145F7C5D478A8E280E4B5A808D465F297E4807DA3D05FFB513&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000036&cite=NMSTS57-12C-9&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=6ED5A1EA5C48ECC669800D9DBA93A454BFC2C8E7AAEB20FE47247318E0CACC7D&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000036&cite=NMSTS57-12C-9&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=6ED5A1EA5C48ECC669800D9DBA93A454BFC2C8E7AAEB20FE47247318E0CACC7D&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000081&cite=NYGBS899-AA&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=9405B3FDC6D1A45C5D4EBB37D6F57FF95EC0663F39B0169B244B1A100B9F28A5&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000081&cite=NYGBS899-AA&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=9405B3FDC6D1A45C5D4EBB37D6F57FF95EC0663F39B0169B244B1A100B9F28A5&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000081&cite=NYGBS899-AA&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=9405B3FDC6D1A45C5D4EBB37D6F57FF95EC0663F39B0169B244B1A100B9F28A5&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000081&cite=NYGBS899-AA&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=9405B3FDC6D1A45C5D4EBB37D6F57FF95EC0663F39B0169B244B1A100B9F28A5&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000081&cite=NYGBS899-AA&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=9405B3FDC6D1A45C5D4EBB37D6F57FF95EC0663F39B0169B244B1A100B9F28A5&contextData=(sc.Search) 
https://formsnym.ag.ny.gov/OAGOnlineSubmissionForm/faces/OAGSBHome 
https://formsnym.ag.ny.gov/OAGOnlineSubmissionForm/faces/OAGSBHome 
https://formsnym.ag.ny.gov/OAGOnlineSubmissionForm/faces/OAGSBHome 


Teppler, Steven 12/26/2022
For Educational Use Only

State Data Breach Laws Agency Notice Requirements..., Practical Law Practice...

 © 2022 Thomson Reuters. No claim to original U.S. Government Works. 15

 

North Carolina
 

(N.C.G.S. §
75-65(e1))
 

Attorney
General,
Consumer
Protection
Division
 

Notice must be made
without unreasonable
delay.
 

None, any individual
notice triggers
the agency notice
requirement.
 

Notice must specify:
 

• The nature of breach.

• The number of consumers
affected.

• Steps taken to investigate
the breach.

• Steps taken to prevent a
similar breach.

• Information on the timing,
distribution, and content
of the notice to affected
individuals.

The statute does not specify
the method of notice, but the
Attorney General maintains an
online data breach reporting
form (see North Carolina
Attorney General: Report a
Security Breach).
 

North Dakota
 

(N.D.C.C. §
51-30-02)
 

Attorney
General
 

Notice must be made
in the most expedient
time possible and without
unreasonable delay.
 

More than 250
individuals
 

Notice must be made by mail
or email. The statute does not
specify the contents of the
notice.
 

Oregon
 

(Or. Rev. Stat.
§ 646A.604(1)
(b), (2)(c), (3)(a),
and (10))
 

Attorney
General
 

Notice must be made
in the most expeditious
manner possible, without
unreasonable delay, but
no later than 45 days,
consistent with law
enforcement's legitimate
needs and any request by
law enforcement for delay.
 

Before notice is made to
the Attorney General, the

More than 250 Oregon
residents
 

Notice must be made in writing
or electronically and must
include a copy of any notice
sent to:
 

• Affected individuals.

• The entity's primary or
functional regulator in
compliance with any other
state or federal law.

https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000037&cite=NCSTS75-65&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=7ECA218D6C09A29EABA43627243994ABA8BCE9C80A17AEBAF2CCD8BF87943D4F&contextData=(sc.Search)#co_pp_6db200001e3c1 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000037&cite=NCSTS75-65&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=7ECA218D6C09A29EABA43627243994ABA8BCE9C80A17AEBAF2CCD8BF87943D4F&contextData=(sc.Search)#co_pp_6db200001e3c1 
https://ncdoj.gov/protecting-consumers/protecting-your-identity/protect-your-business-from-id-theft/report-a-security-breach/ 
https://ncdoj.gov/protecting-consumers/protecting-your-identity/protect-your-business-from-id-theft/report-a-security-breach/ 
https://ncdoj.gov/protecting-consumers/protecting-your-identity/protect-your-business-from-id-theft/report-a-security-breach/ 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1002016&cite=NDST51-30-02&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=DE3EC4D0A468EDE2F00F303A5E5A453875282E0E164A9CE3B9A6D6206A905337&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1002016&cite=NDST51-30-02&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=DE3EC4D0A468EDE2F00F303A5E5A453875282E0E164A9CE3B9A6D6206A905337&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000534&cite=ORSTS646A.604&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=296A89F163AFF48D0D37D25915BF370953FB0FC53166FEC4F58D827106AC921E&contextData=(sc.Search)#co_pp_a20b0000590b0 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000534&cite=ORSTS646A.604&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=296A89F163AFF48D0D37D25915BF370953FB0FC53166FEC4F58D827106AC921E&contextData=(sc.Search)#co_pp_a20b0000590b0 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000534&cite=ORSTS646A.604&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=296A89F163AFF48D0D37D25915BF370953FB0FC53166FEC4F58D827106AC921E&contextData=(sc.Search)#co_pp_a20b0000590b0 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000534&cite=ORSTS646A.604&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=296A89F163AFF48D0D37D25915BF370953FB0FC53166FEC4F58D827106AC921E&contextData=(sc.Search)#co_pp_0446000051070 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000534&cite=ORSTS646A.604&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=296A89F163AFF48D0D37D25915BF370953FB0FC53166FEC4F58D827106AC921E&contextData=(sc.Search)#co_pp_b84a0000fd100 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000534&cite=ORSTS646A.604&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=296A89F163AFF48D0D37D25915BF370953FB0FC53166FEC4F58D827106AC921E&contextData=(sc.Search)#co_pp_f19d0000e06d3 
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covered entity must take
reasonable steps to:
 

• Determine sufficient
contact information
for the affected
individuals.

• Determine the scope
of the breach.

• Restore the
reasonable integrity,
security, and
confidentiality of the
personal information.

Any notice the entity
sends to its primary or
functional regulator under
this or other law must
be within a reasonable
time. For regulated entities
otherwise exempt from
the general data breach
notification requirements,
notice must be made
within a reasonable time.
 

The Attorney General maintains
an online breach reporting
form and requests that entities
additionally report:
 

• The date of the breach.

• Whether:

• law enforcement
was notified; or

• notification was
delayed for law
enforcement.

• The types of personal
information affected.

• A brief description of the
breach.

• The number of residents
affected, and total number
of individuals affected.

• The source of the breach,
for example, malware,
portable device, or
unintended disclosure.

(See Oregon Department of
Justice: Data Breaches.)
 

Rhode Island
 

(R.I. Gen. Laws
§ 11-49.3-4(a))
 

Attorney
General
 

Notice timing not specified
but must not delay notice
to residents.
 

More than 500 Rhode
Island residents
 

Notice must include:
 

• The timing, content,
and distribution of the
notices sent to affected
individuals.

https://www.doj.state.or.us/consumer-protection/id-theft-data-breaches/data-breaches/ 
https://www.doj.state.or.us/consumer-protection/id-theft-data-breaches/data-breaches/ 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000038&cite=RISTS11-49.3-4&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=46AF1E53C9E5FBCB446C9EFD6AE8F8444EC2D2C061C99EAA69084E0B7A3193A0&contextData=(sc.Search)#co_pp_8b3b0000958a4 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000038&cite=RISTS11-49.3-4&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=46AF1E53C9E5FBCB446C9EFD6AE8F8444EC2D2C061C99EAA69084E0B7A3193A0&contextData=(sc.Search)#co_pp_8b3b0000958a4 
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• The approximate number
of affected individuals.

The statute does not specify the
method of notice.
 

South Carolina
 

(S.C. Code Ann.
§ 39-1-90(K))
 

Department
of Consumer
Affairs,
Consumer
Protection
Division
 

Notice must be made
without unreasonable
delay.
 

More than 1,000
individuals
 

Notice must include the timing,
distribution, and content of
notice to affected individuals.
 

The statute does not specify
the method of notice, but the
Department of Consumer
Affairs provides instructions for
providing notice by mail or email
(see South Carolina Department
of Consumer Affairs: Reporting
a Security Breach).
 

South Dakota
 

(SDCL
22-40-20)
 

Attorney
General
 

Notice timing not specified.
 

Although the statute does
not specify the timing,
the covered entity must
also provide notice to
the Attorney General if it
reasonably determines
that notice to affected
individuals is not required
because the breach is
unlikely result in harm to
the affected individuals.
 

More than 250 South
Dakota residents, or
if no resident notice is
required.
 

The statute does not specify the
notice's content. Notice must be
made by mail or email.
 

Texas
 

(Tex. Bus. &
Com. Code Ann.
§ 521.053(i))
 

Attorney
General
 

Notice must be made no
later than 60 days after
discovering the breach.
 

250 Texas residents
 

Notice must include:
 

• A detailed description
of the breach's nature
and circumstances or the
use of sensitive personal
information acquired by
the breach.

• The number of affected
Texas residents.

https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1001530&cite=SCSTS39-1-90&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=C8573AE377A8E179DBAF8F4D0F94B12C10BE4E02D2F91BE97C445B2E24098C62&contextData=(sc.Search)#co_pp_416f0000eb060 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1001530&cite=SCSTS39-1-90&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=C8573AE377A8E179DBAF8F4D0F94B12C10BE4E02D2F91BE97C445B2E24098C62&contextData=(sc.Search)#co_pp_416f0000eb060 
https://consumer.sc.gov/business-resourceslaws/reporting-security-breach-businesses 
https://consumer.sc.gov/business-resourceslaws/reporting-security-breach-businesses 
https://consumer.sc.gov/business-resourceslaws/reporting-security-breach-businesses 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000359&cite=SDSTS22-40-20&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=71DD613355B7987894953105B0C6BF7B4074B370A718470AB2B29597F3F1E5CC&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000359&cite=SDSTS22-40-20&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=71DD613355B7987894953105B0C6BF7B4074B370A718470AB2B29597F3F1E5CC&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000168&cite=TXBCS521.053&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=472004792EF743132BF337CF5CA37724F1FE1592BFF81BC152B064C63DD6F7AE&contextData=(sc.Search)#co_pp_17a3000024864 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000168&cite=TXBCS521.053&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=472004792EF743132BF337CF5CA37724F1FE1592BFF81BC152B064C63DD6F7AE&contextData=(sc.Search)#co_pp_17a3000024864 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000168&cite=TXBCS521.053&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=472004792EF743132BF337CF5CA37724F1FE1592BFF81BC152B064C63DD6F7AE&contextData=(sc.Search)#co_pp_17a3000024864 
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• The number of affected
Texas residents that, at
the time of notification,
have been notified by
mail or other direct
communication method.

• Any measures the
covered entity took, or
intends to take, regarding
the breach.

• Whether law enforcement
is engaged in
investigating the breach.

The statute does not specify
the method of notice, but the
Attorney General provides a
breach reporting form (see
Attorney General of Texas: Data
Breach Reporting).
 

Vermont
 

(9 V.S.A. §
2435(b)(3))
 

Attorney
General
 

or
 

Department
of Financial
Regulation,
if in its
regulatory
scope
 

Notice must be made
either 14 business days
after discovery of the
breach or when individuals
are notified, whichever is
sooner.
 

Covered entities are not
required to notify the
Attorney General if the
breach is limited to the
unauthorized acquisition
of login credentials by an
unrelated third party.
 

A covered entity who
previously swore on a
form and in a manner
prescribed by the Attorney
General that the covered
entity maintained written
policies and procedures

None, any resident
notice triggers
the agency notice
requirement unless an
exception applies.
 

Notice must specify:
 

• The date of the breach,
if known, or updated as
soon as it is known.

• The date of discovery of
the breach.

• A preliminary description
of the breach.

Once the covered entity notifies
affected consumers, it must also
provide:
 

• The number of affected
Vermont consumers.

https://www.texasattorneygeneral.gov/consumer-protection/data-breach-reporting 
https://www.texasattorneygeneral.gov/consumer-protection/data-breach-reporting 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000883&cite=VTST9S2435&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=C3D78F5F122D903E8EC461627C59AEA6F8CDE9AF4E0F9DBB91058A2C89ED44F0&contextData=(sc.Search)#co_pp_d801000002763 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000883&cite=VTST9S2435&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=C3D78F5F122D903E8EC461627C59AEA6F8CDE9AF4E0F9DBB91058A2C89ED44F0&contextData=(sc.Search)#co_pp_d801000002763 
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to protect personally
identifiable information
and login credentials, must
notify the Attorney General
before notifying affected
individuals.
 

• A copy of the notice to
affected consumers.

Notice may include a second
copy of the notice to affected
consumers with the type of
personal information redacted
for possible public disclosure of
the breach.
 

The statute does not specify
the method of notice, but the
Attorney General's website
provides guidelines for reporting
breaches (see Vermont
Attorney General: Privacy and
Data Security).
 

Notice from a covered entity
who previously swore that they
maintained written policies and
procedures to protect personally
identifiable information and
login credentials must include
the date of the breach, the
date it was discovered, and a
description.
 

Virginia
 

(Va. Code Ann.
§ 18.2-186.6(B),
(E))
 

Attorney
General
 

Notice must be made
without unreasonable
delay.
 

None
 

The statute does not specify:
 

• The method of notice.

• Notice contents for
breaches that affect
1,000 or fewer residents.

For breaches affecting more
than 1,000 residents, notice
must include the timing,
distribution, and content of the
notice sent to residents.
 

The Attorney General also
requests that notice include:
 

https://ago.vermont.gov/privacy-data-security/ 
https://ago.vermont.gov/privacy-data-security/ 
https://ago.vermont.gov/privacy-data-security/ 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000040&cite=VASTS18.2-186.6&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=7591C5377B6F58FA21FEF07004F5CBC9837C38949880C28EEB0E4BCFA3A39125&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000040&cite=VASTS18.2-186.6&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=7591C5377B6F58FA21FEF07004F5CBC9837C38949880C28EEB0E4BCFA3A39125&contextData=(sc.Search) 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000040&cite=VASTS18.2-186.6&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=7591C5377B6F58FA21FEF07004F5CBC9837C38949880C28EEB0E4BCFA3A39125&contextData=(sc.Search) 
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• A cover letter on official
letterhead to the Virginia
Attorney General's Office
as notification of the
breach.

• The approximate incident
date, including how the
breach was discovered.

• The cause of breach.

• The number of affected
Virginia residents.

• The steps taken to
remedy the breach.

• A sample of the
notification made to the
affected parties, to include
any possible offers of free
credit monitoring.

(See Virginia Attorney General:
Database Breach Notification
Requirements.)
 

Under certain circumstances,
employers and payroll service
providers must notify the
Attorney General with the
employer's name and federal
employer identification number
(see State Q&A, Data Breach
Notification Laws: Virginia:
Question 8).
 

Washington
 

(RCW
19.255.010(7))
 

Attorney
General
 

Notice must be made no
later than 30 days after the
breach was discovered.
 

More than 500
Washington residents
 

The notice must include:
 

• The number of affected
Washington consumers,

https://www.oag.state.va.us/CCSWEB2/files/Data_Breach_Notification_Req.pdf 
https://www.oag.state.va.us/CCSWEB2/files/Data_Breach_Notification_Req.pdf 
https://www.oag.state.va.us/CCSWEB2/files/Data_Breach_Notification_Req.pdf 
https://www.westlaw.com/Document/I3a38d82c8a1f11e498db8b09b4f043e0/View/FullText.html?originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)#co_anchor_a829823 
https://www.westlaw.com/Document/I3a38d82c8a1f11e498db8b09b4f043e0/View/FullText.html?originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)#co_anchor_a829823 
https://www.westlaw.com/Document/I3a38d82c8a1f11e498db8b09b4f043e0/View/FullText.html?originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)#co_anchor_a829823 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000259&cite=WAST19.255.010&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=EB4A484242D5C02A3F324C635A9FAEEE946FE98BD591B037CDDACAC46320BF6A&contextData=(sc.Search)#co_pp_794b00004e3d1 
https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000259&cite=WAST19.255.010&originatingDoc=I1559f980eef211e28578f7ccc38dcbee&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=PLDocumentLink&billingHash=EB4A484242D5C02A3F324C635A9FAEEE946FE98BD591B037CDDACAC46320BF6A&contextData=(sc.Search)#co_pp_794b00004e3d1 
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or an estimate if the exact
number is not known.

• A list of the types of
personal information that
were, or are reasonably
believed to be, the subject
of the breach.

• A time frame of exposure,
if known, including the
date of the breach and
the date the breach was
discovered.

• A summary of steps taken
to contain the breach.

• A single sample copy of
the breach notification,
with any personally
identifiable information
excluded.

The notice must be updated if
any of the above information is
unknown at the time the notice
is due to the Attorney General.
 

The statute does not specify
the method of notice, but the
Attorney General maintains
an electronic notification
form entities can submit (see
Washington Attorney General:
Data Breach Notification
Form).
 

https://fortress.wa.gov/atg/formhandler/ago/databreachnotificationform.aspx 
https://fortress.wa.gov/atg/formhandler/ago/databreachnotificationform.aspx 
https://fortress.wa.gov/atg/formhandler/ago/databreachnotificationform.aspx 
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(a) Cybersecurity program.

Each covered entity shall maintain a cybersecurity program designed to protect the confidentiality, integrity and availability of the
covered entity’s information systems.

(b) The cybersecurity program shall be based on the covered entity’s risk assessment and designed to perform the following core
cybersecurity functions:

(1) identify and assess internal and external cybersecurity risks that may threaten the security or integrity of nonpublic information
stored on the covered entity’s information systems;

(2) use defensive infrastructure and the implementation of policies and procedures to protect the covered entity’s information
systems, and the nonpublic information stored on those information systems, from unauthorized access, use or other malicious
acts;

(3) detect cybersecurity events;

(4) respond to identified or detected cybersecurity events to mitigate any negative effects;

(5) recover from cybersecurity events and restore normal operations and services; and

(6) fulfill applicable regulatory reporting obligations.

(c) A covered entity may meet the requirement(s) of this Part by adopting the relevant and applicable provisions of a cybersecurity
program maintained by an affiliate, provided that such provisions satisfy the requirements of this Part, as applicable to the covered
entity.

(d) All documentation and information relevant to the covered entity’s cybersecurity program shall be made available to the
superintendent upon request.

23 CRR-NY 500.2
Current through April 30, 2021
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New York General Business Law
§ 899-AA
Notification; Person Without Valid
Authorization Has Acquired Private
Information
§ 899-aa. Notification; person without valid authorization has acquired private information.

As used in this section, the following terms shall have the following meanings:

“Personal information” shall mean any information concerning a natural person which, because
of name, number, personal mark, or other identifier, can be used to identify such natural person;

“Private information” shall mean personal information consisting of any information in
combination with any one or more of the following data elements, when either the personal
information or the data element is not encrypted, or encrypted with an encryption key that has
also been acquired:

social security number;

driver’s license number or non-driver identification card number; or

account number, credit or debit card number, in combination with any required security code,
access code, or password that would permit access to an individual’s financial account; “Private
information” does not include publicly available information which is lawfully made available to
the general public from federal, state, or local government records.

“Breach of the security of the system” shall mean unauthorized acquisition or acquisition
without valid authorization of computerized data that compromises the security, confidentiality,
or integrity of personal information maintained by a business. Good faith acquisition of personal
information by an employee or agent of the business for the purposes of the business is not a
breach of the security of the system, provided that the private information is not used or subject
to unauthorized disclosure. In determining whether information has been acquired, or is
reasonably believed to have been acquired, by an unauthorized person or a person without valid
authorization, such business may consider the following factors, among others:

indications that the information is in the physical possession and control of an unauthorized
person, such as a lost or stolen computer or other device containing information; or

indications that the information has been downloaded or copied; or

indications that the information was used by an unauthorized person, such as fraudulent
accounts opened or instances of identity theft reported.

“Consumer reporting agency” shall mean any person which, for monetary fees, dues, or on a
cooperative nonprofit basis, regularly engages in whole or in part in the practice of assembling
or evaluating consumer credit information or other information on consumers for the purpose of
furnishing consumer reports to third parties, and which uses any means or facility of interstate

New York General Business Law Section 899-AA - Notification; Perso... https://newyork.public.law/laws/n.y._general_business_law_section_89...
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2.

3.

4.

5.

(a)

(b)

(c)

(d)

(1)

(2)

(3)

6.

commerce for the purpose of preparing or furnishing consumer reports. A list of consumer
reporting agencies shall be compiled by the state attorney general and furnished upon request
to any person or business required to make a notification under subdivision two of this section.

Any person or business which conducts business in New York state, and which owns or
licenses computerized data which includes private information shall disclose any breach of the
security of the system following discovery or notification of the breach in the security of the
system to any resident of New York state whose private information was, or is reasonably
believed to have been, acquired by a person without valid authorization. The disclosure shall be
made in the most expedient time possible and without unreasonable delay, consistent with the
legitimate needs of law enforcement, as provided in subdivision four of this section, or any
measures necessary to determine the scope of the breach and restore the reasonable integrity
of the system.

Any person or business which maintains computerized data which includes private information
which such person or business does not own shall notify the owner or licensee of the
information of any breach of the security of the system immediately following discovery, if the
private information was, or is reasonably believed to have been, acquired by a person without
valid authorization.

The notification required by this section may be delayed if a law enforcement agency determines
that such notification impedes a criminal investigation. The notification required by this section
shall be made after such law enforcement agency determines that such notification does not
compromise such investigation.

The notice required by this section shall be directly provided to the affected persons by one of
the following methods:

written notice;

electronic notice, provided that the person to whom notice is required has expressly consented
to receiving said notice in electronic form and a log of each such notification is kept by the
person or business who notifies affected persons in such form; provided further, however, that in
no case shall any person or business require a person to consent to accepting said notice in
said form as a condition of establishing any business relationship or engaging in any
transaction.

telephone notification provided that a log of each such notification is kept by the person or
business who notifies affected persons; or

Substitute notice, if a business demonstrates to the state attorney general that the cost of
providing notice would exceed two hundred fifty thousand dollars, or that the affected class of
subject persons to be notified exceeds five hundred thousand, or such business does not have
sufficient contact information. Substitute notice shall consist of all of the following:

e-mail notice when such business has an e-mail address for the subject persons;

conspicuous posting of the notice on such business’s web site page, if such business maintains
one; and

notification to major statewide media.

(a) whenever the attorney general shall believe from evidence satisfactory to him that there is a
violation of this article he may bring an action in the name and on behalf of the people of the
state of New York, in a court of justice having jurisdiction to issue an injunction, to enjoin and
restrain the continuation of such violation. In such action, preliminary relief may be granted
under article sixty-three of the civil practice law and rules. In such action the court may award

New York General Business Law Section 899-AA - Notification; Perso... https://newyork.public.law/laws/n.y._general_business_law_section_89...
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(b)

(c)

7.

8.

(b)

9.

damages for actual costs or losses incurred by a person entitled to notice pursuant to this
article, if notification was not provided to such person pursuant to this article, including
consequential financial losses. Whenever the court shall determine in such action that a person
or business violated this article knowingly or recklessly, the court may impose a civil penalty of
the greater of five thousand dollars or up to ten dollars per instance of failed notification,
provided that the latter amount shall not exceed one hundred fifty thousand dollars.

the remedies provided by this section shall be in addition to any other lawful remedy available.

no action may be brought under the provisions of this section unless such action is commenced
within two years immediately after the date of the act complained of or the date of discovery of
such act.

Regardless of the method by which notice is provided, such notice shall include contact
information for the person or business making the notification and a description of the
categories of information that were, or are reasonably believed to have been, acquired by a
person without valid authorization, including specification of which of the elements of personal
information and private information were, or are reasonably believed to have been, so acquired.

(a) In the event that any New York residents are to be notified, the person or business shall notify
the state attorney general, the department of state and the division of state police as to the
timing, content and distribution of the notices and approximate number of affected persons.
Such notice shall be made without delaying notice to affected New York residents.

In the event that more than five thousand New York residents are to be notified at one time, the
person or business shall also notify consumer reporting agencies as to the timing, content and
distribution of the notices and approximate number of affected persons. Such notice shall be
made without delaying notice to affected New York residents.

The provisions of this section shall be exclusive and shall preempt any provisions of local law,
ordinance or code, and no locality shall impose requirements that are inconsistent with or more
restrictive than those set forth in this section.

New York General Business Law Section 899-AA - Notification; Perso... https://newyork.public.law/laws/n.y._general_business_law_section_89...

3 of 3 12/26/22, 9:35 PM



Teppler, Steven 12/23/2022
For Educational Use Only

§ 899-bb. Data security protections, NY GEN BUS § 899-bb

 © 2022 Thomson Reuters. No claim to original U.S. Government Works. 1

McKinney's Consolidated Laws of New York Annotated
General Business Law (Refs & Annos)

Chapter 20. Of the Consolidated Laws
Article 39-F. Notification of Unauthorized Acquisition of Private Information; Data Security Protections (Refs &
Annos)

McKinney's General Business Law § 899-bb

§ 899-bb. Data security protections

Effective: March 21, 2020
Currentness

1. Definitions. (a) “Compliant regulated entity” shall mean any person or business that is subject to, and in compliance with,
any of the following data security requirements:

(i) regulations promulgated pursuant to Title V of the federal Gramm-Leach-Bliley Act (15 U.S.C. 6801 to 6809), as amended
from time to time;

(ii) regulations implementing the Health Insurance Portability and Accountability Act of 1996 (45 C.F.R. parts 160 and 164),
as amended from time to time, and the Health Information Technology for Economic and Clinical Health Act, as amended
from time to time;

(iii) part five hundred of title twenty-three of the official compilation of codes, rules and regulations of the state of New York,
as amended from time to time; or

(iv) any other data security rules and regulations of, and the statutes administered by, any official department, division,
commission or agency of the federal or New York state government as such rules, regulations or statutes are interpreted by such
department, division, commission or agency or by the federal or New York state courts.

(b) “Private information” shall have the same meaning as defined in section eight hundred ninety-nine-aa of this article.

(c) “Small business” shall mean any person or business with (i) fewer than fifty employees; (ii) less than three million dollars in
gross annual revenue in each of the last three fiscal years; or (iii) less than five million dollars in year-end total assets, calculated
in accordance with generally accepted accounting principles.

2. Reasonable security requirement. (a) Any person or business that owns or licenses computerized data which includes private
information of a resident of New York shall develop, implement and maintain reasonable safeguards to protect the security,
confidentiality and integrity of the private information including, but not limited to, disposal of data.

https://www.westlaw.com/Browse/Home/StatutesCourtRules/NewYorkStatutesCourtRules?transitionType=DocumentItem&contextData=(sc.Search)&rs=clbt1.0&vr=3.0 
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https://www.westlaw.com/Link/Document/FullText?findType=l&cite=lk(NYGBREFSANDANNOS)&originatingDoc=NE4596FD0B19911E9A4AFCB89E06587F0&refType=CM&sourceCite=McKinney%27s+General+Business+Law+%c2%a7+899-bb&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&pubNum=1000081&contextData=(sc.Search) 
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https://www.westlaw.com/Link/Document/FullText?findType=l&cite=lk(NYGBC20ART39-FR)&originatingDoc=NE4596FD0B19911E9A4AFCB89E06587F0&refType=CM&sourceCite=McKinney%27s+General+Business+Law+%c2%a7+899-bb&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&pubNum=1000081&contextData=(sc.Search) 
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(b) A person or business shall be deemed to be in compliance with paragraph (a) of this subdivision if it either:

(i) is a compliant regulated entity as defined in subdivision one of this section; or

(ii) implements a data security program that includes the following:

(A) reasonable administrative safeguards such as the following, in which the person or business:

(1) designates one or more employees to coordinate the security program;

(2) identifies reasonably foreseeable internal and external risks;

(3) assesses the sufficiency of safeguards in place to control the identified risks;

(4) trains and manages employees in the security program practices and procedures;

(5) selects service providers capable of maintaining appropriate safeguards, and requires those safeguards by contract; and

(6) adjusts the security program in light of business changes or new circumstances; and

(B) reasonable technical safeguards such as the following, in which the person or business:

(1) assesses risks in network and software design;

(2) assesses risks in information processing, transmission and storage;

(3) detects, prevents and responds to attacks or system failures; and

(4) regularly tests and monitors the effectiveness of key controls, systems and procedures; and

(C) reasonable physical safeguards such as the following, in which the person or business:

(1) assesses risks of information storage and disposal;
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(2) detects, prevents and responds to intrusions;

(3) protects against unauthorized access to or use of private information during or after the collection, transportation and
destruction or disposal of the information; and

(4) disposes of private information within a reasonable amount of time after it is no longer needed for business purposes by
erasing electronic media so that the information cannot be read or reconstructed.

(c) A small business as defined in paragraph (c) of subdivision one of this section complies with subparagraph (ii) of paragraph
(b) of subdivision two of this section if the small business's security program contains reasonable administrative, technical and
physical safeguards that are appropriate for the size and complexity of the small business, the nature and scope of the small
business's activities, and the sensitivity of the personal information the small business collects from or about consumers.

(d) Any person or business that fails to comply with this subdivision shall be deemed to have violated section three hundred
forty-nine of this chapter, and the attorney general may bring an action in the name and on behalf of the people of the state of
New York to enjoin such violations and to obtain civil penalties under section three hundred fifty-d of this chapter.

(e) Nothing in this section shall create a private right of action.

Credits
(Added L.2019, c. 117, § 4, eff. March 21, 2020.)

McKinney's General Business Law § 899-bb, NY GEN BUS § 899-bb
Current through L.2022, chapters 1 to 720. Some statute sections may be more current, see credits for details.
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UNITED STATES DISTRICT COURT  
SOUTHERN DISTRICT OF NEW YORK 

 

CLASS ACTION COMPLAINT 
 

Plaintiff Irene Chabak, individually and on behalf of all others similarly situated, brings 

this class action lawsuit against SOMNIA, INC. (“Somnia” or “Defendant”) to obtain damages, 

restitution and injunctive relief for the Class, as defined herein.  Plaintiff sets forth the following 

allegations upon information and good faith belief, except as to her own actions, the investigation 

of her counsel and certain facts that are a matter of public record. 

NATURE OF THE ACTION 

1. Defendant Somnia is a New York-based anesthesia practice management 

company serving medical facilities nationwide through numerous anesthesia provider practices 

(the “Anesthesia Providers”) which it manages.   

2. On or about July 11, 2022 or July 15, 2022, Somnia lost control of the highly 

sensitive private and medical information of the patients’ of its Anesthesia Providers as a result of 

a data breach perpetrated by an unauthorized party which gained access to Defendant’s computer 

system (the “Data Breach”).1 

 
1  See Notice of Security Incident provided by Anesthesia Associates of El Paso PA, one of 
Defendant’s Anesthesia Providers (the “Notice”), attached as Exhibit A hereto; see also 
https://elpasoheraldpost.com/notice-of-data-security-incident-anesthesia-associates-of-el-paso-
pa/ (last accessed Oct. 25, 2022). 

 

Case No. 7:22-cv-9341 

CLASS ACTION COMPLAINT 
 
JURY DEMAND 

 
IRENE CHABAK, individually and on 
behalf of all others similarly situated, 

Plaintiff, 

v. 

SOMNIA, INC., 

Defendant. 

Case 7:22-cv-09341-PMH   Document 1   Filed 10/31/22   Page 1 of 54

https://elpasoheraldpost.com/notice-of-data-security-incident-anesthesia-associates-of-el-paso-pa/
https://elpasoheraldpost.com/notice-of-data-security-incident-anesthesia-associates-of-el-paso-pa/


2 

 

 

3. Somnia has not been forthcoming about the Data Breach, which affected almost 

400,000 individuals and at least 18 anesthesia provider practices managed by Defendant:   

• Anesthesia Associates of El Paso PA: 43,168 individuals impacted 
• Upstate Anesthesia Services PC: 9,065 individuals impacted 
• Resource Anesthesiology Associates PC: 37,697 individuals impacted 
• Resource Anesthesiology Associates of IL PC: 18,321 individuals impacted 
• Resource Anesthesiology Associates of CA A Medical Corporation: 16,001 

individuals impacted 
• Providence WA Anesthesia Services PC: 98,643 individuals impacted 
• Palm Springs Anesthesia Services PC: 58,513 individuals impacted 
• Lynbrook Anesthesia Services PC: 3,800 individuals impacted 
• Hazleton Anesthesia Services PC: 13,607 individuals impacted 
• Fredericksburg Anesthesia Services LLC: 7,069 individuals impacted 
• Bronx Anesthesia Services PC: 17,802 individuals impacted 
• Anesthesia Services of San Joaquin PC: 44,015 individuals impacted 
• Anesthesia Associates of Maryland PC: 12,403 individuals impacted 
• Grayling Anesthesia Associates PC: 15,378 individuals impacted 
• Saddlebrook Anesthesia Services PC: 8,861 individuals impacted 
• Mid-Westchester Anesthesia Services PC: 707 individuals impacted 
• Resource Anesthesiology Associates of MO LLC: unknown number of 

individuals impacted 
• Resource Anesthesiology Associates of MI PC: unknown number of 

individuals impacted. 
 

4. While all of these Anesthesia Providers have submitted separate reports of the 

Data Breach to federal and/or state authorities,2 upon investigation, information and good faith 

 
2  See The U.S. Department of Health (HHS) Office for Civil Rights (OCR) Data Breach Portal, 
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf (fourteen of Defendant’s affected practices 
filed notices of the Data Breach on September 23, 2022, listing affected victims as separate groups 
ranging from 3,800 (Lynbrook Anesthesia Services) to 98,643 individuals (Providence WA 
Anesthesia Services). 
 

Resource Anesthesiology Associates of MO LLC and Resource Anesthesiology Associates of 
MI PC have not filed with the HHS but, along with eight other affected practices, filed notices of the 
Data Breach with Attorney General of Montana on October 24, 2022. See Montana DOJ Data Breach 
Incidents Database, https://dojmt.gov/consumer/databreach/ (last accessed Oct. 25, 2022).  
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belief, Somnia itself has thus far made only a limited disclosure of the data breach involving only 

1,326 patients in NY3 – despite the fact that 18 of its affiliates report that on July 11, 2022 or July 

15, 2022 a “data security incident impacting its Management Company” occurred “that may have 

resulted in the compromise of protected health information for the Provider’s patients.”4 

5. It appears that Somnia is trying to completely avoid any and all responsibility for 

the Data Breach, and is using its local practices to obscure the identity of the responsible entity as 

well as to downplay the severity of the Data Breach, which compromised Private Information of 

more than 400,000 victims. 5  

6.  On October 24, 2022, or more than three months after the Data Breach occurred, 

ten of Defendant’s Anesthesia Providers disclosed the Data Breach to the Attorney General of 

Montana.6  Montana disclosures attach identical data breach notification letters for each of 

Defendant’s affiliate practices (“Notices”).7 

7. These Notices are not only extremely vague but also legally inadequate. First, they 

obscure that fact that Somnia is the responsible party which exposed (or, at least, left vulnerable) 

 
3  See HHS OCR Data Breach Portal, https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf 
(Somnia waited until October 24, 2022 to file a report of the data breach for “Somnia, Inc.” with the 
federal authorities) (last accessed Oct. 31, 2022). 
 
4  See Exhibit A; see also Notice Of Data Security Incident issued by Anesthesia Associates of 
El Paso PA, https://elpasoheraldpost.com/notice-of-data-security-incident-anesthesia-associates-of-
el-paso-pa/l; Notice Of Data Security Incident issued by Grayling Anesthesia Associates PC,  
https://crawfordcountynow.com/local/legal-notice-from-grayling-anesthesia-associates-pc/;  
https://dojmt.gov/consumer/databreach/. 
 
5  See https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf. 
 
6  See https://dojmt.gov/consumer/databreach/ (last accessed Oct. 27, 2022). 
 
7  Compare https://dojmt.gov/wp-content/uploads/Consumer-Notification-Letter-640.pdf, with 
https://dojmt.gov/wp-content/uploads/Consumer-Notification-Letter-649.pdf. 
 

Case 7:22-cv-09341-PMH   Document 1   Filed 10/31/22   Page 3 of 54

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
https://elpasoheraldpost.com/notice-of-data-security-incident-anesthesia-associates-of-el-paso-pa/l
https://elpasoheraldpost.com/notice-of-data-security-incident-anesthesia-associates-of-el-paso-pa/l
https://crawfordcountynow.com/local/legal-notice-from-grayling-anesthesia-associates-pc/
https://dojmt.gov/consumer/databreach/
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
https://dojmt.gov/consumer/databreach/
https://dojmt.gov/wp-content/uploads/Consumer-Notification-Letter-640.pdf
https://dojmt.gov/wp-content/uploads/Consumer-Notification-Letter-649.pdf


4 

 

 

patients’ highly sensitive Private Information, stating instead that provider’s “management 

company identified suspicious activity on its systems” which resulted in loss of access to some of 

Somnia’s systems, and that patients’ “protected health information may have been affected” 

(emphasis added).8 

8. Second, the Notices fail to disclose exactly what information has been affected or 

how many patients had their Private Information compromised, vaguely stating that impacted 

information stored in Defendant’s systems “may include” “some combination” of patient names, 

Social Security numbers, date of birth, driver’s license number, financial account information, 

health insurance policy number, Medical Record Number, Medicaid or Medicare ID, and health 

information such as treatment and diagnosis.”9 

9. Defendant’s Anesthesia Providers offer conflicting information regarding when 

the Data Breach occurred, how long it lasted, and how quickly Defendant reacted to the Data 

Breach. Montana DOJ disclosures state that the Data Breach and “suspicious activity” on 

Defendant’s computers took place on July 11, 2022, and that Somnia “immediately implemented 

its incident response protocols, [and] disconnected all systems.”10 However, disclosures to the 

 
8  See id.; see also Legal Notice from Grayling Anesthesia Associates PC, 
https://crawfordcountynow.com/local/legal-notice-from-grayling-anesthesia-associates-pc/ (“a data 
security incident impacting its Management Company […] may have resulted in the compromise of 
protected health information for the Provider’s patients” (last accessed Oct. 25, 2022). 
 
9  Each Notice consists of two template letters which are identical save for patients’ impacted 
information. One letter states that compromised information may include a patient’s name, “date of 
birth, driver’s license number, financial account information, health insurance policy number, 
Medical record Number, Medicaid or Medicare ID, and health information such as treatment and 
diagnosis info.” The second template letter adds patients’ Social Security Number to this list. See 

https://dojmt.gov/wp-content/uploads/Consumer-Notification-Letter-640.pdf; https://dojmt.gov/wp-
content/uploads/Consumer-Notification-Letter-649.pdf. 
 
10  See https://dojmt.gov/consumer/databreach/; see also https://dojmt.gov/wp-
content/uploads/Consumer-Notification-Letter-640.pdf. 
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HHS OCR stated that the Data Breach occurred on July 15, 2022.11 It is not clear whether 

Defendant does not know when the Data Breach took place, or whether it is trying to obscure the 

severity of impact on its systems and/or the amount of time it took Defendant to restore control 

over its networks and patients’ sensitive Private Information. 

10. It is not even possible to determine from Somnia’s template Notices how many 

months of credit monitoring services are being offered to all of the affected victims.12 

11. Finally, while the intrusion of Defendant’s network occurred in early July 2022, 

Somnia inexplicably waited another two months after that—until September 21, 2022 at the 

earliest—to begin to issue notice to affected persons and to notify the authorities and even then—

as noted herein—obliquely did so through its various anesthesia provider practices.  

12. After a data breach, most companies at least try to make it appear as if they are 

taking appropriate steps to secure their customers’ Private Information. Somnia is not even 

pretending it is doing what is necessary and appropriate to inform and to protect 406,376 affected 

individuals whose personal and highly sensitive data has been compromised. 

13. As detailed above, the Private Information exposed in the Data Breach included, 

among other things: patient names, addresses, health insurance policy numbers, Social Security 

numbers, financial account information, date of birth, driver’s license numbers, and various highly 

sensitive medical information.13 

 
11  See https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf; see also 
https://elpasoheraldpost.com/notice-of-data-security-incident-anesthesia-associates-of-el-paso-pa/; 
https://crawfordcountynow.com/local/legal-notice-from-grayling-anesthesia-associates-pc/. 
 
12  See https://dojmt.gov/wp-content/uploads/Consumer-Notification-Letter-640.pdf (template 
provides a choice of 12 or 24 months of credit monitoring). 
 
13  See Exhibit A; https://dojmt.gov/wp-content/uploads/Consumer-Notification-Letter-640.pdf; 
https://elpasoheraldpost.com/notice-of-data-security-incident-anesthesia-associates-of-el-paso-pa/. 
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14. Despite the prevalence of ransomware and other data security attacks in recent 

years, the Data Breach was a direct result of Defendant’s abject failure to implement and to 

maintain adequate and reasonable cybersecurity procedures and protocols necessary to protect 

Plaintiff’s and the Class Members’ Private Information. 

15. The nature of the cyberattacks and potential for improper disclosure of Plaintiff’s 

and Class Members’ Private Information was a known and foreseeable risk to Defendant and thus 

Defendant was on—at least, constructive—notice that failing to take steps necessary to secure the 

Private Information from those risks left the information in an extremely dangerous and needlessly 

vulnerable condition. 

16. Defendant disregarded the rights of Plaintiff and the Class Members by, inter alia, 

(i) intentionally, willfully, recklessly or negligently failing to take adequate and reasonable 

measures to ensure its data systems were protected against unauthorized intrusions; (ii) failing to 

disclose that it did not have adequately robust computer systems and security practices to safeguard 

Class Members’ PII and PHI; (iii) failing to take standard and reasonably available steps to prevent 

the Data Breach, and (iv) failing to provide Plaintiff and the Class Members with a prompt, 

complete and accurate notice of the Data Breach. 

17. Upon information and good faith belief, had Somnia properly maintained and 

monitored its property, it could have prevented and/or discovered the intrusion sooner. 

18. Plaintiff’s and the putative Class Members’ identities are now at risk because of 

Defendant’s conduct since the Private Information that Defendant obtained and maintained is now 

in the hands of data thieves. 

19. Armed with the Private Information accessed in the Data Breach, data thieves can 

commit a variety of crimes including perpetrating medical and financial identity theft.  

20. Medical theft occurs when someone steals or uses patients’ Private Information 

Case 7:22-cv-09341-PMH   Document 1   Filed 10/31/22   Page 6 of 54



7 

 

 

(e.g., name, Social Security number or Medicare number), to see a doctor, obtain prescription 

drugs, buy medical devices, submit fraudulent claims to Medicare or an insurance carrier, and/or 

obtain other medical care.   

21. Moreover, if a medical identity thief’s information is combined with an affected 

patient, it could seriously impair the affected individual’s medical care and/or the health insurance 

benefits they are able to obtain.  Such identity theft can also negatively impact credit scores and 

wastes taxpayer dollars.14  

22. Identity thieves use stolen personal information such as Social Security numbers 

for a variety of financial crimes, including credit card fraud, phone or utilities fraud, and 

bank/finance fraud. 

23. As a result of the Data Breach, Plaintiff and Class Members have been exposed 

to a heightened and imminent risk of fraud, financial identity theft, and medical identity theft.  

24. Plaintiff and Class Members must now and in the future closely monitor all of 

their financial and health information and accounts to guard against fraud and identity theft.  

Plaintiff and Class Members may also incur out of pocket costs for, e.g., purchasing credit 

monitoring services, credit freezes, credit reports or other protective measures to detect and to deter 

such identity theft. 

25. Plaintiff therefore brings this class action lawsuit on behalf of all those similarly 

situated to address Defendant’s inadequate safeguarding of Class Members’ Private Information, 

and for failing to provide timely and adequate notice to Plaintiff and Class Members that their 

Private Information had been subject to the unauthorized access of an unknown third party and to 

specify the types of information accessed.   

 
14  See https://consumer.ftc.gov/articles/what-know-about-medical-identity-theft (last 
accessed Oct. 19, 2022). 

Case 7:22-cv-09341-PMH   Document 1   Filed 10/31/22   Page 7 of 54

https://consumer.ftc.gov/articles/what-know-about-medical-identity-theft


8 

 

 

26. Plaintiff seeks remedies including, but not limited to, compensatory damages, 

reimbursement of out-of-pocket costs, and injunctive relief including improvements to 

Defendant’s data security systems, future annual audits, and adequate credit monitoring services 

funded by Defendant. 

PARTIES 

27. Plaintiff is, and was at all relevant times, an individual citizen residing in El Paso 

County in the State of Texas. 

28. Defendant Somnia Inc., also doing business as Somnia Anesthesia, is a private 

anesthesia practice management and perioperative medical company, incorporated and 

headquartered in the State of New York. Defendant Somnia provides anesthesia management and 

perioperative services to more than 100 surgery centers and medical offices across the U.S. 

29. The principal place of business and headquarters of Defendant Somnia, located at 

450 Mamaroneck Ave, Suite 201 Harrison, New York, is the “nerve center” of its business 

activities – the place where its high-level officers direct, control, and coordinate Defendant’s and 

its anesthesia provider practices’ activities, including, but not limited to, major policy, financial 

and legal decisions. 

JURISDICTION AND VENUE 

30. This Court has subject matter jurisdiction over this action under the Class Action 

Fairness Act, 28 U.S.C. § 1332(d)(2) (“CAFA”) as the amount in controversy exceeds $5 million, 

exclusive of interest and costs and, upon information and good faith belief based on Defendant’s 

public representations, the number of affected individuals is at least 406,376, many of whom have 

different citizenship from Defendant. 

31. This Court has personal jurisdiction over Defendant because it transacts business, 

contracts to supply services and has caused tortious injury by act or omission with the State of 
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New York. In addition, Defendant has its principal place of business located at 450 Mamaroneck 

Ave, Suite 201, Harrison, New York, and the computer systems implicated in this Data Breach are 

likely based in this District.  By and through its business operations in this judicial district, 

Defendant intentionally avails itself of the markets within this judicial district so as to render the 

exercise of jurisdiction by this Court just and proper. 

32. Venue is proper pursuant to 28 U.S.C. § 1391(a)(1) because Defendant is resident 

in this District, maintains the Private Information at issue in this lawsuit in this District and has 

caused harm to Class Members residing in this District. Venue is therefore appropriate because a 

substantial portion of the events giving rise to this action occurred in this District.  

STATEMENT OF FACTS 

A. The Data Breach. 

33. On or about July 11, 2022 or July 15, 2022, Somnia lost control over Plaintiff’s 

and the putative Class Members’ Private Information when cybercriminals accessed patients’ files 

on Defendant’s computer systems. 

34. Even though the intrusion occurred on or about July 11, 2022 or July 15, 2022, it 

was not until two months later that Somnia’s various anesthesia provider practices began to notify 

the authorities and some of them began issuing notice to the victims. 

35. According to the Notices of Security Incident, Private Information exposed in the 

Data Breach included, among other things: patient names, addresses, driver’s license numbers, 

health insurance information, Medicaid or Medicare ID, Social Security numbers and various 

sensitive personal “ health information.”15 

 
15   See Exhibit A; see also https://dojmt.gov/wp-content/uploads/Consumer-Notification-Letter-
640.pdf. 
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36. The information provided in the Notices and on the U.S. Department of Health 

and Human Services Office for Civil Rights Data Breach Portal regarding the Data Breach is 

noticeably scant.16 

37. Defendant’s Notices do not indicate what entity attacked it or whether its system 

was encrypted or otherwise secured in any fashion prior to the attack.17 

38.   Defendant declines to name a single specific thing that it did other than wait 

nearly two months to begin to provide notice. 

39. Defendant’s Notices attempt to minimize the extent of harm to Plaintiff and Class 

Members by stating that “[i]nformation stored in the Management Company’s system could 

include some combination of patient names, addresses, health insurance policy number, Social 

Security numbers, payment information, and health information such as treatment and diagnosis” 

(emphasis added).18  

40. Defendant does not discuss why it took more than two months from the date of 

the Data Breach to begin to issue notice.19 

41. The reason that Somnia is being less than forthcoming is because the Data Breach 

was a direct result of its failure to implement adequate and reasonable cybersecurity procedures 

and protocols necessary to protect Plaintiff’s and Class Members’ Private Information. 

 
16  Id.; see also https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf. 
 
17   See Exhibit A; see also https://dojmt.gov/wp-content/uploads/Consumer-Notification-
Letter-640.pdf. 
 
18  Id. 
 
19  Somnia is being purposively evasive about the information conveyed because it is more 
concerned with trying to limit its exposure than it is providing complete and accurate information 
to more than 400 thousand persons affected by this Data Breach so that they can take preventative 
and/or precautionary measures. 
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B. Defendant’s Responsibility to Safeguard Information. 
 

42. Defendant provides anesthesia management and perioperative services to more 

than 100 medical facilities across the U.S.20 

43. In the course of doing business, Somnia collects very sensitive information about 

its patients including their Private Information. 

44. This sensitive information is provided by patients to Defendant for healthcare 

related services. 

45. Defendant is required by law to maintain the privacy and security of patients’ 

protected health information, and to develop and distribute a notice that provides a clear, user 

friendly explanation of individuals rights with respect to their personal health information and 

Defendant’s privacy practices.21  

46. In stark contrast to model notices provided by the HHS, Defendant’s Legal page 

has only general language regarding protecting patients’ PHI: 

Somnia, Inc. and its affiliates [] are committed to fulfilling their 
obligations under Health Insurance Portability and Accountability 
Act (HIPAA) and to safeguarding the protected health information 
(PHI) of patients. At Somnia, we are guided by our respect for the 
confidentiality of patient PHI, and we will not disclose this 
information to anyone without getting patient consent or an 
authorized person(s), unless we are permitted to do so by law.22 

 
47. Defendant completely fails to inform its patients and customers how their PHI 

may be used or disclosed, legitimate uses and disclosures that do not require patient’s 

 
20  See http://somnia.s7.devpreviewr.com/outpatient-facilities/ (last accessed Oct. 26, 2022). 
 
21  See HHS Guidance on Model Notices of Privacy Practices, https://www.hhs.gov/hipaa/for-
professionals/privacy/guidance/model-notices-privacy-practices/index.html (last accessed Oct. 26, 
2022). 
 
22  See https://somniaanesthesiaservices.com/legal/ (last accessed Oct. 26, 2022). 
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authorization, uses and disclosures that require written consent, rights with respect to PHI, or 

notification in the event of an unauthorized use or disclosure.23  

48. The only other “privacy policy” on Defendant’s website is limited to “personal 

information” (which includes a person’s “name, mailing address (including zip code), country of 

residence, e-mail address, telephone and facsimile numbers”) collected and used by Somnia, its 

affiliates and agents, through its website “in order to record, support and facilitate services 

provided in this Internet web site.”24 Defendant also lists additional legitimate uses of such 

personal information, including sending information on services provided by Somnia to interested 

parties.  

49. Defendant states it “recognizes and appreciates the importance of responsible use 

of Personal Information collected,” “respects [a person’s] legal rights regarding access to and 

correction and deletion of [their] Personal Information,” and protects personal information 

collected through its website by storing it on “secure servers” with password-protected access for 

its personnel and contractors.25 

50. Defendant then proceeds to disavow its legal duties and responsibilities to patients 

and customers who entrusted Defendant with their personal information: 

It is not possible, however, for SOMNIA, INC. to guarantee the 
security of information disclosed online to SOMNIA, INC. because 
no transmission of data over the Internet is totally secure and no 
database is totally secure from hackers, rogue employees, and the 
like. Personal information may also be released, erased, deleted or 
otherwise removed due to hacking, force majeure, accident, 

 
23  See HHS explanation of HIPAA Notice of Privacy Practices, https://www.hhs.gov/hipaa/for-
individuals/notice-privacy-practices/index.html (last accessed Oct. 26, 2022). 
 
24  See Defendant’s Privacy Policy, https://somniaanesthesiaservices.com/legal/privacy-policy/  
(last accessed Oct. 26, 2022). 
 
25  Id. 
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unscrupulous contractors or employees, or through other such 
factors, and Somnia, Inc. disclaims liability for any of the foregoing. 
You agree to assume all risk in connection with the information 
provided to SOMNIA, INC. or collected by SOMNIA, INC. when 
using this Internet web site.26 
 

51. Somnia owed Plaintiffs and Class Members a duty to safeguard their Private 

Information. First, Somnia owed a duty to safeguard Private Information pursuant to a number of 

statutes, including the Health Insurance Portability and Accountability Act (“HIPAA”) and the 

Federal Trade Commission Act (“FTC Act”), to ensure that all information it collected and stored 

was secure.  These statutes were intended to protect Plaintiffs and Class Members from the type 

of conduct by Somnia alleged herein. 

52. The patient information held by Defendant in its computer systems included the 

Private Information of Plaintiff and Class Members. Defendant voluntarily assumed custody of 

Plaintiff’s and Class Members’ PII and PHI for its own profit. Defendant was aware of its 

obligations, particularly with respect to patient PHI, as demonstrated by its Notice of Privacy 

Practices. 

53. Next, Somnia owed a duty to safeguard Private Information as it was on notice 

that it was maintaining highly-valuable data for which it knew there was a risk that it would be 

targeted by cybercriminals.  Defendant knew of the extensive harm that would occur if Plaintiff’s 

and Class Members’ Private Information were exposed through a Data Breach, and thus owed a 

duty to safeguard that information. 

54. Unauthorized disclosure of Plaintiff’s and Class Members’ PHI and PII in this 

Data Breach was not for any legitimate purpose. 

55. It is likely that the Data Breach was targeted at the Defendant due to its status as 

 
26  Id. 
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a healthcare entity that collects, creates, and maintains both PII and PHI. 

56. Upon information and belief, the targeted Data Breach was expressly designed to 

gain access to private and confidential data, including (among other things) the PII and PHI of 

patients like Plaintiff and Class Members. 

57. Because of the Defendant’s failure to properly safeguard Plaintiff’s and Class 

Members’ Private Information, data thieves were able to gain unauthorized access to Defendant’s 

computer systems and were able to compromise, access, and acquire the protected Private 

Information of Plaintiff and Class Members. 

58. Defendant had obligations created by HIPAA, the FTC, industry standards, state 

and common law, and its own promises and representations made to Plaintiff and Class Members 

to keep their Private Information confidential and to protect it from unauthorized access and 

disclosure. 

59. Given the sensitive nature of the Private Information, Somnia knew that hackers 

and cybercriminals would be able to commit identity theft, financial fraud, phishing, socially-

engineered attacks, healthcare fraud, and other identity-related fraud if they were able to exfiltrate 

that data from Defendant’s servers.   

60. Somnia also knew that individuals whose Private Information was stored on its 

servers would be reasonable in spending time and effort to mitigate their damages and prevent 

identity theft and fraud if that data were exfiltrated. 

61. Defendant’s data security obligations were particularly important and should have 

been apparent given the substantial increase in cyberattacks and/or data breaches in the healthcare 

industry preceding the date of the breach. 

C. Prevalence of Cyber Attacks in Recent Years. 
 

62. Data breaches, including ransomware attacks, are extremely commonplace. 
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63. In 2021, a record 1,862 data breaches occurred, resulting in approximately 

293,927,708 sensitive records being exposed, a 68% increase from 2020.27  

64. Of the 1,862 recorded data breaches, 330 of them, or 17.7% were in the medical 

or healthcare industry.28  

65. The 330 breaches reported in 2021 exposed nearly 30 million sensitive records, 

compared to only 306 breaches that exposed nearly 10 million sensitive records in 2020.29  

66. In light of recent high profile cybersecurity incidents at other healthcare partner 

and provider companies, including American Medical Collection Agency (25 million patients, 

March 2019), University of Washington Medicine (974,000 patients, December 2018), Florida 

Orthopedic Institute (640,000 patients, July 2020), Wolverine Solutions Group (600,000 patients, 

September 2018), Oregon Department of Human Services (645,000 patients, March 2019), Elite 

Emergency Physicians (550,000 patients, June 2020), Magellan Health (365,000 patients, April 

2020), and BJC Health System (286,876 patients, March 2020), Defendant knew or should have 

known that its electronic records would be targeted by cybercriminals. 

67. Indeed, cyberattacks have become so notorious that the Federal Bureau of 

Investigation (“FBI”) and U.S. Secret Service have issued a warning to potential targets so they 

are aware of, and prepared for, a potential attack.  

68. As one report explained, “[e]ntities like smaller municipalities and hospitals are 

attractive to ransomware criminals . . . because they often have lesser IT defenses and a high 

 
27   See 2021 Data Breach Annual Report, at 6 (ITRC, Jan. 2022), available at 
https://www.wsav.com/wp-content/uploads/sites/75/2022/01/20220124_ITRC-2021-Data-
Breach-Report.pdf (last accessed Oct. 31, 2022). 
 
28   Id. 

 
29   Id. 
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incentive to regain access to their data quickly.”30 

69. In fact, according to the cybersecurity firm Mimecast, 90% of healthcare 

organizations experienced cyberattacks in the past year.31 

70. Therefore, the increase in such attacks, and attendant risk of future attacks, was 

widely known to the public and to anyone in Defendant’s industry, including Defendant. 

D. Somnia Acquires, Collects and Stores Class Members’ Private Information. 
 

71. As noted above, Somnia is an anesthesia practice management company serving 

more than 100 hospitals, ambulatory surgery centers, and office-based facilities nationwide. 

72. In the course of providing these services, Somnia acquires, collects and stores a 

massive amount of Private Information. 

73.  By obtaining, collecting, and using Class Members’ Private Information, 

Defendant assumed legal and equitable duties and knew or should have known that it was 

responsible for protecting Plaintiff’s and Class Members’ Private Information from access and 

disclosure. 

E. The Value of Private Information and the Effects of Unauthorized Disclosure. 
 

74. Defendant was (or certainly should have been) well-aware that the Private 

Information it collects is highly sensitive and of significant value to those who would use it for 

wrongful purposes. 

75. Simply put, Private Information is an extremely valuable commodity to identity 

 
30  FBI, Secret Service Warn of Targeted Ransomware, Law360 (Nov. 18, 2019), 
https://www.law360.com/articles/1220974 (last accessed Oct. 31, 2022).  
 
31   See Maria Henriquez, Iowa City Hospital Suffers Phishing Attack, Security Magazine 
(Nov. 23, 2020), https://www.securitymagazine.com/articles/93988-iowa-city-hospital-suffers-
phishing-attack (last accessed Oct. 31, 2022). 
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thieves.  

76. As the FTC recognizes, with PII and PHI identity thieves can commit an array of 

crimes including identify theft, medical, and financial fraud. 

77. Indeed, a robust “cyber black market” exists in which criminals openly post stolen 

Private Information on multiple underground Internet websites. 

78. The ramifications of Defendant’s failure to keep Plaintiff’s and Class Members’ 

Private Information secure are long lasting and severe: 

Medical identity theft offers thieves a long-term income. If someone 
applies for credit in your name, chances are, you’ll quickly notice 
— especially if you have alerts set up through an identity protection 
service.  
But it can take years for victims of medical identity theft to realize 
they've been targeted. Often, you won't know until you visit the 
doctor's office or need urgent treatment at the hospital. 
By then, a fraudster could have racked up thousands of dollars in 
fraudulent claims and hit your benefit limit.32 
 

79. Once Private Information is stolen, fraudulent use of that information and damage 

to victims may continue for years. 

80. At all relevant times, Defendant knew or reasonably should have known of the 

importance of safeguarding Private Information and of the foreseeable consequences if its data 

security systems were breached, including, but not limited to, the significant costs that would be 

imposed on its healthcare provider clients and, most importantly, on their patients. 

81. Defendant breached its obligations to Plaintiff and Class Members and/or was 

otherwise negligent and reckless because it failed to properly maintain and to safeguard the 

computer systems and data that held the stolen Private Information.  

82. Defendant’s unlawful conduct includes, but is not limited to, the following acts 

 
32  https://www.aura.com/learn/medical-identity-theft (last accessed Oct. 31, 2022).  
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and/or omissions: 

a. Failing to maintain an adequate data security system to reduce the risk of 
data breaches and cyber-attacks; 

 
b. Failing to adequately protect patients’ Private Information; 

 
c. Failing to properly monitor the data security systems for existing intrusions; 

and 

d. Failing to ensure that its agents and service providers with access to 
Plaintiff’s and Class Members’ PII and PHI employed reasonable security 
procedures. 

F. Defendant Did Not Comply with FTC Guidelines. 
 

83. The Federal Trade Commission has promulgated numerous guides for businesses 

which highlight the importance of implementing reasonable data security practices. According to 

the FTC, the need for data security should be factored into all business decision-making.33 

84. In 2016, the FTC updated its publication, Protecting Private Information: A Guide 

for Business, which established cyber-security guidelines for businesses.34  

85. The guidelines note that businesses should (i) protect the personal customer 

information that they keep; (ii) properly dispose of personal information that is no longer needed; 

encrypt information stored on computer networks; (iii) understand their network’s vulnerabilities; 

and (iv) implement policies to correct any security problems.  

86. The guidelines also recommend that businesses (i) use an intrusion detection 

system to discover a breach as soon as it occurs, (ii) monitor all incoming traffic for activity 

 
33  Federal Trade Commission, Start With Security, available at 
https://www.ftc.gov/system/files/documents/plain-language/pdf0205-startwithsecurity.pdf (last 
accessed Oct. 31, 2022).   
 
34  https://www.ftc.gov/business-guidance/resources/protecting-personal-information-guide-
business (last accessed Oct. 31, 2022).  
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indicating someone is attempting to hack the system, (iii) watch for large amounts of data being 

transmitted from the system and (iv) have a response plan ready in the event of a breach.35 

87. The FTC further recommends that companies (i) not maintain PII and/or PHI 

longer than is needed; (ii) limit access to sensitive data; (iii) require complex passwords to be used 

on networks; (iv) use industry-tested methods for security; (v) monitor for suspicious activity on 

the network and (vi) verify that third-party service providers have implemented reasonable security 

measures. 

88. The FTC has brought enforcement actions against businesses for failing to 

adequately and reasonably protect customer data, treating the failure to employ reasonable and 

appropriate measures to protect against unauthorized access to confidential consumer data as an 

unfair act or practice prohibited by Section 5 of the Federal Trade Commission Act (“FTCA”), 15 

U.S.C. § 45.  

89. Orders resulting from these actions further clarify the measures businesses must 

take to meet their data security obligations. 

90. These FTC enforcement actions include actions against healthcare related providers 

like Defendant. See, e.g., In the Matter of LabMd, Inc., A Corp., 2016-2 Trade Cas. (CCH) ¶ 79708, 

2016 WL 4128215, at *32 (MSNET July 28, 2016) (“[T]he Commission concludes that LabMD’s 

data security practices were unreasonable and constitute an unfair act or practice in violation of 

Section 5 of the FTC Act.”). 

91. Defendant failed to properly implement basic data security practices.  

92. Defendant’s failure to employ reasonable and appropriate measures to protect 

against unauthorized access to the Private Information constitutes an unfair act or practice 

 
35  Id. 
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prohibited by Section 5 of the FTCA, 15 U.S.C. § 45. 

93. Defendant was at all times fully aware of its obligation to protect consumers’ 

Private Information. Defendant was also aware of the significant repercussions that would result 

from its failure to do so. 

G. Defendant Failed to Comply with Industry Standards. 
 

94. Experts studying cybersecurity routinely identify companies that come into 

possession of large amounts of Private Information, such as Somnia, as being particularly 

vulnerable to cyberattacks because of the value of the information they maintain. 

95. Several best practices have been identified that at a minimum should be 

implemented by healthcare providers like Defendant, including but not limited to: educating all 

employees; strong passwords; multi-layer security, including firewalls, anti-virus, and 

antimalware software; encryption making data unreadable without a key; multi-factor 

authentication; backup data; and limiting which employees can access sensitive data. 

96. Other best cybersecurity practices that are standard in the healthcare industry 

include installing appropriate malware detection software; monitoring and limiting the network 

ports; protecting web browsers and email management systems; setting up network systems such 

as firewalls, switches, and routers; monitoring and protection of physical security systems; 

protection against any possible communication system; and training staff regarding critical points.  

97. Defendant failed to meet the minimum standards of any of the following 

frameworks: the NIST Cybersecurity Framework Version 1.1 (including without limitation 

PR.AC-1, PR.AC-3, PR.AC-4, PR.AC-5, PR.AC-6, PR.AC-7, PR.AT-1, PR.DS-1, PR.DS-5, 

PR.PT-1, PR.PT-3, DE.CM-1, DE.CM-4, DE.CM-7, DE.CM-8, and RS.CO-2), and the Center for 

Internet Security’s Critical Security Controls (CIS CSC), which are all established standards in 
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reasonable cybersecurity readiness.36  

98. These foregoing frameworks are existing and applicable industry standards in the 

healthcare industry, and Defendant failed to comply with these accepted standards, thereby 

opening the door to and causing the Data Breach and the resulting harm to Plaintiffs and the Class 

Members. 

H. Defendant Failed to Comply with HIPAA 
 

99. HIPAA requires covered entities like Defendant to protect against reasonably 

anticipated threats to the security of sensitive patient health information.  

100. Covered entities (including Defendant) must implement safeguards to ensure the 

confidentiality, integrity, and availability of PHI. Safeguards must include physical, technical, and 

administrative components.  

101. Title II of HIPAA contains what are known as the Administrative Simplification 

provisions. 42 U.S.C. §§ 1301, et seq. These provisions require, among other things, that the 

Department of Health and Human Services (“HHS”) create rules to streamline the standards for 

handling Private Information like the data Defendant left unguarded. The HHS subsequently 

promulgated multiple regulations under authority of the Administrative Simplification provisions 

of HIPAA. These rules include 45 C.F.R. § 164.306(a)(1-4); 45 C.F.R. § 164.312(a)(1); 45 C.F.R. 

§ 164.308(a)(1)(i); 45 C.F.R. § 164.308(a)(1)(ii)(D); and 45 C.F.R. § 164.530(b).  

102. A Data Breach such as the one Defendant experienced is also considered a breach 

under the HIPAA Rules because there is an access of PHI not permitted under the HIPAA Privacy 

Rule:  

A breach under the HIPAA Rules is defined as, “...the acquisition, 

 
36  See https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf; 
https://www.nist.gov/cyberframework/getting-started; see also 
https://www.cisecurity.org/controls (last accessed Oct. 31, 2022). 
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access, use, or disclosure of PHI in a manner not permitted under 
the [HIPAA Privacy Rule] which compromises the security or 
privacy of the PHI.” See 45 C.F.R. 164.40.  
 

103. Data breaches where an unauthorized individual gains access to PHI are also 

Security Incidents under HIPAA because they impair both the integrity (data is not interpretable) 

and availability (data is not accessible) of patient health information:  

The presence of ransomware (or any malware) on a covered entity’s 
or business associate’s computer systems is a security incident under 
the HIPAA Security Rule. A security incident is defined as the 
attempted or successful unauthorized access, use, disclosure, 
modification, or destruction of information or interference with 
system operations in an information system. See the definition of 
security incident at 45 C.F.R. 164.304. Once the ransomware is 
detected, the covered entity or business associate must initiate its 
security incident and response and reporting procedures. See 45 
C.F.R.164.308(a)(6).37  
 

104. Defendant’s Data Breach resulted from a combination of insufficiencies that 

demonstrate Defendant failed to comply with safeguards and standards of care mandated by 

HIPAA regulations. 

I. Plaintiff and Class Members Suffered Damages 
 

105. The ramifications of Defendant’s failure to keep the Private Information secure 

are long lasting and severe.  

106. Once Private Information is stolen, fraudulent use of that information and damage 

to victims may continue for years as victims of data breaches are more likely to become victims of 

identity fraud. 

107. The Private Information belonging to Plaintiff and Class Members is personal, 

 
37  See also Department of HHS Fact Sheet: Ransomware and HIPAA (July 11, 2016), 
available at https://www.hhs.gov/sites/default/files/RansomwareFactSheet.pdf (last accessed Oct. 
31, 2022). 
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sensitive in nature and was left inadequately protected by Defendant who did not obtain Plaintiff’s 

or Class Members’ consent to disclose such Private Information to any other person as required 

by applicable law and industry standards. 

108. Identity thieves use stolen personal information such as Social Security numbers 

for a variety of crimes, including credit card fraud, phone or utilities fraud, and bank/finance 

fraud.38 Such fraud may go undetected for months, or even years. 

109. Identity thieves can also use Social Security numbers to obtain a driver’s license 

or an official identification card in the victim’s name but with the thief’s picture; use the victim’s 

name and Social Security number to obtain government benefits; or file a fraudulent tax return 

using the victim’s information. In addition, identity thieves may obtain a job using the victim’s 

Social Security number, rent a house or receive medical services in the victim’s name, and may 

even give the victim’s personal information to police during an arrest resulting in an arrest warrant 

being issued in the victim’s name. Each of these fraudulent activities is difficult to detect. 

110. Moreover, it is not an easy task to change or cancel a stolen Social Security 

number. An individual cannot obtain a new Social Security number without significant paperwork 

and evidence of actual misuse. Even then, a new Social Security number may not be effective, as 

credit bureaus and banks will have the victim’s records under the old number and will be able to 

use the old number to identify and connect the new number to the (compromised) old credit 

record.39 

111. This data, as one would expect, demands a much higher price on the black market. 

 
38  Identity Theft and Your Social Security Number, Social Security Administration (2018); 
available at https://www.ssa.gov/pubs/EN-05-10064.pdf (last accessed Oct. 31, 2022). 
 
39  Id. 
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Martin Walter, senior director at cybersecurity firm RedSeal, explained, “[c]ompared to credit card 

information, personally identifiable information and Social Security Numbers are worth more than 

10x on the black market.”40 

112. Medical information is an especially valuable commodity that can be hijacked and 

used to falsify insurance claims or to fraudulently acquire government benefits such as Medicare 

or Medicaid.  

113. That Private Information may also be sold on the black market where it can be 

used to create entirely new medical identities.41 

114. Identity fraud of any kind can wreak havoc on a victim’s life for years, but theft 

of PHI is especially damaging because criminals can destroy a victims’ health insurance coverage 

and leave them without a safety net when they need it most.  

115. Moreover, victims of medical identity theft could get bills for medical treatments 

never received.  

116. In the digital age, bad data can cause a tangled mess that takes time to solve, but 

for people in need of urgent surgeries or treatment such delays can cause immense stress, not to 

mention seriously complicate the provision of needed medical treatments and services.  

117. If a patient fails victim to medical identity theft, they also run the risk that 

Medicare and/or other health insurance benefits may be depleted when needed most. 

118. Fraudulent treatments done under victims’ names can completely change their 

medical information history, which could lead doctors to misdiagnose actual conditions or 

 
40  https://www.networkworld.com/article/2880366/anthem-hack-personal-data-stolen-sells-
for-10x-price-of-stolen-credit-card-numbers.html (last accessed Oct. 31, 2022). 
 
41  https://www.consumerreports.org/health/medical-identity-theft-a1699327549/ (last 
accessed Oct. 31, 2022).  
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prescribe unnecessary treatments. 

119. “About 20 percent of victims have told us that they got the wrong diagnosis or 

treatment, or that their care was delayed because there was confusion about what was true in their 

records due to the identity theft,” says Ann Patterson, a senior vice president of the Medical 

Identity Fraud Alliance (MIFA), a group of several dozen healthcare organizations and businesses 

working to reduce the crime and its negative effects.42 

120. Drug manufacturers, medical device manufacturers, pharmacies, hospitals, and 

other healthcare service providers often purchase PII and PHI on the black market for the purpose 

of target marketing their products and services to the physical maladies of the data breach victims 

themselves. Insurance companies purchase and use wrongfully disclosed PHI to adjust their 

insureds’ medical insurance premiums.  

121. Sensitive Private Information can sell for as much as $363 per record, according 

to the Infosec Institute.43 PHI is particularly valuable because criminals can use it to target victims 

with frauds and scams. 

122. As with non-medical identity theft, dealing with the repercussions can be a 

confusing, time-consuming and costly process, but medical identity theft can also be more 

dangerous than other forms of identity fraud because it can lead to life-threatening errors in 

medical records and consequently treatments.44 

123. The Data Breach was a direct and proximate result of Defendant’s failure to: (i) 

 
42  Id. 

 
43  See Ashiq Ja, Hackers Selling Healthcare Data in the Black Market, InfoSec (July 27, 
2015), available at https://resources.infosecinstitute.com/topic/hackers-selling-healthcare-data-in-
the-black-market/ (last accessed Oct. 31, 2022). 
 
44  https://www.experian.com/blogs/ask-experian/how-prevent-medical-identity-theft/ (last 
accessed Oct. 31, 2022).  

Case 7:22-cv-09341-PMH   Document 1   Filed 10/31/22   Page 25 of 54

https://resources.infosecinstitute.com/topic/hackers-selling-healthcare-data-in-the-black-market/
https://resources.infosecinstitute.com/topic/hackers-selling-healthcare-data-in-the-black-market/
https://www.experian.com/blogs/ask-experian/how-prevent-medical-identity-theft/


26 

 

 

properly safeguard and protect Plaintiff’s and Class Members’ Private Information from 

unauthorized access, use, and disclosure as required by various state and federal regulations, 

industry practices and common law; (ii) establish and implement appropriate administrative, 

technical and physical safeguards to ensure the security and confidentiality of Plaintiff’s and Class 

Members’ Private Information; and (iii) protect against reasonably foreseeable threats to the 

security or integrity of such information. 

124. Had Defendant remedied the deficiencies in its data security systems and adopted 

security measures recommended by experts in the field, they would have prevented the intrusions 

into its systems. 

125. As a direct and proximate result of Defendant’s wrongful actions and inactions, 

Plaintiff and Class Members have been placed at an imminent, immediate and continuing increased 

risk of harm from identity theft and fraud, requiring them to take the time which they otherwise 

would have dedicated to other life demands such as work and family in an effort to mitigate the 

actual and potential impact of the Data Breach on their lives.  

126. The U.S. Department of Justice’s Bureau of Justice Statistics found that “among 

victims who had Private information used for fraudulent purposes, 29% spent a month or more 

resolving problems” and that “resolving the problems caused by identity theft [could] take more 

than a year for some victims.”45 

127. The United States Government Accountability Office (“GAO”) released a report 

in 2007 regarding data breaches in which it noted that victims of identity theft will face “substantial 

 
45  U.S. Department of Justice, Office of Justice Programs Bureau of Justice Statistics, Victims 

of Identity Theft, 2012 (Dec. 2013), available at https://bjs.ojp.gov/content/pub/pdf/vit12.pdf (last 
accessed Oct. 31, 2022).   
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costs and time to repair the damage to their good name and credit record.”46 

128. What’s more, Private Information constitutes a valuable property right, the theft of 

which is gravely serious.47 Its value is axiomatic, considering the value of Big Data in corporate 

America, and the consequences of cyber thefts include heavy prison sentences. Even this obvious 

risk-to-reward analysis illustrates beyond doubt that Private Information has considerable market 

value.  

129. It must also be noted there may be a substantial time lag—measured in years—

between when harm occurs versus when it is discovered, and also between when PII and/or PHI 

information is stolen and when it is used.  

130. According to the GAO, which conducted a study regarding data breaches: 

[L]aw enforcement officials told us that in some cases, stolen data 
may be held for up to a year or more before being used to commit 
identity theft.  Further, once stolen data have been sold or posted on 
the Web, fraudulent use of that information may continue for years. 
As a result, studies that attempt to measure the harm resulting from 
data breaches cannot necessarily rule out all future harm.48 

 
131. PII and PHI are such valuable commodities to identity thieves that once the 

information has been compromised, criminals often trade the information on the “cyber black-

market” for years. 

132. There is a strong probability that entire batches of stolen information have been 

 
46  See “Data Breaches Are Frequent, but Evidence of Resulting Identity Theft Is Limited; 
However, the Full Extent Is Unknown,” p.2, the GAO (June 2007), available at  
https://www.gao.gov/assets/gao-07-737.pdf (last accessed Oct. 31, 2022). 
 
47  See, e.g., John T. Soma, et al, Corporate Privacy Trend: The “Value” of Personally 
Identifiable Information (“PII”) Equals the “Value” of Financial Assets, 15 Rich. J.L. & Tech. 11, 
at *3-4 (2009) (“PII, which companies obtain at little cost, has quantifiable value that is rapidly 
reaching a level comparable to the value of traditional financial assets”) (citations omitted). 
 
48  Id. 
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dumped on the black market and are yet to be dumped on the black market, meaning Plaintiff and 

Class Members are at an increased risk of fraud and identity theft for many years into the future. 

Thus, Plaintiff and Class Members must vigilantly monitor their financial accounts for many years 

to come. 

REPRESENTATIVE PLAINTIFF EXPERIENCE 

133. Plaintiff Irene Chabak entrusted her Private Information to Defendant.  

134. Specifically, Plaintiff was a patient at Defendant’s anesthesia provider practice,  

Anesthesia Associates of El Paso, Texas.  

135. As a condition of receiving Defendant’s products and services, Plaintiff disclosed 

her Private Information.  

136. Plaintiff provided her Private Information to Somnia and trusted that the 

information would be safeguarded according to internal policies and state and federal law.  

137. At the time of the Data Breach, Defendant retained Plaintiff’s name, address, 

diagnostic information, and health insurance information.  

138. On October 24, 2022, Defendant notified Plaintiff that its computer systems have 

been accessed and Plaintiff’s Private Information had been involved in the Data Breach.  

139. Plaintiff is very careful about sharing her sensitive PII and PHI. Plaintiff has never 

knowingly transmitted unencrypted sensitive PII and PHI over the internet or any other unsecured 

source.  

140. Plaintiff stores any documents containing her sensitive PII and PHI in a safe and 

secure location or destroys the documents. Moreover, Plaintiff diligently chooses unique 

usernames and passwords for her various online accounts.  

141. As a result of the Data Breach notice, Plaintiff spent time dealing with the 

consequences of the Data Breach, which includes time spent verifying the legitimacy of the Notice 
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of Security Incident, self-monitoring her accounts and credit reports to ensure no fraudulent 

activity has occurred.  

142. Moreover, this time was spent at Defendant’s direction by way of the Data Breach 

notice where Defendant advised Plaintiff to mitigate her damages by, among other things, 

monitoring her health care accounts for accuracy. 

143. Plaintiff has suffered imminent and impending injury arising from the 

substantially increased risk of fraud, identity theft, and misuse resulting from her PII and PHI being 

placed in the hands of unauthorized third parties and possibly criminals. 

144. Plaintiff has a continuing interest in ensuring that Plaintiff’s PII and PHI, which, 

upon information and belief, remain backed up in Defendant’s possession, is protected, and 

safeguarded from future breaches. 

PLAINTIFF’S & CLASS MEMBERS’ DAMAGES 
 

145. Plaintiff and Class Members have suffered injury sufficient to confer standing 

under Article III of the United States Constitution. 

146. Plaintiff and Class Members have an “increased risk of identity theft or fraud 

following the unauthorized disclosure of their data.”  McMorris v. Lopez, 995 F.3d 295, 300-01 

(2d Cir. 2021). 

147. First, and most importantly, their Private Information has been compromised as 

the result of the Data Breach.  

148. A third party intentionally targeted Defendant’s computer system and stole 

plaintiffs’ Private Information stored on that system. See McMorris v. Lopez, 995 F.3d 295, 301 

(2d Cir. 2021), quoting Remijas v. Neiman Marcus Grp., LLC, 794 F.3d 688, 693 (7th Cir. 2015) 

(“Why else would hackers break into a store’s database and steal consumers’ private information? 

Presumably, the purpose of the hack is, sooner or later, to make fraudulent charges or assume those 
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consumers’ identities.”).  

149. The type of data at issue here will likely subject Plaintiff and Class Members to a 

perpetual risk of medical or other identity theft or fraud. 

150. The FTC recommends that identity theft victims take several steps to protect their 

personal and financial information after a data breach, including contacting one of the credit 

bureaus to place a fraud alert (an extended fraud alert that lasts for seven years if someone steals 

their identity), reviewing their credit reports, contacting companies to remove fraudulent charges 

from their accounts, placing a credit freeze on their credit, and correcting their credit reports.49 

151. To date, Defendant and/or its affiliate only “encourage [victims] to vigilantly 

monitor [their] financial statements and credit report.” 50  

152. Defendant’s Notice to Plaintiff states that Defendant will provide credit 

monitoring services and other identity theft protection services for only one year. 

153. The offer is wholly inadequate as it fails to provide for the fact that victims of data 

breaches and other unauthorized disclosures commonly face multiple years of ongoing identity 

theft, and it entirely fails to provide any compensation for the unauthorized release and disclosure 

of Plaintiff’s and Class Members’ Private Information.  

154. Furthermore, Defendant’s credit monitoring offer to Plaintiff and Class Members 

squarely places the burden on Plaintiff and Class Members, rather than on the Defendant, to 

investigate and protect themselves from Defendant’s tortious acts resulting in the Data Breach.  

155. Rather than automatically enrolling Plaintiff and Class Members in credit 

 
49  See IdentityTheft.gov by the Federal Trade Commission, https://www.identitytheft.gov/Steps 
(last accessed Oct. 31, 2022). 
 
50  See https://dojmt.gov/wp-content/uploads/Consumer-Notification-Letter-649.pdf; see also 
https://elpasoheraldpost.com/notice-of-data-security-incident-anesthesia-associates-of-el-paso-pa/ 
(patients “should monitor credit reports and financial statements for suspicious activity”).  
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monitoring services upon discovery of the Data Breach, Defendant merely sent instructions offering 

the services to affected patients with the recommendation that they sign up for the services.  

156. Defendant’s Notice is also inadequate because it fails to specify exactly what 

financial and medical information Somnia allowed to be accessed in the Data Breach.  

157. Plaintiff and Class Members have been damaged by the compromise of their 

Private Information in the Data Breach. 

158. Plaintiff’s PII and PHI was compromised as a direct and proximate result of the 

Data Breach. 

159. As a direct and proximate result of Defendant’s conduct, Plaintiff and Class 

Members have been placed at an imminent, immediate, and continuing increased risk of harm from 

fraud and identity theft. 

160. As a direct and proximate result of Defendant’ conduct, Plaintiff and Class 

Members have been forced to expend time dealing with the effects of the Data Breach. 

161. Plaintiff and Class Members face substantial risk of out-of-pocket fraud losses 

such as loans opened in their names, medical services billed in their names, tax return fraud, utility 

bills opened in their names, credit card fraud and similar identity theft. 

162. Plaintiff and Class Members face substantial risk of being targeted for future 

phishing, data intrusion and other illegal schemes based on their PII and PHI as potential fraudsters 

could use that information to more effectively target such schemes to Plaintiff and Class Members. 

163. Plaintiff and Class Members may also incur out-of-pocket costs for protective 

measures such as credit monitoring fees, credit report fees, credit freeze fees and similar costs 

directly or indirectly related to the Data Breach. 

164. Plaintiff and Class Members also suffered a loss of value of their Private 

Information when it was acquired by cyber thieves in the Data Breach. Numerous courts have 
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recognized the propriety of loss of value damages in related cases. 

165. Plaintiff and Class Members have spent and will continue to spend significant 

amounts of time to monitor their financial accounts and records for misuse. 

166. Plaintiff and Class Members have suffered or will suffer actual injury as a direct 

result of the Data Breach.  

167. Moreover, Plaintiff and Class Members have an interest in ensuring that their 

Private Information, which is believed to remain in the possession of Defendant, is protected from 

further breaches by the implementation of security measures and safeguards, including, but not 

limited to, making sure that the storage of data or documents containing personal, medical and 

financial information is not accessible online and that access to such data is password-protected. 

168. Further, as a result of Defendant’s conduct, Plaintiff and Class Members are 

forced to live with the anxiety that their Private Information—which contains the most intimate 

details about a person’s life—may be disclosed to the entire world thereby subjecting them to 

embarrassment and depriving them of any right to privacy whatsoever. 

169. As a direct and proximate result of Defendant’s actions and inactions, Plaintiff 

and Class Members have suffered anxiety, emotional distress and loss of privacy and are at an 

increased risk of future harm. 

170. Moreover, Defendant’s delay in identifying and reporting the Data Breach caused 

additional harm as it is self-evident that early notification can also help limit the liability of a victim 

in many cases. 

171. Indeed, once a data breach has occurred, “[o]ne thing that does matter is hearing 

about a data breach quickly. That alerts consumers to keep a tight watch on credit card bills and 

suspicious emails. It can prompt them to change passwords and freeze credit reports.  

172. And notifying officials can help them catch cybercriminals and warn other 
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businesses of emerging dangers. If consumers don’t know about a breach because it wasn’t 

reported, they can’t take action to protect themselves” (internal citations omitted).51 

173. Although Defendant experienced a data breach which led to unauthorized 

exposure of patients’ Private Information on or about July 11, 2022 or July 15, 2022, Somnia did 

not issue any notice until at least two months later, depriving Plaintiff and Class Members of the 

ability to promptly mitigate potential adverse consequences resulting from the Data Breach. 

174. As a result of Defendant’s delay in detecting and notifying consumers of the Data 

Breach, the risk of fraud for Plaintiff and Class Members needlessly increased. 

NEW YORK LAW SHOULD APPLY TO  
PLAINTIFF AND THE CLASS AS WHOLE 

 
175. The State of New York has a significant interest in regulating the conduct of 

businesses operating within its borders.   

176. That is, New York, which seeks to protect the rights and interests of New York 

and all residents and citizens of the United States against a company headquartered and doing 

business in New York, has a greater interest in the claims of Plaintiffs and the Class than any other 

state and is most intimately concerned with the claims and outcome of this litigation. 

177. The principal place of business and headquarters of Defendant, located at 450 

Mamaroneck Ave, Suite 201 Harrison, New York, is the “nerve center” of its business activities – 

the place where its high-level officers direct, control, and coordinate Defendant’s and its affiliates’ 

activities, including major policy, financial and legal decisions. 

178. Defendant’s actions and corporate decisions surrounding the allegations made 

herein were made from and in New York. 

 
51   https://www.consumerreports.org/data-theft/the-data-breach-next-door-a7102554918/ (last 
accessed Oct. 31, 2022). 
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179. Defendant’s breaches of duty to Plaintiffs and Class Members emanated from 

New York. 

180. Application of New York law to the Class with respect to Plaintiffs’ and the Class’ 

claims is neither arbitrary nor fundamentally unfair because New York has significant contacts 

and a significant aggregation of contacts that create a state interest in the claims of Plaintiffs and 

the Class. 

181. Under New York’s choice of law principles, which are applicable to this action, 

the common law of New York applies to the nationwide common law claims of all Class members.  

In addition, given New York’s significant interest in regulating the conduct of businesses operating 

within its borders, and that New York has the most significant relationship to Defendant, as it is 

headquartered in New York and its executives and officers are located and made decisions which 

led to the allegations of this litigation there, there is no conflict in applying New York law to non-

resident consumers such as Plaintiffs and the Class. 

CLASS ACTION ALLEGATIONS 
 

182. Plaintiff brings this action on behalf of herself and on behalf of all other persons 

similarly situated. 

183. Plaintiff proposes the following Class definition, subject to amendment as 

appropriate: 

All persons whose Private Information was compromised as a result 
of the Data Breach announced by Defendant on or about October 21, 
2022 (the “Class”). 

 
184. Excluded from the Class are Defendant’s officers and directors, and any entity in 

which Defendant has a controlling interest; and the affiliates, legal representatives, attorneys, 

successors, heirs, and assigns of Defendant. Excluded also from the Class are Members of the 

judiciary to whom this case is assigned, their families and Members of their staff. 
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185. Plaintiff hereby reserves the right to amend or modify the class definitions with 

greater specificity or division after having had an opportunity to conduct discovery and before the 

Court determines whether certification is appropriate. The proposed Class meets the criteria for 

certification under Rule 23(a), (b)(2), (b)(3) and (c)(4). 

186. Numerosity. The Members of the Class are so numerous that joinder of all of them 

is impracticable. While the exact number of Class Members is unknown to Plaintiff at this time, 

Defendant has identified at least 380,104 persons whose Private Information may have been 

compromised in the Data Breach, and the victims are apparently identifiable within Defendant’s 

records. 

187. Commonality and Predominance. There are questions of law and fact common 

to the Class, which predominate over any questions affecting only individual Class Members. 

These include, without limitation: 

a. Whether Defendant owed a duty to Class Members to safeguard 
their Private Information; 
 

b. Whether Defendant unlawfully used, maintained, lost, or disclosed 
Plaintiff’s and Class Members’ Private Information; 

 
c. Whether Defendant breached its duty to Class Members to 

safeguard their Private Information; 
 

d. Whether computer hackers obtained Class Members’ Private 
Information in the Data Breach; 

 
e. When specifically Defendant actually learned of the Data Breach; 

 
f. Whether Defendant adequately, promptly, and accurately 

informed Class Members that their Private Information had been 
compromised; 

 
g. Whether Defendant failed to implement and maintain reasonable 

security procedures and practices appropriate to the nature and 
scope of the Private Information compromised in the Data Breach; 

 
h. Whether Defendant’s data security systems prior to and during the 
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Data Breach complied with applicable data security laws and 
regulations; 

 
i. Whether Defendant’s data security systems prior to and during the 

Data Breach were consistent with industry standards; 
 

j. Whether Defendant knew or should have known that its data 
security systems and monitoring processes were deficient; 

 
k. Whether Defendant adequately addressed and fixed the 

vulnerabilities which permitted the Data Breach to occur; 
 

l. Whether Plaintiff and Class Members suffered legally cognizable 
damages as a result of Defendant’s misconduct; 

 
m. Whether Defendant’s conduct was negligent; 

 
n. Whether Defendant’s conduct was per se negligent; 

 
o. Whether Defendant was unjustly enriched; 

 
p. Whether Defendant violated the state consumer protection law 

asserted herein; and 
 

q. Whether Plaintiff and Class Members are entitled to damages, civil 
penalties, punitive damages and/or injunctive relief. 

 
188. Defendant engaged in a common course of conduct giving rise to the legal rights 

Plaintiff and Class Members seek to enforce, in that all the Plaintiff’s and Class Members’ data 

was stored on the same computer systems and unlawfully accessed in the same way. The common 

issues arising from Defendant’s conduct affecting Class Members set out above predominate over 

any individualized issues. Similar or identical statutory and common law violations, business 

practices, and injuries are involved. Individual questions, if any, pale in comparison, in both quality 

and quantity, to the numerous common questions that dominate this action. Adjudication of these 

common issues in a single action has important and desirable advantages of judicial economy. 

189. Typicality. Plaintiff’s claims are typical of those of other Class Members because 

Plaintiff’s Private Information, like that of every other Class member, was compromised in the 
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Data Breach. 

190. Adequacy of Representation. Plaintiff will fairly and adequately represent and 

protect the interests of the Members of the Class in that she has no disabling conflicts of interest 

that would be antagonistic to that of the other Class Members. Plaintiff seeks no relief that is 

antagonistic or adverse to the Members of the Class and the infringement of the rights and the 

damages she has suffered are typical of other Class Members. Plaintiff’s Counsel is competent and 

experienced in litigating class actions, including data privacy litigation of this kind. 

191. Superiority. A class action is superior to other available methods for the fair and 

efficient adjudication of the controversy. Class treatment of common questions of law and fact is 

superior to multiple individual actions or piecemeal litigation. Absent a class action, most Class 

Members would likely find that the cost of litigating their individual claims is prohibitively high 

and would therefore have no effective remedy. The prosecution of separate actions by individual 

Class Members would create a risk of inconsistent or varying adjudications with respect to 

individual Class Members, which would establish incompatible standards of conduct for 

Defendant. In contrast, the conduct of this action as a class action presents far fewer management 

difficulties, conserves judicial resources and the parties’ resources and protects the rights of each 

Class member. 

192. The nature of this action and the nature of laws available to Plaintiff and Class 

Members make the use of the class action device a particularly efficient and appropriate procedure 

to afford relief to Plaintiff and Class Members for the wrongs alleged because Defendant would 

necessarily gain an unconscionable advantage since they would be able to exploit and overwhelm 

the limited resources of each individual Class Member with superior financial and legal resources; 

the costs of individual suits could unreasonably consume the amounts that would be recovered; 

proof of a common course of conduct to which Plaintiff was exposed is representative of that 
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experienced by the Class and will establish the right of each Class Member to recover on the cause 

of action alleged; and individual actions would create a risk of inconsistent results and would be 

unnecessary and duplicative of this litigation. 

193. The litigation of the claims brought herein is manageable. Defendant’s uniform 

conduct, the consistent provisions of the relevant laws, and the ascertainable identities of Class 

Members demonstrates that there would be no significant manageability problems with 

prosecuting this lawsuit as a class action. 

194. Unless a Class-wide injunction is issued, Defendant may continue in its failure to 

properly secure the Private Information of Class Members, Defendant may continue to refuse to 

provide proper notification to Class Members regarding the Data Breach, and Defendant may 

continue to act unlawfully as set forth in this Complaint.  

195. Further, Defendant has acted or refused to act on grounds generally applicable to 

the Class and, accordingly, final injunctive or corresponding declaratory relief with regard to the 

Class Members as a whole is appropriate. 

196. Finally, all members of the proposed Class are readily ascertainable and adequate 

notice can be given to Class Members directly using information maintained in Defendant’s 

records.  
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CAUSES OF ACTION 

COUNT I 

NEGLIGENCE 
 (On Behalf of Plaintiff and All Class Members) 

 
197. Plaintiff re-alleges and incorporates by reference the preceding paragraphs as if 

fully set forth herein. 

198. Defendant obtained Plaintiff’s and Class Members’ Private Information as a 

condition of providing services to Plaintiff and Class Members in the State of New York. 

199. Defendant’s acceptance and maintenance of this information is for its own 

pecuniary gain and as part of its regular business activities. 

200. Plaintiff and the Class Members entrusted their Private Information to Defendant 

on the premise and with the understanding that Defendant would safeguard their information, use 

their Private Information for business purposes only, and/or not disclose their Private Information 

to unauthorized third parties. 

201. Defendant had full knowledge of the sensitivity of the Private Information and the 

types of harm that Plaintiff and Class Members could and would suffer if the Private Information 

were wrongfully disclosed. 

202. Defendant knew or reasonably should have known that the failure to exercise due 

care in the collecting, storing, and using of their consumers’ Private Information involved an 

unreasonable risk of harm to Plaintiff and Class Members, even if the harm occurred through the 

criminal acts of a third party. 

203. By assuming the responsibility to collect and to store this data, and in fact doing 

so, and sharing it and using it for commercial gain, Defendant had a duty of care to use reasonable 

means to secure and safeguard its computer property—and Class Members’ Private Information 
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held within it— to prevent disclosure of the information, and to safeguard the information from 

theft. Defendant’s duty included a responsibility to implement security protocols and processes by 

which it could detect a breach of its network servers in a reasonably expeditious period of time 

and give prompt notice to those affected in the case of a data breach. 

204. Defendant had a duty to employ reasonable security measures under Section 5 of 

the Federal Trade Commission Act, 15 U.S.C. § 45, which prohibits “unfair . . . practices in or 

affecting commerce,” including, as interpreted and enforced by the FTC, the unfair practice of 

failing to use reasonable measures to protect confidential data. 

205. Defendant’s duty to use reasonable care in protecting confidential data arose not 

only as a result of the statutes and regulations described above, but also because Defendant is 

bound by industry standards to protect confidential Private Information. 

206. Defendant breached its duties (and thus was negligent) by failing to use reasonable 

measures to protect Class Members’ Private Information. The specific negligent acts and 

omissions committed by Defendant includes, but are not limited to, the following: 

a. Failing to adopt, implement and maintain adequate security measures and 
appropriate procedures to safeguard Class Members’ Private Information; 

b. Failing to adequately monitor the security of its networks and systems; 
 

c. Failing to periodically ensure that its computer system had plans in place to maintain 
reasonable data security safeguards; 

d. Failing to meet the minimum industry standards for preventing cyberattacks and 
data breaches; 

e. Improperly and inadequately safeguarding the Private Information of Plaintiff and 
Class Members in deviation of standard industry rules, regulations, and practices at 
the time of the Data Breach; 

f. Failing to heed industry warnings and alerts to provide adequate safeguards to 
protect consumers’ Private Information in the face of increased risk of theft; 

g. Allowing unauthorized access to Class Members’ Private Information; 
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h. Failing to detect in a timely manner that Class Members’ Private Information had 
been compromised; and 

i. Failing to timely and adequately notify Class Members about the existence and 
scope of the Data Breach so that they could take appropriate steps to mitigate the 
potential for identity theft and other damages. 

207. It was foreseeable that Defendant’s failure to use reasonable measures to protect 

Class Members’ Private Information would result in injury to Class Members.  

208. Further, the breach of security was reasonably foreseeable given the known high 

frequency of cyberattacks and data breaches. 

209. It was therefore foreseeable that the failure to adequately safeguard Class 

Members’ Private Information would result in one or more types of injuries to Class Members. 

210. Plaintiff and Class Members had no ability to protect their Private Information 

that was in, and possibly remains in, Defendant’s possession.  

211. Defendant was in a position to protect against the harm suffered by Plaintiff and 

Class Members as a result of the Data Breach. 

212. Defendant had and continues to have a duty to adequately and promptly disclose 

that the Private Information of Plaintiffs and Class Members within Defendant’s possession might 

have been compromised, how it was compromised, and precisely the types of data that were 

compromised and when. Such notice was necessary to allow Plaintiffs and Class Members to take 

steps to prevent, mitigate, and repair any identity theft and the fraudulent use of their Private 

Information by third parties.  

213. Defendant has admitted that Plaintiff’s and Class Members’ Private Information 

was wrongfully lost and disclosed to unauthorized third persons as a result of the Data Breach. 

214. But for Defendant’s wrongful and negligent breach of duties owed to Plaintiff and 

Class Members, the Private Information of Plaintiff and Class Members would not have been 

compromised. 
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215. There is a temporal and close causal connection between Defendant’s failure to 

implement security measures to protect the Private Information and the harm suffered, or risk of 

imminent harm suffered by Plaintiff and Class Members. 

216. As a result of Defendant’s negligence, Plaintiff and Class Members have suffered 

and will continue to suffer damages and injury including, but not limited to: out-of-pocket 

expenses associated with procuring robust identity protection and restoration services; increased 

risk of future identity theft and fraud, the costs associated therewith; time spent monitoring, 

addressing and correcting the current and future consequences of the Data Breach; and the 

necessity to engage legal counsel and incur attorneys’ fees, costs and expenses. 

217. Additionally, as a direct and proximate result of Defendant’s negligence Plaintiff 

and Class members have suffered and will suffer the continued risks of exposure of their Private 

Information, which remains in Defendant’s possession and is subject to further unauthorized 

disclosures so long as Defendant fails to undertake appropriate and adequate measures to protect 

the Private Information in its continued possession. 

218. Plaintiff and Class Members are entitled to compensatory and consequential 

damages suffered as a result of the Data Breach.  Plaintiff and Class Members are also entitled to 

injunctive relief requiring Defendant to, e.g., (i) strengthen its data security systems and 

monitoring procedures; (ii) submit to future annual audits of those systems and monitoring 

procedures; and (iii) immediately provide and continue to provide adequate credit monitoring to 

all Class Members. 
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COUNT II 

BREACH OF IMPLIED  CONTRACT 
(On Behalf of Plaintiff and All Class Members) 

 
219. Plaintiff re-alleges and incorporates by reference the preceding paragraphs as if 

fully set forth herein. 

220. Plaintiff and Class Members were required to provide their Private Information to 

Defendant as a condition of their use of Defendant’s services.  

221. Plaintiff and Class Members paid money to Defendant in exchange for services, 

along with Defendant’s promise to protect their Private Information from unauthorized access and 

disclosure. 

222. Implicit in the agreement between Plaintiff and Class Members and the Defendant 

to provide Private Information, was the latter’s obligation to: (a) use such Private Information for 

business purposes only, (b) take reasonable steps to safeguard that Private Information, (c) prevent 

unauthorized disclosures of the Private Information, (d) provide Plaintiff and Class Members with 

prompt and sufficient notice of any and all unauthorized access and/or theft of their Private 

Information, (e) reasonably safeguard and protect the Private Information of Plaintiff and Class 

Members from unauthorized disclosure or uses, and (f) retain the Private Information only under 

conditions that kept such information secure and confidential. 

223. When Plaintiff and Class Members provided their PII and PHI to Defendant, they 

entered into implied contracts with Defendant pursuant to which Defendant agreed to reasonably 

protect such information. 

224. In entering into such implied contracts, Plaintiff and Class Members reasonably 

believed and expected that Defendant’s data security practices complied with relevant laws and 

regulations and were consistent with industry standards. 

Case 7:22-cv-09341-PMH   Document 1   Filed 10/31/22   Page 43 of 54



44 

 

 

225. Plaintiff and Class Members would not have entrusted their Private Information 

to Defendant in the absence of the implied contract between them and Defendant to keep their 

information reasonably secure, including monitoring its computer systems and networks to ensure 

that it adopted reasonable data security measures. 

226. Plaintiff and Class Members fully and adequately performed their obligations 

under the implied contracts with Defendant. 

227. Defendant breached its implied contracts with Class Members by failing to 

safeguard and protect their Private Information. 

228. As a direct and proximate result of Defendant’s breaches of the implied contracts, 

Class Members sustained damages as alleged herein. 

229. Plaintiff and Class Members are entitled to compensatory and consequential 

damages suffered as a result of the Data Breach. 

230. Plaintiff and Class Members are also entitled to injunctive relief requiring 

Defendant to, e.g., (i) strengthen its data security systems and monitoring procedures; (ii) submit 

to future annual audits of those systems and monitoring procedures; and (iii) immediately provide 

and continue to provide adequate credit monitoring to all Class Members. 

COUNT III 

 UNJUST ENRICHMENT 
(On Behalf of Plaintiff and All Class Members) 

 
231. Plaintiff re-alleges and incorporates by reference the preceding paragraphs as if 

fully set forth herein. 

232. Upon information and belief, Defendant funds its data security measures from its 

general revenue including payments made by or on behalf of Plaintiff and the Class Members.  

233. As such, a portion of the payments made by or on behalf of Plaintiff and the Class 
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Members is to be used to provide a reasonable level of data security, and the amount of the portion 

of each payment made that is allocated to data security is known to Defendant. 

234. Plaintiff and Class Members conferred a monetary benefit on Defendant.  

235. Specifically, they purchased goods and services from Defendant and/or its agents 

or contracting partners and in so doing provided Defendant with their Private Information. In 

exchange, Plaintiff and Class Members should have received from Defendant the goods and 

services that were the subject of the transaction and have their Private Information protected with 

adequate data security. 

236. Defendant was aware that any payment for its services from entities that provided 

consumer information was intended for it on behalf of the consumer as each individual for which 

Defendant maintained private information was identifiable via the information Defendant 

collected.  

237. Defendant knew that Plaintiffs and Class Members conferred a benefit which 

Defendant accepted. Defendant profited from these transactions and used the Private Information 

of Plaintiffs and Class Members for business purposes. 

238. In particular, Defendant enriched itself by saving the costs it reasonably should 

have expended on data security measures to secure Plaintiff’s and Class Members’ Private 

Information. Instead of providing a reasonable level of security that would have prevented the Data 

Breach, Defendant instead calculated to increase its own profits at the expense of Plaintiff and 

Class Members by utilizing cheaper, ineffective security measures. Plaintiff and Class Members, 

on the other hand, suffered as a direct and proximate result of Defendant’s decision to prioritize 

its own profits over the requisite security. 

239. Under the principles of equity and good conscience, Defendant should not be 

permitted to retain the money belonging to Plaintiff and Class Members because Defendant failed 
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to implement appropriate data management and security measures that are mandated by industry 

standards. 

240. Defendant failed to secure Plaintiffs and Class Members' Private Information and, 

therefore, did not provide full compensation for the benefit Plaintiffs and Class Members provided. 

241. Defendant acquired the Private Information through inequitable means in that it 

failed to disclose the inadequate security practices previously alleged. 

242. If Plaintiff and Class Members knew that Defendant had not secured their Private 

Information, they would not have agreed to provide their Private Information to Defendant. 

243. Plaintiff and Class Members have no adequate remedy at law. 

244. As a direct and proximate result of Defendant’s conduct, Plaintiff and Class 

Members have suffered and will suffer injury, including but not limited to: (i) actual identity theft; 

(ii) the loss of the opportunity how their Private Information is used; (iii) the compromise, publication 

and/or theft of their Private Information; (iv) out-of-pocket expenses associated with the prevention, 

detection, and recovery from identity theft, and/or unauthorized use of their Private Information; (v) 

lost opportunity costs associated with effort expended and the loss of productivity addressing and 

attempting to mitigate the actual and future consequences of the Data Breach, including but not 

limited to efforts spent researching how to prevent, detect, contest, and recover from identity theft; 

(vi) the continued risk to their Private Information, which remains in Defendant’s possession and is 

subject to further unauthorized disclosures so long as Defendant fails to undertake appropriate and 

adequate measures to protect PII and PHI in its continued possession; and (vii) future costs in terms 

of time, effort and money that will be expended to prevent, detect, contest and repair the impact of 

the Private Information compromised as a result of the Data Breach, for the remainder of the lives of 

Plaintiff and Class Members. 

245. As a direct and proximate result of Defendant’s conduct, Plaintiff and Class 
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Members have suffered and will continue to suffer other forms of injury and/or harm, including, 

but not limited to, anxiety, emotional distress, loss of privacy, and other economic and 

noneconomic losses. 

246. Defendant should be compelled to disgorge into a common fund or constructive 

trust for the benefit of Plaintiff and Class Members the proceeds that it unjustly received from 

them. 

COUNT IV  

NEGLIGENCE PER SE 

(On Behalf of Plaintiff & All Class Members) 
 

247. Plaintiff re-alleges and incorporates by reference the preceding paragraphs as if 

fully set forth herein. 

248. Defendant’s duty of care to use reasonable security measures also arose as a result 

of the special relationship that existed between Defendant and its patients, which is recognized by 

laws and regulations including but not limited to HIPAA, as well as common law. Defendant was 

in a position to ensure that its systems were sufficient to protect against the foreseeable risk of 

harm to Class Members from a Data Breach or data breach.  

249. Defendant’s duty to use reasonable security measures under HIPAA required 

Defendant to “reasonably protect” confidential data from “any intentional or unintentional use or 

disclosure” and to “have in place appropriate administrative, technical, and physical safeguards to 

protect the privacy of protected health information.” 45 C.F.R. § 164.530(c)(l). Some or all of the 

healthcare, dental, and/or medical information at issue in this case constitutes “protected health 

information” within the meaning of HIPAA.  

250. Defendant’s violation of 45 C.F.R. § 164.530(c)(l) and related HIPAA provisions 

constitutes negligence per se. 
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251. Pursuant to the Federal Trade Commission Act (15 U.S.C. § 45), Defendant had 

a duty to provide fair and adequate computer systems and data security practices to safeguard 

Plaintiff’s and Class Members’ Private Information. 

252. Additionally, Section 5 of the FTC Act prohibits “unfair . . . practices in or 

affecting commerce,” including, as interpreted and enforced by the FTC, the unfair act or practice 

by businesses, such as Defendant, of failing to use reasonable measures to protect Private 

Information. The FTC publications and orders described above also form part of the basis of 

Defendant’s duty in this regard. 

253. Defendant violated Section 5 of the FTC Act by failing to use reasonable measures 

to protect Plaintiff’s and Class Members’ Private Information and not complying with applicable 

industry standards, as described in detail herein. Defendant’s conduct was particularly 

unreasonable given the nature and amount of Private Information it obtained and stored and the 

foreseeable consequences of a data breach including, specifically, the damages that would result 

to Plaintiff and Class Members. 

254. Defendant’s violation of Section 5 of the FTC Act constitutes negligence per se 

as Defendant’s violation of the FTC Act establishes the duty and breach elements of negligence. 

255. Plaintiff and Class Members are within the class of persons that the FTC Act was 

intended to protect. 

256. The harm that occurred as a result of the Data Breach is the type of harm the FTC 

Act was intended to guard against. The FTC has pursued enforcement actions against businesses 

which—as a result of their failure to employ reasonable data security measures and avoid unfair 

and deceptive practices—caused the same harm as that suffered by Plaintiff and Class Members. 

257. But for Defendant’s wrongful and negligent breach of its duties owed to Plaintiff 

and Class Members, Plaintiff and Class Members would not have been injured. 
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258. Defendant knew or should have known that it was failing to meet its duties and 

that its breach would cause Plaintiff and Class Members to experience the foreseeable harms 

associated with the exposure of their Private Information. 

259. As a direct and proximate result of Defendant’s negligent conduct, Plaintiff and 

Class Members have suffered and will continue to suffer injury and damages as alleged herein, and are 

entitled to compensatory, consequential and punitive damages in an amount to be proven at trial. 

COUNT V 
 

VIOLATION OF THE NEW YORK DECEPTIVE TRADE PRACTICES ACT  
(New York Gen. Bus. Law § 349) 

(On Behalf of Plaintiff and All Class Members) 
 

260. Plaintiff re-alleges and incorporates by reference the preceding paragraphs as if 

fully set forth herein. 

261. By the acts and conduct alleged herein, Defendant committed unfair or deceptive 

acts and practices by: 

a. promising to maintain the privacy and security of Plaintiffs’ protected health 
information as required by law; 

b. failing to maintain adequate computer systems and data security practices to safeguard 
Private Information; 

c. failing to disclose that its computer systems and data security practices were inadequate 
to safeguard Private Information from theft; 

d. continued gathering and storage of Private Information after Defendant knew or should 
have known of the security vulnerabilities of its computer systems that were exploited 
in the Data Breach; and 

e. continued gathering and storage of PII and PHI after Defendant knew or should have 
known of the Data Breach and before Defendant allegedly remediated the data security 
incident. 

262. These unfair acts and practices violated duties imposed by laws, including but not 

limited to, the Federal Trade Commission Act, HIPAA, and NY GBL § 349. 
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263. The foregoing deceptive acts and practices were directed at consumers. 

264. The foregoing deceptive acts and practices are misleading in a material way 

because they fundamentally misrepresent the character of the services provided, specifically as to 

the safety and security of Plaintiff’s and Class Members’ Private Information. 

265. Defendant’s unconscionable commercial practices, false promises, 

misrepresentations, and omissions set forth are material in that they relate to matters which 

reasonable persons, including Plaintiff and Class Members, would attach importance to in making 

their decisions and/or conducting themselves regarding the services received from Defendant. 

266. Plaintiff and Class Members are consumers who paid for healthcare services and 

treatments provided by Defendant, the costs of which necessarily included the amounts 

Defendant’s affiliate providers paid to Defendant for the furnishing of various healthcare-related 

services. 

267. Defendant’s acts, practices and omissions were done in the course of Defendant’s 

business of furnishing healthcare-related services to consumers in the State of New York. 

268. As a direct and proximate result of Defendant’s multiple, separate violations of 

GBL §349, Plaintiff and Class Members suffered damages including, but not limited to: (i) actual 

identity theft; (ii) the compromise, publication and/or theft of their Private Information; (iii) out-

of-pocket expenses associated with the prevention, detection and recovery from identity theft 

and/or unauthorized use of their Private Information; (iv) lost opportunity costs associated with 

effort expended and the loss of productivity addressing and attempting to mitigate the actual and 

future consequences of the Data Breach, including but not limited to, efforts spent researching how 

to prevent, detect, contest and recover from identity theft; (v) the continued risk to their Private 

Information, which remains in Defendant’s possession and is subject to further unauthorized 

disclosures so long as Defendant fails to undertake appropriate and adequate measures to protect 
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the Private Information in its continued possession; (vi) future costs in terms of time, effort and 

money that will be expended as result of the Data Breach for the remainder of the lives of Plaintiff 

and Class Members; and (vii) the diminished value of Defendant’s services they received. 

269. Also as a direct result of Defendant’s violation of GBL §349, Plaintiff and the 

Class Members are entitled to damages as well as injunctive relief, including, but not limited to, 

ordering Defendant to: (i) strengthen its data security systems and monitoring procedures; (ii) 

submit to future annual audits of those systems and monitoring procedures and (iii) immediately 

provide and continue to provide adequate credit monitoring to all Class Members. 

270. Plaintiff brings this action on behalf of herself and Class Members for the relief 

requested above and for the public benefit to promote the public interests in the provision of 

truthful, fair information to allow consumers to make informed purchasing decisions and to protect 

Plaintiff, Class Members and the public from Defendant’s unfair, deceptive and unlawful practices. 

Defendant’s wrongful conduct as alleged in this Complaint has had widespread impact on the 

public at large. 

271. Defendant knew or should have known that its network systems and data security 

practices were inadequate to safeguard Class Members’ Private Information and that the risk of a 

data security incident was high. 

272. Plaintiff and Class Members were injured because: (i) they would not have paid 

for services provided by the Defendant had they known the true nature and character of 

Defendant’s data security practices; (ii) Plaintiff and Class Members would not have entrusted 

their Private Information to Defendant in the absence of promises that Defendant would keep their 

information reasonably secure, and (iii) Plaintiff and Class Members would not have entrusted 

their Private Information to Defendant in the absence of the promise to monitor its computer 

systems and networks to ensure that it adopts reasonable data security measures. 

Case 7:22-cv-09341-PMH   Document 1   Filed 10/31/22   Page 51 of 54



52 

 

 

273. As a result, Plaintiffs and the Class Members are entitled to damages in an amount 

to be determined at trial, along with their costs and attorneys’ fees incurred in this action. 

COUNT VI 
 

VIOLATIONS OF NEW YORK’S INFORMATION SECURITY BREACH AND 
NOTIFICATION ACT (N.Y. Gen. Bus. Law § 899-aa, et seq.)  

(On Behalf of Plaintiff and All Class Members) 
 

274. Plaintiff re-alleges and incorporates by reference the preceding paragraphs as if 

fully set forth herein. 

275. The acts and practices alleged herein occurred in trade or commerce in the state 

of New York. 

276. The Data Breach, which compromised the Private Information of New York 

citizens, constitutes a “breach of security,” as that term is defined by NY Gen. Stat. §899-aa. 

277. In the manner described herein, Defendant unreasonably delayed the disclosure 

of the “breach of security” of Private Information within the meaning of NY Gen. Stat. § 899-aa. 

278. Pursuant to NY Gen. Stat. § 899-aa the Defendant’s failure to disclose the Data 

Breach following its discovery to each New York resident whose Private Information was, or was 

reasonably believed to have been, accessed by an unauthorized person through the Data Breach, 

constitutes an unfair trade practice pursuant to NY Gen. Stat. § 899-aa. 

COUNT VII 
 

BREACH OF THIRD-PARTY BENEFICIARY CONTRACT  
(On Behalf of Plaintiff and All Class Members) 

 
279. Plaintiff re-alleges and incorporates by reference the preceding paragraphs as if 

fully set forth herein. 

280. Somnia entered into a contract to provide services to its customers, including 

Plaintiff and Class Members and/or their respective medical providers.  

Case 7:22-cv-09341-PMH   Document 1   Filed 10/31/22   Page 52 of 54



53 

 

 

281. These contracts were made expressly for the benefit of Plaintiff and the Class 

Members, as it was their confidential medical information that Somnia agreed to collect and protect 

through its services. Thus, the benefit of collection and protection of the Private Information 

belonging to Plaintiff and the Class was the direct and primary objective of the contracting parties. 

282. Somnia knew that if it were to breach these contracts with its customers, the 

customers’ patients, including Plaintiff and the Class Members, would be harmed by, among other 

harms, fraudulent transactions. 

283. Somnia breached its contracts with its customers affected by this Data Breach when 

it failed to use reasonable data security measures that could have prevented the Data Breach. 

284. As foreseen, Plaintiffs and the Class Members were harmed by Defendant’s failure 

to use reasonable security measures to store patient information, including but not limited to the 

risk of harm through the loss of their Private Information. 

285. Accordingly, Plaintiffs and the Class Members are entitled to damages in an amount 

to be determined at trial, along with their costs and attorneys’ fees incurred in this action. 

PRAYER FOR RELIEF 
 

WHEREFORE, Plaintiff Irene Chabak respectfully prays for judgment as follows: 
 

a) For an Order certifying this action as a class action and appointing 
Plaintiff and her counsel to represent the Class; 
 

b) For equitable relief enjoining Defendant from engaging in the 
wrongful conduct complained of herein pertaining to the misuse 
and/or disclosure of Plaintiff’s and Class Members’ Private 
Information, and from refusing to issue prompt, complete and 
accurate disclosures to Plaintiff and Class Members; 
 

c) For equitable relief compelling Defendant to utilize appropriate 
methods and policies with respect to consumer data collection, 
storage and safety, and to disclose with specificity the type of 
Private Information compromised during the Data Breach; 
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d) For equitable relief requiring restitution and disgorgement of the 
revenues wrongfully retained as a result of Defendant’ wrongful 
conduct; 
 

e) Ordering Defendant to pay for not less than seven years of credit 
monitoring services for Plaintiff and Class Members; 
 

f) For an award of actual damages, compensatory damages, statutory 
damages and statutory penalties in an amount to be determined and  
as allowable by law; 
 

g) For an award of punitive damages as allowable by law; 
 

h) For an award of attorneys’ fees and costs and any other expense, 
including expert witness fees; 
 

i) Pre- and post-judgment interest on any amounts awarded; and 
 

j) Such other and further relief as this Honorable Court may deem 
just and proper. 

 
JURY TRIAL DEMANDED 

 
Plaintiff respectfully demands a trial by jury on all claims so triable. 

 
Dated: October 31, 2022  Respectfully submitted, 

 
WEITZ & LUXENBERG, PC 

 
/s/ James Bilsborrow 
 
James Bilsborrow (JB8204) 
700 Broadway 
New York, NY 10003 
(212) 558-5500 

 
       Counsel for Plaintiff and  

the Putative Class 
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EXECUTIVE SUMMARY 

Title III of the E-Government Act (Public Law 107-347), titled the Federal Information Security 
Management Act (FISMA), tasked the National Institute of Standards and Technology (NIST) to 
develop: 

• Standards to be used by all Federal agencies to categorize all information and information 
systems collected or maintained by or on behalf of each agency based on the objectives 
of providing appropriate levels of information security according to a range of risk levels; 

• Guidelines recommending the types of information and information systems to be 
included in each such category; and 

• Minimum information security requirements (i.e., management, operational, and 
technical security controls), for information and information systems in each such 
category.  

In response to the second of these tasks, this guideline has been developed to assist Federal 
government agencies to categorize information and information systems. The guideline’s 
objective is to facilitate application of appropriate levels of information security according to a 
range of levels of impact or consequences that might result from the unauthorized disclosure, 
modification, or use of the information or information system.  This guideline assumes that the 
user is familiar with Standards for Security Categorization of Federal Information and 
Information Systems (Federal Information Processing Standard [FIPS] 199).  The guideline and 
its appendices: 

• Review the security categorization terms and definitions established by FIPS 199; 

• Recommend a security categorization process; 

• Describe a methodology for identifying types of Federal information and information 
systems;  

• Suggest provisional1 security impact levels for common information types;  

• Discuss information attributes that may result in variances from the provisional impact 
level assignment; and 

• Describe how to establish a system security categorization based on the system’s use, 
connectivity, and aggregate information content.   

This document is intended as a reference resource rather than as a tutorial and not all of the 
material will be relevant to all agencies.  This document includes two volumes, a basic guideline 
and a volume of appendices.  Users should review the guidelines provided in Volume I, then 
refer to only that specific material from the appendices that applies to their own systems and 
applications.  The provisional impact assignments are provided in Volume II, Appendix C and D.  
The basis employed in this guideline for the identification of information types is the Office of 

                                                 
1 Provisional security impact levels are the initial or conditional impact determinations made until all 
considerations are fully reviewed, analyzed, and accepted in the subsequent categorization steps by appropriate 
officials. 
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Management and Budget’s Federal Enterprise Architecture (FEA) Program Management Office 
(PMO) October 2007 publication, The Consolidated Reference Model Document Version 2.3.   



 

1.0 INTRODUCTION 

The identification of information processed on an information system is essential to the proper 
selection of security controls and ensuring the confidentiality, integrity, and availability of the 
system and its information. The National Institute of Standards and Technology (NIST) Special 
Publication (SP) 800-60 has been developed to assist Federal government agencies to categorize 
information and information systems.   

1.1 Purpose and Applicability 
NIST SP 800-60 addresses the FISMA direction to develop guidelines recommending the types 
of information and information systems to be included in each category of potential security 
impact. This guideline is intended to help agencies consistently map security impact levels to 
types of: (i) information (e.g., privacy, medical, proprietary, financial, contractor sensitive, trade 
secret, investigation); and (ii) information systems (e.g., mission critical, mission support, 
administrative).  This guideline applies to all Federal information systems other than national 
security systems. National security systems store, process, or communicate national security 
information.2  

1.2 Target Audience 
This publication is intended to serve a diverse federal audience of information system and 
information security professionals including: (i) individuals with information system and 
information security management and oversight responsibilities (e.g., chief information officers, 
senior agency information security officers, authorizing officials); (ii) organizational officials 
having a vested interest in the accomplishment of organizational missions (e.g., mission and 
business area owners, information owners); (iii) individuals with information system 
development responsibilities (e.g., program and project managers, information system 
developers); and (iv) individuals with information security implementation and operational 
responsibilities (e.g., information system owners, information owners, information system 
security officers).   

1.3 Relationship to Other Documents 
NIST Special Publication (SP) 800-60 is a member of the NIST family of security-related 
publications including: 

• FIPS Publication 199, Standards for Security Categorization of Federal Information and 
Information Systems; 

• FIPS Publication 200, Minimum Security Requirements for Federal Information and 
Information Systems; 

                                                 
2 FISMA defines a national security system as any information system (including telecommunications system) used 
or operated by an agency or by a contractor on behalf of an agency, or any other organization on behalf of an agency 
– (i) the function, operation, or use of which: involves intelligence activities; involves cryptologic activities related 
to national security; involves command and control of military forces; involves equipment that is an integral part of 
a weapon or weapon system; or is critical to the direct fulfillment of military or intelligence missions (excluding a 
routine administrative or business system used for applications such as payroll, finance, logistics, and personnel 
management); or (ii) that processes classified information. [See Public Law 107-347, Section 3542 (b)(2)(A).]  
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• NIST SP 800-30, Risk Management Guide for Information Technology Systems;3 

• NIST SP 800-37, Guide for the Security Certification and Accreditation of Federal 
Information Systems; 

• NIST Draft SP 800-39, Managing Risk from Information Systems: An Organization 
Perspective; 

• NIST SP 800-53, Recommended Security Controls for Federal Information Systems; 

• NIST SP 800-53A, Guide for Assessing the Security Controls in Federal Information 
Systems; and 

• NIST SP 800-59, Guideline for Identifying an Information System as a National Security 
System.  

This series of nine documents is intended to provide a structured, yet flexible framework for 
selecting, specifying, employing, evaluating, and monitoring the security controls in Federal 
information systems—and thus, makes a significant contribution toward satisfying the 
requirements of the Federal Information Security Management Act (FISMA) of 2002. While the 
publications are mutually reinforcing and have some dependencies, in most cases, they can be 
effectively used independently of one another. 
The SP 800-60 information types and associated security impact levels are based on the Office of 
Management and Budget (OMB) Federal Enterprise Architecture Program Management Office’s 
October 2007 FEA Consolidated Reference Model Document, Version 2.3, inputs from 
participants in previous NIST SP 800-60 workshops, and FIPS 199.  Rationale for the example 
impact-level recommendations provided in the appendices has been derived from multiple 
sources and, as such, will require several iterations of review, comment, and subsequent 
modification to achieve consistency in terminology, structure, and content. 

1.4 Organization of this Special Publication 
This is Volume I of two volumes.  It contains the basic guidelines for mapping types of 
information and information systems to security categories.  The appendices, including security 
categorization recommendations for mission-based information types and rationale for security 
categorization recommendations, are published as a separate Volume II.   
Volume I provides the following background information and mapping guidelines: 

• Section 2: Provides an overview of the value of the categorization process to agency 
missions, security programs and overall information technology (IT) management and the 
publication’s role in the system development lifecycle, the certification and accreditation 
process, and the NIST Risk Management Framework. 

• Section 3: Provides the security objectives and corresponding security impact levels 
identified in the Federal Information Processing Standard 199, Standards for Security 
Categorization of Federal Information and Information Systems [FIPS 199];  

                                                 
3 This document is currently under revision and will be reissued as Special Publication 800-30, Revision 1, 
Guide for Conducting Risk Assessments. 
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• Section 4: Identifies the process including guidelines for identification of mission-based 
and management and support information types and the process used to select security 
impact levels, general considerations relating to security impact assignment, guidelines 
for system security categorization, and considerations and guidelines for applying and 
interrelating system categorization results to the agency’s enterprise, large supporting 
infrastructures, and interconnecting systems; 

• Appendix A: Glossary; and 

• Appendix B: References. 
Volume II includes the following appendices: 

• Appendix A: Glossary [Repeated]; 

• Appendix B: References [Repeated]; 

• Appendix C: Provisional security impact level assignments and supporting rationale 
for management and support information (administrative, management, and service 
information); 

• Appendix D: Provisional security impact level assignments and supporting rationale 
for mission-based information (mission information and services delivery 
mechanisms); and 

• Appendix E: Legislative and executive sources that specify sensitivity/criticality 
properties. 



 

2.0 PUBLICATION OVERVIEW 

Security categorization provides a vital step in integrating security into the government agency’s 
business and information technology management functions and establishes the foundation for 
security standardization amongst their information systems. Security categorization starts with 
the identification of what information supports which government lines of business, as defined 
by the Federal Enterprise Architecture (FEA). Subsequent steps focus on the evaluation of the 
need for security in terms of confidentiality, integrity, and availability. The result is strong 
linkage between missions, information, and information systems with cost effective information 
security. 

2.1 Agencies Support the Security Categorization Process 
Agencies support the categorization process by establishing mission-based information types for 
the organization.  The approach to establishing mission-based information types at an agency 
begins by documenting the agency’s mission and business areas.  In the case of mission-based 
information, the responsible individuals, in coordination with management, operational, 
enterprise architecture, and security stakeholders, should compile a comprehensive set of the 
agency’s lines of business and mission areas.  In addition, responsible individuals should identify 
the applicable sub-functions necessary to accomplish the organization’s mission.  For example, 
one organization’s mission might be related to economic development.  Sub-functions that are 
part of the organization’s economic development mission might include business and industry 
development, intellectual property protection, or financial sector oversight.  Each of these sub-
functions represents an information type. 

Agencies should conduct FIPS 199 security categorizations of their information systems as an 
agency-wide activity with the involvement of the senior leadership and other key officials within 
the organization (e.g., mission and business owners, authorizing officials, risk executive, chief 
information officer, senior agency information security officer, information system owners, and 
information owners) to ensure that each information system receives the appropriate 
management oversight and reflects the needs of the organization as a whole.  Senior leadership 
oversight in the security categorization process is essential so that the next steps in the NIST 
Risk Management Framework4 (e.g., security control selection) can be carried out in an effective 
and consistent manner throughout the agency. 

2.2 Value to Agency Missions, Security Programs and IT Management 
Federal agencies are heavily dependent upon information and information systems to 
successfully conduct critical missions.  With an increasing reliability on and growing complexity 
of information systems as well as a constantly changing risk environment, information security 
has become a mission-essential function.  This function must be conducted in a manner that 
reduces the risks to the information entrusted to the agency, its overall mission, and its ability to 
do business and to serve the American public.  In the end, information security, as a function, 
becomes a business enabler through diligent and effective management of risk to information 
confidentiality, integrity, and availability.  

                                                 
4 See Section 2.5, Figure 1: NIST Risk Management Framework 
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Therefore, the value of information security categorization is to enable agencies to proactively 
implement appropriate information security controls based on the assessed potential impact to 
information confidentiality, integrity, and availability and in turn to support their mission in a 
cost-effective manner.  An incorrect information system impact analysis (i.e., incorrect FIPS 199 
security categorization) can result in the agency either over protecting the information system 
thus wasting valuable security resources, or under protecting the information system and placing 
important operations and assets at risk. The aggregation of such mistakes at the enterprise level 
can further compound the problem.  
In contrast, conducting FIPS 199 impact analyses as an agency-wide exercise with the 
participation of key officials (e.g., Chief Information Officer [CIO], Senior Agency Information 
Security Officer [SAISO], Authorizing Officials, Mission/System Owners) at multiple levels can 
enable the agency to leverage economies of scale through the effective management and 
implementation of security controls at the enterprise level.  A resulting value of consistently 
implementing this systematic process for determining the security categorization and the 
application of appropriate security protection is an improved overall understanding of the 
agency’s mission, business processes, and information and system ownership.   

Implementation Tip 

To enable an appropriate level of mission support and the diligent 
implementation of current and future information security requirements, 
each agency should establish a formal process to validate system level 
security categorizations in terms of agency priorities. This will not only 
promote comparable evaluation of systems, but also yield added benefits to 
include leveraging common security controls and establishing defense-in-
depth. 

2.3 Role in the System Development Lifecycle 
An initial security categorization should occur early in the agency’s system development 
lifecycle (SDLC).  The resulting security categorization would feed into security requirements 
identification (later to evolve into security controls) and other related activities such as privacy 
impact analysis or critical infrastructure analysis. Ultimately, the identified security requirements 
and selected security controls are introduced to the standard systems engineering process to 
effectively integrate the security controls with the information systems functional and 
operational requirements, as well as other pertinent system requirements (e.g., reliability, 
maintainability, supportability).  

2.4 Role in the Certification and Accreditation Process 
Security categorization establishes the foundation of the certification and accreditation (C&A) 
activity by determining the levels of rigor required for certification and overall assurance testing 
of security controls, as well as additional activities that may be needed (i.e., privacy and critical 
infrastructure protection (CIP)). Thus, it assists in determining C&A level of effort and 
associated activity duration.  
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Security categorization is a prerequisite activity for the C&A process. The categorization should 
be revisited at least every three years or when significant change occurs to the system or 
supporting business lines. Situational changes outside the system or agency may require a 
reevaluation of the categorization (i.e., directed mission changes, changes in governance, 
elevated or targeted threat activities).  For more information, see NIST SP 800-64, Security 
Considerations in the Information System Development Life Cycle and NIST SP 800-37, Guide 
for the Security Certification and Accreditation of Federal Information Systems. 

Implementation Tip 

It is important to routinely revisit the security categorization as the 
mission/ business changes because it is likely the impact levels or even 
information types may change as well.  

2.5 Role in the NIST Risk Management Framework 
Security Categorization is the key first step in the Risk Management Framework5 because of its 
effect on all other steps in the framework from selection of security controls to level of effort in 
assessing security control effectiveness. 
Figure 1, NIST Risk Management Framework, depicts the role of NIST security standards and 
guidelines for information system security.  

                                                 
5 NIST SP 800-39, Managing Risk from Information Systems: An Organizational Perspective, (Initial Public 
Draft), October 2007. 
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Figure 1: NIST Risk Management Framework 

The security categorization process documented in this publication provides input into the 
following processes: 

• Step 2:  Select an initial set of security controls for the information system based on the 
FIPS 199 security categorization and apply tailoring guidance as appropriate, to obtain a 
starting point for required controls as specified in FIPS 200, Minimum Security 
Requirements for Federal Information and Information Systems and NIST SP 800-53, 
Recommended Security Controls for Federal Information Systems. Utilizing NIST SP 
800-53 and SP 800-30, Risk Management Guide for Information Technology Systems, 
supplement the initial set of tailored security controls based on an assessment of risk and 
local conditions including organization-specific security requirements, specific threat 
information, cost-benefit analyses, or special circumstances. 

• Step 3:  Implement the security controls in the information system. 

• Step 4:  Assess the security controls using appropriate methods and procedures to 
determine the extent to which the controls are implemented correctly, operating as 
intended, and producing the desired outcome with respect to meeting the security 
requirements for the system. (Reference NIST SP 800-53A, Guide for Assessing the 
Security Controls in Federal Information Systems). 
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• Step 5:  Authorize information system operation based upon a determination of the risk to 
organizational operations, organizational assets, or to individuals resulting from the 
operation of the information system and the decision that this risk is acceptable as 
specified in NIST SP 800-37, Guide for the Security Certification and Accreditation of 
Federal Information Systems. 

• Step 6:  Monitor and assess selected security controls in the information system on a 
continuous basis including documenting changes to the system, conducting security 
impact analyses of the associated changes, and reporting the security status of the system 
to appropriate organizational officials on a regular basis. (Reference NIST SP 800-37 and 
SP 800-53A). 



 

3.0 SECURITY CATEGORIZATION OF INFORMATION AND 
INFORMATION SYSTEMS  

Federal Information Processing Standard 199 (FIPS 199), Standards for Security Categorization 
of Federal Information and Information Systems, defines the security categories, security 
objectives, and impact levels to which SP 800-60 maps information types. FIPS 199 establishes 
security categories based on the magnitude of harm expected to result from compromises rather 
than on the results of an assessment that includes an attempt to determine the probability of 
compromise.  FIPS 199 also describes the context of use for this guideline.  Some of the content 
of FIPS 199 is included in this section in order to simplify the use of this guideline. 

3.1 Security Categories and Objectives  

3.1.1 Security Categories 

FIPS 199 establishes security categories for both information6 and information systems. The 
security categories are based on the potential impact on an organization should certain events 
occur. The potential impacts could jeopardize the information and information systems needed 
by the organization to accomplish its assigned mission, protect its assets, fulfill its legal 
responsibilities, maintain its day-to-day functions, and protect individuals.  Security categories 
are to be used in conjunction with vulnerability and threat information in assessing the risk to an 
organization.   
FIPS 199 establishes three potential levels of impact (low, moderate, and high) relevant to 
securing Federal information and information systems for each of three stated security objectives 
(confidentiality, integrity, and availability).  

3.1.2 Security Objectives and Types of Potential Losses 

As reflected in Table 1, FISMA and FIPS 199 define three security objectives for information 
and information systems. 

Table 1: Information and Information System Security Objectives 
Security 

Objectives FISMA Definition [44 U.S.C., Sec. 3542] FIPS 199 Definition 

Confidentiality “Preserving authorized restrictions on information 
access and disclosure, including means for protecting 
personal privacy and proprietary information…” 

A loss of confidentiality is the 
unauthorized disclosure of 
information.  

Integrity “Guarding against improper information 
modification or destruction, and includes ensuring 
information non-repudiation and authenticity…” 

A loss of integrity is the unauthorized 
modification or destruction of 
information. 

Availability “Ensuring timely and reliable access to and use of 
information…” 

A loss of availability is the disruption 
of access to or use of information or 
an information system. 

                                                 
6 Information is categorized according to its information type.  An information type is a specific category of 
information (e.g., privacy, medical, proprietary, financial, investigative, contractor sensitive, security 
management) defined by an organization or, in some instances, by a specific law, Executive Order, directive, 
policy, or regulation. 
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3.2 Impact Assessment  
FIPS 199 defines three levels of potential impact on organizations or individuals should there be 
a breach of security (i.e., a loss of confidentiality, integrity, or availability). The application of 
these definitions must take place within the context of each organization and the overall national 
interest. Table 2 provides FIPS 199 potential impact definitions. 

Table 2: Potential Impact Levels 
Potential 
Impact Definitions 

Low The potential impact is low if—The loss of confidentiality, integrity, or availability could be 
expected to have a limited adverse effect on organizational operations, organizational assets, or 
individuals.7  
A limited adverse effect means that, for example, the loss of confidentiality, integrity, or 
availability might: (i) cause a degradation in mission capability to an extent and duration that the 
organization is able to perform its primary functions, but the effectiveness of the functions is 
noticeably reduced; (ii) result in minor damage to organizational assets; (iii) result in minor 
financial loss; or (iv) result in minor harm to individuals. 

Moderate The potential impact is moderate if—The loss of confidentiality, integrity, or availability could be 
expected to have a serious adverse effect on organizational operations, organizational assets, or 
individuals.  
A serious adverse effect means that, for example, the loss of confidentiality, integrity, or 
availability might: (i) cause a significant degradation in mission capability to an extent and duration 
that the organization is able to perform its primary functions, but the effectiveness of the functions 
is significantly reduced; (ii) result in significant damage to organizational assets; (iii) result in 
significant financial loss; or (iv) result in significant harm to individuals that does not involve loss 
of life or serious life threatening injuries. 

High The potential impact is high if—The loss of confidentiality, integrity, or availability could be 
expected to have a severe or catastrophic adverse effect on organizational operations, 
organizational assets, or individuals.  
A severe or catastrophic adverse effect means that, for example, the loss of confidentiality, 
integrity, or availability might: (i) cause a severe degradation in or loss of mission capability to an 
extent and duration that the organization is not able to perform one or more of its primary 
functions; (ii) result in major damage to organizational assets; (iii) result in major financial loss; or 
(iv) result in severe or catastrophic harm to individuals involving loss of life or serious life 
threatening injuries. 

In FIPS 199, the security category of an information type can be associated with both user 
information and system information8 and can be applicable to information in either electronic or 
non-electronic form.  It is also used as input in considering the appropriate security category for 
a system.  Establishing an appropriate security category for an information type simply requires 
determining the potential impact for each security objective associated with the particular 
information type.  The generalized format for expressing the security category, or SC, of an 
information type is:  

                                                 
7 Adverse effects on individuals may include, but are not limited to, loss of the privacy to which individuals are 
entitled under law. 
8 System information (e.g., network routing tables, password files, cryptographic key management information) 
must be protected at a level commensurate with the most critical or sensitive user information being processed 
by the information system to ensure confidentiality, integrity, and availability. 
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Security Category information type =  {(confidentiality, impact), (integrity, impact), (availability, 
impact)} 

where the acceptable values for potential impact are low, moderate, high, or not applicable.9  
 

 
9 The potential impact value of not applicable may be applied only to the confidentiality security objective. 



 

4.0 ASSIGNMENT OF IMPACT LEVELS AND SECURITY 
CATEGORIZATION 

This section provides a methodology for assigning security impact levels and security 
categorizations for information types and information systems consistent with the organization’s 
assigned mission and business functions based on FIPS 199, Standards for Security 
Categorization of Federal Information and Information Systems.  This document assumes that 
the user has read and is familiar with FIPS 199.  Figure 2 illustrates the four-step security 
categorization process and how it drives the selection of baseline security controls.   
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Types
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Impact Levels

Review 
Provisional 

Impact Levels

Adjust/
Finalize 
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Figure 2: SP 800-60 Security Categorization Process Execution 

Table 3 provides a step-by-step roadmap for identifying information types, establishing security 
impact levels for loss of confidentiality, integrity, and availability of information types, and 
assigning security categorization for the information types and for the information systems.  
Security categorization is the basis for identifying an initial baseline set of security controls for 
the information system.10  Each functional step in the process is explained in detail in Sections 
4.1 through 4.4. 

                                                 
10 An information system is a discrete set of information resources organized for the collection, processing, 
maintenance, use, sharing, dissemination, or disposition of information [Source: SP 800-53; FIPS 200; FIPS 
199; 44 U.S.C., Sec. 3502; OMB Circular A-130, App. III] 
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Table 3: SP 800-60 Process Roadmap 

Process Step Activities Roles 
Input: Identify 
information 

systems 

• Agencies should develop their own policies regarding information system identification for 
security categorization purposes.  The system is generally bounded by a security 
perimeter11.   

CIO; SAISO; 
Mission 
Owners 

Step 1 

 

• Document the agency’s business and mission areas 
• Identify all of the information types that are input, stored, processed, and/or output from 

each system [Section 4.1] 
o Identify Mission–based Information Type categories based on supporting FEA Lines of 

Business [Section 4.1.1] 
o As applicable, identify Management and Support Information Type categories based on 

supporting FEA Lines of Business [Section 4.1.2] 
o Specify applicable sub-functions for the identified Mission-based and Management and 

Support categories [Volume II, Appendices C and D]  
o As necessary, identify other required information types [Sections 4.1.3, 4.1.4] 

• Document applicable information types for the identified information system along with the 
basis for the information type selection [Section 4.5] 

Mission 
Owners; 
Information 
Owners 

Step 2 

 

• Select the security impact levels for the identified information types 
o from the recommended provisional impact levels for each identified information type 

[Volume II, Appendices C and D)  
o or, from FIPS 199 criteria provided in Table 7 Section 4.2.1, and Section 4.2.2 

• Determine the security category (SC) for each information type: SC information type  = 
{(confidentiality, impact), (integrity, impact), (availability, impact)} 

• Document the provisional impact level of confidentiality, integrity, and availability associated 
with the system’s information type [Section 4.5] 

Information 
System 
Security 
Officer (ISSO) 

Step 3 

 
 

 

• Review the appropriateness of the provisional impact levels based on the organization, 
environment, mission, use, and data sharing [Section 4.3] 

• Adjust the impact levels as necessary based on the following considerations: 
o Confidentiality, integrity, and availability factors [Section 4.2.2] 
o Situational and operational drivers (timing, lifecycle, etc.) [Section 4.3]  
o Legal or statutory reasons 

• Document all adjustments to the impact levels and provide the rationale or justification for 
the adjustments [Section 4.5] 

SAISO; ISSO; 
Mission 
Owners; 
Information 
Owners 

Step 4 

 

• Review identified security categorizations for the aggregate of information types. 
• Determine the system security categorization by identifying the security impact level high 

water mark for each of the security objectives (confidentiality, integrity, availability):           
SC System X  =  {(confidentiality, impact), (integrity, impact), (availability, impact)} 

• Adjust the security impact level high water mark for each system security objective, as 
necessary, by applying the factors discussed in section 4.4.2. 

• Assign the overall information system impact level based on the highest impact level for the 
system security objectives (confidentiality, integrity, availability) 

• Follow the agency’s oversight process for reviewing, approving, and documenting all 
determinations or decisions [Section 4.5] 

CIO, SAISO; 
ISSO; Mission 
Owners; 
Information 
Owners 

Output: Security 
Categorization 

• Output that can be used as input to the selection of the set of security controls necessary 
for each system and the system risk assessment  

• The minimum security controls recommended for each system security category can be 
found in NIST SP 800-53, as updated  

CIO; ISSO; 
Authorizing 
Officials; 
Developers 

                                                 
11 Security perimeter is synonymous with the term accreditation boundary and includes all components of an 
information system to be accredited by an authorizing official and excludes separately accredited systems to 
which the information system is connected.  
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4.1 Step 1: Identify Information Types  
In accordance with FIPS 199, agencies shall identify all of the applicable information types that 
are representative of input, stored, processed, and/or output data from each system.  The initial 
activity in mapping types of Federal information and information systems to security objectives 
and impact levels is the development of an information taxonomy, or creation of a catalog of 
information types.12  The basis for the identification of information types is the OMB’s Business 
Reference Model (BRM) described in the October 2007 publication, FEA Consolidated 
Reference Model Document, Version 2.3.  The BRM describes four business areas containing 39 
FEA lines of business.13  The four business areas separate government operations into high-level 
categories relating: 

• The purpose of government (services for citizens);  
• The mechanisms the government uses to achieve its purpose (mode of delivery);  
• The support functions necessary to conduct government operations (support delivery 

of services); and  
• The resource management functions that support all areas of the government’s 

business (management of government resources). 
The first two business areas, services for citizens and the mode of delivery represent the NIST SP 
800-60 Mission-based Information Types and will be discussed first in the following section, 
while support delivery of services and management of government resources represent 
Management and Support Information Types and will be presented in Section 4.1.2. 
Although this guideline identifies a number of information types and bases its taxonomy on the 
BRM, only a few of the types identified are likely to be processed by any single system.  Also, 
each system may process information that does not fall neatly into one of the listed information 
types.  Once a set of information types identified in this guideline has been selected, it is prudent 
to review the information processed by each system under review to see if additional types need 
to be identified for impact assessment purposes. Also, it is recommended that organizational 
officials maintain proper documentation of identified information types per information system 
along with the basis for the information type selection.  Guidance for documenting information 
types is provided in Section 4.5. 

4.1.1 Identification of Mission-based Information Types 

This section describes a process for identifying mission-based information types and for 
specifying the impact of unauthorized disclosure, modification, or unavailability of this 
information.  Mission-based information types are, by definition, specific to individual 
departments and agencies or to specific sets of departments and agencies.  The BRM services for 
citizens business area provides the primary frame of reference for determining the security 

                                                 
12 One issue associated with the taxonomy activity is the determination of the degree of granularity. If the 
categories are too broad, then the guidelines for assigning impact levels are likely to be too general to be useful.  
On the other hand, if an attempt is made to provide guidelines for each element of information processed by 
each government agency, the guideline is likely to be unwieldy and to require excessively frequent changes.   
13 Definitions are provided in SP 800-60 Appendix A for the BRM terms such as “Business Areas”, “Lines of 
Businesses” and “Sub-functions”. 
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objectives impact levels for mission-based information and information systems.  The 
consequences or impact of unauthorized disclosure of information, modification or destruction of 
information, and disruption of access to or use of information are defined by the nature and 
beneficiary of the service being provided or supported.  The BRM establishes 26 direct services 
and delivery support lines of business with 98 associated information types (reference Table 4).  
Two additional information types were included to address Executive Functions of the Executive 
Office of the President and Trade Law Enforcement. These additions are identified by italics in 
Table 4. 

Table 4: Mission-Based Information Types and Delivery Mechanisms14
 

Mission Areas and Information Types [Services for Citizens] 
D.1 Defense & National Security 

Strategic National & Theater Defense 
Operational Defense 
Tactical Defense 

D.2 Homeland Security 
Border and Transportation Security  
Key Asset and Critical Infrastructure 

Protection  
Catastrophic Defense  
Executive Functions of the Executive 

Office of the President (EOP)  
D.3 Intelligence Operations 

Intelligence Planning  
Intelligence Collection 
Intelligence Analysis & Production 
Intelligence Dissemination 
Intelligence Processing 

D.4 Disaster Management 
Disaster Monitoring and Prediction  
Disaster Preparedness and Planning  
Disaster Repair and Restoration  
Emergency Response  

D.5 International Affairs & 
Commerce 

Foreign Affairs  
International Development and 

Humanitarian Aid  
Global Trade  

D.6 Natural Resources 
Water Resource Management  
Conservation, Marine and Land 

Management  
Recreational Resource Management and 

Tourism  
Agricultural Innovation and Services  
 

D.7 Energy 
Energy Supply  
Energy Conservation and Preparedness  
Energy Resource Management  
Energy Production  

D.8 Environmental Management 
Environmental Monitoring and 

Forecasting  
Environmental Remediation  
Pollution Prevention and Control  

D.9 Economic Development 
Business and Industry Development  
Intellectual Property Protection  
Financial Sector Oversight  
Industry Sector Income Stabilization  

D.10 Community & Social Services 
Homeownership Promotion  
Community and Regional Development  
Social Services  
Postal Services  

D.11 Transportation 
Ground Transportation  
Water Transportation  
Air Transportation  
Space Operations  

D.12 Education 
Elementary, Secondary, and Vocational 

Education  
Higher Education  
Cultural and Historic Preservation  
Cultural and Historic Exhibition  

D.13 Workforce Management 
Training and Employment  
Labor Rights Management  
Worker Safety  
 

D.14 Health 
Access to Care 
Population Health Mgmt & Consumer 

Safety 
Health Care Administration 
Health Care Delivery Services 
Health Care Research and Practitioner 

Education 
D.15 Income Security 

General Retirement and Disability  
Unemployment Compensation  
Housing Assistance  
Food and Nutrition Assistance  
Survivor Compensation  

D.16 Law Enforcement 
Criminal Apprehension  
Criminal Investigation and Surveillance  
Citizen Protection  
Leadership Protection  
Property Protection  
Substance Control  
Crime Prevention  
Trade Law Enforcement  

D.17 Litigation & Judicial Activities 
Judicial Hearings  
Legal Defense  
Legal Investigation  
Legal Prosecution and Litigation  
Resolution Facilitation  
D.18 Federal Correctional Activities 

Criminal Incarceration  
Criminal Rehabilitation  
D.19 General Sciences & Innovation 

Scientific and Technological Research 
and Innovation  

Space Exploration and Innovation  

                                                 
14 The recommended information types provided in NIST SP 800-60 are established from the “business areas” 
and “lines of business” from OMB’s Business Reference Model (BRM) section of Federal Enterprise 
Architecture (FEA) Consolidated Reference Model Document Version 2.3, October 2007. 
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Table 4: Mission-Based Information Types and Delivery Mechanisms14
 

Services Delivery Mechanisms and Information Types [Mode of Delivery] 
D.20 Knowledge Creation & 

Management 
Research and Development  
General Purpose Data and Statistics  
Advising and Consulting  
Knowledge Dissemination  

D.21 Regulatory Compliance & 
Enforcement 

Inspections and Auditing  
Standards Setting/Reporting Guideline 

Development  
Permits and Licensing  

D.22 Public Goods Creation & 
Management 

Manufacturing  
Construction  
Public Resources, Facility and 

Infrastructure Management  
Information Infrastructure Management  

D.23 Federal Financial Assistance 
Federal Grants (Non-State)  
Direct Transfers to Individuals  
Subsidies  
Tax Credits  

D.24 Credit and Insurance 
Direct Loans  
Loan Guarantees  
General Insurance  

D.25 Transfers to State/ Local 
Governments 

Formula Grants  
Project/Competitive Grants  
Earmarked Grants  
State Loans  

D.26 Direct Services for Citizens 
Military Operations 
Civilian Operations 

The approach to establishing mission-based information types at an agency level begins by 
documenting the agency’s business and mission areas.  The owner, or designee, of each 
information system is responsible for identifying the information types stored in, processed by, 
or generated by that information system.  In the case of mission-based information, the 
responsible individuals, in coordination with management, operational, and security 
stakeholders, should compile a comprehensive set of lines of business and mission areas 
conducted by the agency.  In addition, the responsible individuals should identify the applicable 
sub-functions necessary to conduct agency business and in turn accomplish the agency’s 
mission. For example, one mission conducted by an agency might be law enforcement.  Sub-
functions that are part of the agency’s law enforcement mission might include criminal 
investigation and surveillance, criminal apprehension, criminal incarceration, citizen protection, 
crime prevention, and property protection.  Each of these sub-functions would represent an 
information type.   
Recommended mission-based lines of business and constituent sub-functions that may be 
processed by information systems are identified in Table 4 with details provided in Volume II, 
Appendix D, “Examples of Impact Determination for Mission-based Information and 
Information Systems.”   
 

Implementation Tip 

At the agency level, all government agencies perform at least one of the 
mission areas and employ at least one of the services delivery 
mechanisms described in Table 4.  However, some information systems 
may only provide a supporting role to the agency’s mission and not 
directly process any of the mission-based information types.   

 

4.1.2 Identification of Management and Support Information 

Much Federal government information and many supporting information systems are not 
employed directly to provide direct mission-based services, but are primarily intended to support 
delivery of services or to manage resources.  The support delivery of services and management of 
resources business areas are together composed of 13 lines of business (Tables 5 and 6).  The 
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BRM subdivides the lines of business into 72 sub-functions.  The support delivery of services and 
management of resource business areas are common to most Federal government agencies, and 
the information associated with each of their sub-functions is identified in this guideline as a 
management and support information type.  Four additional management and support sub-factor 
information types have been defined to address privacy information.  One additional 
management and support sub-factor information type has been defined to address General 
Information as a catch-all information type that may not be defined by the FEA BRM.  As such, 
agencies may find it necessary to identify additional information types not defined in the BRM 
and assign associated security impact levels to those types. 
 

4.1.2.1 Services Delivery Support Information 
Most information systems employed in both service delivery support and resource management 
activities engage in one or more of the eight support delivery of services lines of business.  Each 
of the information types associated with support delivery of services sub-functions is provided in 
Table 5.  Volume II, Appendix C.2, “Services Delivery Support Functions,” recommends 
provisional impact levels for confidentiality, integrity, and availability security objectives.  These 
service support functions are the day-to-day activities necessary to provide the critical policy, 
programmatic, and managerial foundation that support Federal government operations.  The 
direct service missions and constituencies ultimately being supported by service support 
functions comprise a significant factor in determining the security impacts associated with 
compromise of information associated with the support delivery of services business area.   

Table 5: Services Delivery Support Functions and Information Types15
 

C.2.1 Controls and Oversight 
Corrective Action (Policy/Regulation) 
Program Evaluation 
Program Monitoring 

C.2.2 Regulatory Development 
Policy & Guidance Development 
Public Comment Tracking 
Regulatory Creation 
Rule Publication 

C.2.3 Planning & Budgeting 
Budget Formulation 
Capital Planning 
Enterprise Architecture 
Strategic Planning 
Budget Execution 
Workforce Planning 
Management Improvement 
Budgeting & Performance Integration 
Tax & Fiscal Policy 

C.2.4 Internal Risk Management & 
Mitigation 

Contingency Planning 
Continuity of Operations 
Service Recovery 

C.2.5 Revenue Collection 
Debt Collection 
User Fee Collection 
Federal Asset Sales 

C.2.6 Public Affairs 
Customer Services 
Official Information Dissemination 
Product Outreach 
Public Relations 

C.2.7 Legislative Relations 
Legislation Tracking 
Legislation Testimony 
Proposal Development 
Congressional Liaison Operations 

C.2.8 General Government 
Central Fiscal Operations 
Legislative Functions 
Executive Functions 
Central Property Management 
Central Personnel Management 
Taxation Management 
Central Records & Statistics 

Management 
Income Information 
Personal Identity and Authentication 
Entitlement Event Information 
Representative Payee Information 
General Information 

4.1.2.2 Government Resource Management Information 
The government resource management information business area includes the back office 
support activities enabling the Federal government to operate effectively. The five government 
resource management information lines of business and the sub-functions associated with each 
                                                 
15 The recommended information types provided in NIST SP 800-60 are established from the “business areas” 
and “lines of business” from OMB’s Business Reference Model (BRM) section of Federal Enterprise 
Architecture (FEA) Consolidated Reference Model Document Version 2.3, October 2007. 
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information type are identified in Table 6.  Volume II, Appendix C.3, “Government Resource 
Management Information,” recommends provisional impact levels for confidentiality, integrity, 
and availability security objectives.  Many departments and agencies operate their own support 
systems.  Others obtain at least some support services from other organizations.  Some agencies’ 
missions are primarily to support other government departments and agencies in the conduct of 
direct service missions.  As indicated above, security objectives and associated security impact 
levels for administrative and management information and systems are determined by the nature 
of the supported direct services and constituencies being supported.  

Table 6:  Government Resource Management Functions and Information Types16
 

C.3.1 Administrative Management 
Facilities, Fleet, and Equipment 

Management 
Help Desk Services 
Security Management 
Travel 
Workplace Policy Development & 

Management  
C.3.2 Financial Management 

Accounting 
Funds Control 
Payments 
Collections and Receivables 
Asset and Liability Management 
Reporting and Information 
Cost Accounting/ Performance 

Measurement 

C.3.3 Human Resource Management 
HR Strategy 
Staff Acquisition 
Organization & Position Mgmt 
Compensation Management 
Benefits Management 
Employee Performance Mgmt 
Employee Relations 
Labor Relations 
Separation Management 
Human Resources Development 

C.3.4 Supply Chain Management 
Goods Acquisition 
Inventory Control 
Logistics Management 
Services Acquisition  

C.3.5 Information & Technology 
Management 

System Development 
Lifecycle/Change Management 
System Maintenance 
IT Infrastructure Maintenance 
Information Security 
Record Retention 
Information Management 
System and Network Monitoring 
Information Sharing 
 

4.1.3 Legislative and Executive Information Mandates 

During the identification of information types within an information system, agency personnel 
should afford special consideration for applicable governances addressing the information 
processed and the agency’s supported mission.  Volume II, Appendix E lists legislative and 
executive mandates establishing sensitivity and criticality guidelines for specific information 
types. 

4.1.4 Identifying Information Types Not Listed in this Guideline 

The FEA BRM Information Types are provided only as a taxonomy guideline. Not all 
information processed by an information system may be identified from Tables 4 through 6.  
Therefore, an agency may identify unique information types not listed in this guideline or may 
choose not to select provisional impact levels from Volume II, Appendix C (for management and 
support information types) or Volume II, Appendix D (for mission-based information types).   
Sections 4.2.1 through 4.2.3 of this guideline provide assistance to agencies in assigning 
provisional security categories to agency-identified information types and information systems. 
Additionally, SP 800-60 provides a management and support sub function, General Information 
Type, which can be used by agencies as a means to identify and categorize information not 

                                                 
16 The recommended information types provided in NIST SP 800-60 are established from the “business areas” 
and “lines of business” from OMB’s Business Reference Model (BRM) section of Federal Enterprise 
Architecture (FEA) Consolidated Reference Model Document Version 2.3, October 2007. 
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contained in the FEA BRM. A complete description of the General Information Type 
information should be captured in the agency’s collection and documentation process. 

4.2 Step 2: Select Provisional Impact Level 
In Step 2, organizations should establish provisional impact levels17 based on the identified 
information types in Step 1.  The provisional impact levels are the original impact levels 
assigned to the confidentiality, integrity, and availability security objectives of an information 
type from Volume II before any adjustments are made.  Also in this step, the initial security 
categorization for the information type is established and documented.   
Volume II, Appendix C suggests provisional confidentiality, integrity, and availability impact 
levels for management and support information types, and Volume II, Appendix D provides 
examples of provisional impact level assignments for mission-based information types.  Using 
the impact assessment criteria identified in Section 3.2 for the security objectives and types of 
potential losses identified in Section 3.1.2, the organizational entity responsible for impact 
determination must assign impact levels and consequent security categorization for the mission-
based and management and support information types identified for each information system.   
 

4.2.1 FIPS 199 Security Categorization Criteria 

Where an information type processed by an information system is not categorized by this 
guideline [based on information types identified in Volume II, Appendices C and D], an initial 
impact determination will need to be made based on FIPS 199 categorization criteria (cited in 
Table 7).  
Agencies can assign security categories to information types and information systems by 
selecting and adjusting appropriate Table 7 values for the potential impact of compromises of 
confidentiality, integrity, and availability security objectives.  Those responsible for impact level 
selection and subsequent security categorization should apply the criteria provided in Table 7 to 
each information type received by, processed in, stored in, and/or generated by each system for 
which they are responsible.  The security categorization will generally be determined based on 
the most sensitive or critical information received by, processed in, stored in, and/or generated 
by the system under review.   
 
 
 
 
 
 

                                                 
17 Impact levels (plural), as used here, refers to low, moderate, high, or not applicable values assigned to each 
security objective (i.e., confidentiality, integrity, and availability) used in expressing the security category of an 
information type or information systems.  The value of not applicable only applies to information types and not 
to information systems. 
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Table 7: Categorization of Federal Information and Information Systems 

POTENTIAL IMPACT  
SECURITY OBJECTIVE LOW MODERATE HIGH 
Confidentiality 
Preserving authorized 
restrictions on information 
access and disclosure, 
including means for 
protecting personal privacy 
and proprietary information. 

[44 U.S.C., SEC. 3542]  

The unauthorized disclosure 
of information could be 
expected to have a limited 
adverse effect on 
organizational operations, 
organizational assets, or 
individuals. 

The unauthorized disclosure 
of information could be 
expected to have a serious 
adverse effect on 
organizational operations, 
organizational assets, or 
individuals. 

The unauthorized disclosure 
of information could be 
expected to have a severe 
or catastrophic adverse 
effect on organizational 
operations, organizational 
assets, or individuals. 

Integrity 
Guarding against improper 
information modification or 
destruction, and includes 
ensuring information non-
repudiation and authenticity. 

[44 U.S.C., SEC. 3542] 

The unauthorized 
modification or destruction 
of information could be 
expected to have a limited 
adverse effect on 
organizational operations, 
organizational assets, or 
individuals. 

The unauthorized 
modification or destruction 
of information could be 
expected to have a serious 
adverse effect on 
organizational operations, 
organizational assets, or 
individuals. 

The unauthorized modi-
fication or destruction of 
information could be 
expected to have a severe 
or catastrophic adverse 
effect on organizational 
operations, organizational 
assets, or individuals. 

Availability 

Ensuring timely and reliable 
access to and use of 
information. 

[44 U.S.C., SEC. 3542] 

The disruption of access to 
or use of information or an 
information system could be 
expected to have a limited 
adverse effect on 
organizational operations, 
organizational assets, or 
individuals. 

The disruption of access to 
or use of information or an 
information system could be 
expected to have a serious 
adverse effect on 
organizational operations, 
organizational assets, or 
individuals. 

The disruption of access to 
or use of information or an 
information system could be 
expected to have a severe 
or catastrophic adverse 
effect on organizational 
operations, organizational 
assets, or individuals. 

4.2.2 Common Factors for Selection of Impact Levels 

Where an agency determines security impact levels and security categorization based on local 
application of FIPS 199 criteria, it is recommended that the following factors be considered with 
respect to security impacts for each information type. 

4.2.2.1 Confidentiality Factors 
Using the FIPS 199 potential impact criteria summarized in Table 7, each information type 
should be evaluated for confidentiality with respect to the impact level associated with 
unauthorized disclosure of (i) each known variant of the information belonging to the type and 
(ii) each use of the information by the system under review.  Answers to the following questions 
will help in the evaluation process: 

• How can a malicious adversary use the unauthorized disclosure of information to do 
limited/serious/severe harm to agency operations, agency assets, or individuals? 

• How can a malicious adversary use the unauthorized disclosure of information to gain 
control of agency assets that might result in unauthorized modification of information, 
destruction of information, or denial of system services that would result in 
limited/serious/severe harm to agency operations, agency assets, or individuals?  
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• Would unauthorized disclosure/dissemination of elements of the information type violate 
laws, executive orders, or agency regulations?   

4.2.2.2 Integrity Factors 
Using the FIPS 199 potential impact criteria summarized in Table 7, each information type 
should be evaluated for integrity with respect to the impact level associated with unauthorized 
modification or destruction of (i) each known variant of the information belonging to the type 
and (ii) each use of the information by the system under review.  Answers to the following 
questions will help in the evaluation process: 

• How can a malicious adversary use the unauthorized modification or destruction of 
information to do limited/serious/severe harm to agency operations, agency assets, or 
individuals? 

• Would unauthorized modification/destruction of elements of the information type violate 
laws, executive orders, or agency regulations?   

Unauthorized modification or destruction of information can take many forms.  The changes can 
be subtle and hard to detect, or they can occur on a massive scale.  One can construct an 
extraordinarily wide range of scenarios for modification of information and its likely 
consequences.  Just a few examples include forging or modifying information to:  

• Reduce public confidence in an agency;  

• Fraudulently achieve financial gain;  

• Create confusion or controversy by promulgating a fraudulent or incorrect procedure;  

• Initiate confusion or controversy through false attribution of a fraudulent or false policy;  

• Influence personnel decisions;  

• Interfere with or manipulate law enforcement or legal processes;  

• Influence legislation; or 

• Achieve unauthorized access to government information or facilities.  
In most cases, the most serious impacts of integrity compromise occur when some action is taken 
that is based on the modified information or the modified information is disseminated to other 
organizations or the public.  
Undetected loss of integrity can be catastrophic for many information types.  The consequences 
of integrity compromise can be either direct (e.g., modification of a financial entry, medical alert, 
or criminal record) or indirect (e.g., facilitation of unauthorized access to sensitive or private 
information or deny access to information or information system services).  Malicious use of 
write access to information and information systems can do enormous harm to an agency’s 
mission and can be employed to use an agency system as a proxy for attacks on other systems.   
In many cases, the consequences of unauthorized modification or destruction of information to 
agency mission functions and public confidence in the agency can be expected to be limited.   In 
other cases, integrity compromises can result in the endangerment of human life or other severe 
consequences.  The impact can be particularly severe in the case of time-critical information.   
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4.2.2.3 Availability Factors 
Using the FIPS 199 potential impact criteria summarized in Table 7, each information type 
should be evaluated for availability with respect to the impact level associated with the 
disruption of access to or use of information of (i) each known variant of the information 
belonging to the type and (ii) each use of the information by the system under review.  Answers 
to the following questions will help in the evaluation process: 

• How can a malicious adversary use the disruption of access to or use of information to do 
limited/serious/severe harm to agency operations, agency assets, or individuals? 

• Would disruption of access to or use of elements of the information type violate laws, 
executive orders, or agency regulations?   

For many information types and information systems, the availability impact level depends on 
how long the information or system remains unavailable.  Undetected loss of availability can be 
catastrophic for many information types.  For example, permanent loss of budget execution, 
contingency planning, continuity of operations, service recovery, debt collection, taxation 
management, personnel management, payroll management, security management, inventory 
control, logistics management, or accounting information databases would be catastrophic for 
almost any agency.  Complete reconstruction of such databases would be time consuming and 
expensive. 
In most cases, the adverse effects of a limited-duration availability compromise on an 
organization’s mission functions and public confidence will be limited.  In contrast, for time-
critical information types, availability is less likely to be restored before serious harm is done to 
agency assets, operations, or personnel (or to public welfare).  In such instances, the documented 
availability impact level recommendations should indicate the information is time-critical and 
the basis for criticality. 

4.2.3 Examples of FIPS 199-Based Selection of Impact Levels 

FIPS 199-based examples of security objective impact selection and security categorization for 
sample information types follow:  
EXAMPLE 1: An organization managing public information on its web server determines that 
there is no potential impact from a loss of confidentiality (i.e., confidentiality requirements are 
not applicable), a moderate potential impact from a loss of integrity, and a moderate potential 
impact from a loss of availability. The resulting security category of this information type is 
expressed as:  

Security Category public information = {(confidentiality, n/a), (integrity, moderate), (availability, 
moderate)}. 

EXAMPLE 2: A law enforcement organization managing extremely sensitive investigative 
information determines that the potential impact from a loss of confidentiality is high, the 
potential impact from a loss of integrity is moderate, and the potential impact from a loss of 
availability is moderate. The resulting security category for this type of information is expressed 
as:  
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Security Category investigative information = {(confidentiality, high), (integrity, moderate), (availability, 
moderate)}.  

EXAMPLE 3: A financial organization managing routine administrative information (not privacy-
related information) determines that the potential impact from a loss of confidentiality is low, the 
potential impact from a loss of integrity is low, and the potential impact from a loss of 
availability is low. The resulting security category of this information type is expressed as: 

Security Category administrative information = {(confidentiality, low), (integrity, low), (availability, low)}.  

In general, security objective impact assessment is independent of mechanisms employed to 
mitigate the consequences of a compromise.   

4.3 Step 3: Review Provisional Impact Levels and Adjust/Finalize 
Information Type Impact Levels 

In Step 3, organizations should review and adjust the provisional security impact levels for 
the security objectives of each information type and arrive at a finalized state.  To accomplish 
this, organizations should: (i) review the appropriateness of the provisional impact levels 
based on the organization, environment, mission, use, and data sharing; (ii) adjust the 
security objective impact levels as necessary using the special factors18 guidance found in 
Volume II, Appendices C and D; and (iii) document all adjustments to the impact levels and 
provide the rationale or justification for the adjustments.   
When security categorization impact levels recommended in Section 4.2 or Volume II, 
Appendices C and D are adopted as provisional security impact levels, the agency should 
review the appropriateness of the provisional impact levels in the context of the organization, 
environment, mission, use, and data sharing associated with the information system under 
review.  This review should include the agency’s mission importance; lifecycle and 
timeliness implications; configuration and security policy related information; special 
handling requirements; etc.  The FIPS 199 factors presented in Section 4.2.2 of this 
document should be used as the basis for decisions regarding adjustment or finalization of the 
provisional impact levels.  The confidentiality, integrity, and availability impact levels may 
be adjusted one or more times in the course of the review.  Once the review and adjustment 
process is complete, the mapping of impact levels by information type can be finalized.   
The impact of information compromise of a particular type can vary in different agencies or 
in dissimilar operational contexts.  Also, the impact for an information type may vary 
throughout the life cycle.  For example, contract information that has a moderate 
confidentiality impact level during the life of the contract may have a low impact level when 
the contract is completed.  Policy information may have moderate confidentiality and 
integrity impact levels during the policy development process, low confidentiality and 
moderate integrity impact levels when the policy is implemented, and low confidentiality and 
integrity impact levels when the policy is no longer used.   

                                                 
18 The special factor guidance in NIST SP 800-60, Volume II, provides specific guidance on considerations for 
adjusting each security objective (confidentiality, integrity, and availability) for each information type.  The 
special factor guidance is applied to each information type, based on how the information type is used, the 
organization’s mission, or the system’s operating environment. 
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The impact levels associated with the management and support information common to many 
agencies are strongly affected by the mission-based information with which it is associated. That 
is, agency-common management and support information used with very sensitive or critical 
mission-based information types may have higher impact levels than the same agency-common 
information used with less critical mission-based information types. 
Further, information systems process many types of information. Not all of these information 
types are likely to have the same security impact levels. The compromise of some information 
types will jeopardize system functionality and agency mission more than the compromise of 
other information types. System security impact levels must be assessed in the context of system 
mission and function as well as on the basis of the aggregate of the component information 
types. 
Additionally, configuration and security policy enforcement information should be reviewed 
and adjusted considering the information processed on the system.  Configuration and 
security policy information includes password files, network access rules, other hardware and 
software configuration settings, and documentation affecting access to the information 
system’s data, programs, and/or processes.  At a minimum, a low confidentiality and 
integrity impact level will apply to this set of information and processes due to a potential for 
corruption, misuse, or abuse of system information and processes. 
A factor specific to the confidentiality objective is information subject to special handling (e.g., 
information subject to the Privacy Act of 1974, 5 U.S.C. § 552A).  Regardless of other 
considerations, some minimum confidentiality impact level must be assigned to any information 
system that stores, processes, or generates such information.  Examples of such information 
include information subject to the Trade Secrets Act, the Privacy Act, Department of Energy 
Safeguards Information, Internal Revenue Service Official Use Only Information, and 
Environmental Protection Agency Confidential Business Information (e.g., subject to Toxic 
Substances Control Act; Resource Conservation and Recovery Act; Comprehensive 
Environmental Response, Compensation, and Liability Act).  Some of these statutory and 
regulatory specifications are listed in Volume II, Appendix E, “Legislative and Executive 
Sources Establishing Sensitivity/Criticality.” 

4.4 Step 4: Assign System Security Category 
Once the security impact levels have been selected, reviewed and adjusted as necessary for the 
security objectives of each individual information type processed by an information system, it is 
necessary to assign a system security category based on the aggregate of information types.  The 
Step 4 activities include the following: (i) review identified security categorizations for the 
aggregate of information types; (ii) determine the system security categorization by identifying 
the high water mark for each of the security objectives (confidentiality, integrity, availability) 
based on the aggregate of the information types; (iii) adjust the high water mark for each system 
security objective, as necessary, by applying the factors discussed in section 4.4.2; (iv) assign the 
overall information system impact level based on the highest impact level for the system security 
objectives; and (v) document all security categorization determinations and decisions. 
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4.4.1 FIPS 199 Process for System Security Categorization 

FIPS 199 recognizes that determining the security category of an information system requires 
additional analysis and must consider the security categories of all information types resident on 
the information system. For an information system, the potential security impact levels assigned 
to each of the respective security objectives (confidentiality, integrity, availability) are the 
highest level (i.e., high water mark) for any one of these objectives that has been determined for 
the types of information resident on the information system. 

Information systems are composed of both computer programs and information. Programs in 
execution within an information system (i.e., system processes) facilitate the processing, storage, 
and transmission of information and are necessary for the organization to conduct its essential 
business functions and operations. These system-processing functions also require protection and 
could be subject to security categorization as well. However, in the interest of simplification, it is 
assumed that the security categorization of all information types associated with the information 
system provide an appropriate worst case potential for the overall information system—thereby 
obviating the need to consider the system processes in the security categorization of the 
information system. This is in recognition of: 

• The fundamental requirement to protect the integrity, availability, and, for key 
information such as passwords and encryption keys, the confidentiality of system-level 
processing functions and information at the high water mark; and 

• The strong interdependence between confidentiality, integrity, and availability. 
For this reason, FIPS 199 notes that, while the value (i.e., level) of not applicable can apply to a 
security objective for specific information types processed by systems, this value cannot be 
assigned to any security objective for an information system. There is a minimum provisional 
impact (i.e., low water mark) for a compromise of confidentiality, integrity, and availability for 
an information system.  This is necessary to protect the system-level processing functions and 
information critical to the operation of the information system. 
The generalized format for expressing the security category, or SC, of an information system is: 

SC information system = {(confidentiality, impact), (integrity, impact), (availability, impact)}, 

where the acceptable values for potential impact are LOW, MODERATE, or HIGH. 
The following examples illustrate the system security categorization process described in FIPS 
199.  
SYSTEM EXAMPLE 1: An information system used for large acquisitions in a contracting 
organization contains both sensitive, pre-solicitation phase contract information and routine 
administrative information. The management within the contracting organization determines 
that: (i) for the sensitive contract information, the potential impact from a loss of confidentiality 
is moderate, the potential impact from a loss of integrity is moderate, and the potential impact 
from a loss of availability is low; and (ii) for the routine administrative information (non-
privacy-related information), the potential impact from a loss of confidentiality is low, the 
potential impact from a loss of integrity is low, and the potential impact from a loss of 
availability is low. The resulting security categories, or SC, of these information types are 
expressed as: 
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SC contract information = {(confidentiality, MODERATE), (integrity, MODERATE), (availability, LOW)}, and 
SC administrative information = {(confidentiality, LOW), (integrity, LOW), (availability, LOW)}. 

The resulting security category of the information system is expressed as: 
SC acquisition system = {(confidentiality, MODERATE), (integrity, MODERATE), (availability, LOW)}, 

representing the high water mark or maximum potential impact values for each security objective 
from the information types resident on the acquisition system. 
SYSTEM EXAMPLE 2: A power plant contains a SCADA (supervisory control and data acquisition) 
system controlling the distribution f electric power for a large military installation. The SCADA 
system contains both real-time sensor data and routine administrative information. The 
management at the power plant determines that: (i) for the sensor data being acquired by the 
SCADA system, there is no potential impact from a loss of confidentiality, a high potential 
impact from a loss of integrity, and a high potential impact from a loss of availability; and (ii) for 
the administrative information being processed by the system, there is a low potential impact 
from a loss of confidentiality, a low potential impact from a loss of integrity, and a low potential 
impact from a loss of availability. The resulting security categories, or SC, of these information 
types are expressed as:  

SC sensor data = {(confidentiality, NA), (integrity, HIGH), (availability, HIGH)}, and 
SC administrative information = {(confidentiality, LOW), (integrity, LOW), (availability, LOW)}. 

The resulting security category of the information system is initially expressed as: 
SC SCADA system = {(confidentiality, LOW), (integrity, HIGH), (availability, HIGH)},  

representing the high water mark or maximum potential impact values for each security objective 
from the information types resident on the SCADA system. The management at the power plant 
chooses to increase the potential impact from a loss of confidentiality from low to moderate 
reflecting a more realistic view of the potential impact on the information system should there be 
a security breach due to the unauthorized disclosure of system-level information or processing 
functions. The final security category of the information system is expressed as: 

SC SCADA system = {(confidentiality, MODERATE), (integrity, HIGH), (availability, HIGH)}. 

4.4.2 Guidelines for System Categorization 

In some cases, the impact level for a system security category will be higher than any security 
objective impact level for any information type processed by the system. 
The primary factors that most commonly raise the impact levels of the system security category 
above that of its constituent information types are aggregation and critical system functionality.  
Additionally, variations in sensitivity/criticality with respect to time may need to be factored into 
the impact assignment process.  Some information loses its sensitivity in time (e.g., 
economic/commodity projections after they’ve been published).  Other information is 
particularly critical at some point in time (e.g., weather data in the terminal approach area during 
aircraft landing operations). This section provides some general guidelines regarding how 
aggregation, critical functionality, and other system factors may affect system security 
categorization.  
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Implementation Tip 

Agency personnel should be aware that there are several factors that 
should be considered during the aggregation of system information 
types.  When considering these factors, previously unforeseen concerns 
may surface affecting the confidentiality, integrity, and/or availability 
impact levels at the system level.  These factors include data 
aggregation, critical system functionality, extenuating circumstances, 
and other system factors. 

In order to effectively accomplish this step, various stakeholders (e.g., management, operational 
personnel, or security experts) may need to be involved in decisions regarding system-level 
impact assessments.  The following sections provide factors to consider in adjusting the system 
security objective impact levels. 

4.4.2.1 Aggregation 
Some information may have little or no sensitivity in isolation but may be highly sensitive in 
aggregation.  In some cases, aggregation of large quantities of a single information type can 
reveal sensitive patterns and plans, or facilitate access to sensitive or critical systems.  In other 
cases, aggregation of information of several different and seemingly innocuous types can have 
similar effects.  In general, the sensitivity of a given data element is likely to be greater in 
context than in isolation (e.g., association of an account number with the identity of an individual 
and/or institution). The availability, routine operational employment, and sophistication of data 
aggregation and inference tools are all increasing rapidly.  If review reveals increased sensitivity 
or criticality associated with information aggregates, then the system security objective impact 
levels may need to be adjusted to a higher level than would be indicated by the security impact 
levels associated with any individual information type.  This could be implemented by 
incorporating a statement that explains the aggregation and potential security objective affected 
as well as the modification to impact levels.  

4.4.2.2 Critical System Functionality 
Compromise of some information types may have low impact in the context of a system’s 
primary function but may have much more significance when viewed in the context of the 
potential impact of compromising: 

• Other systems to which the system in question is connected, or  

• Other systems which are dependent on that system’s information.   
Access control information for a system that processes only low impact information might 
initially be thought to have only low impact security objectives.  However, if access to that 
system might result in some form of access to other systems (e.g., over a network), the sensitivity 
and criticality attributes of all systems to which such indirect access can result needs to be 
considered.   Similarly, some information may, in general, have low sensitivity and/or criticality 
security objectives.  However, that information may be used by other systems to enable 
extremely sensitive or critical functions (e.g., air traffic control use of weather information or use 
of commercial flight information to identify military combat transport systems).  Loss of data 
integrity, availability, temporal context, or other context can have catastrophic consequences. 
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4.4.2.3 Extenuating Circumstances 
This publication focuses on categorizing an information system based on its information types 
and associated security objective impacts. There are times when a system security objective 
impact level should be elevated based on reasons other than its information. For example, the 
information system provides critical process flow or security capability, the visibility of the 
system to the public, the sheer number of other systems reliant on its operation or possibly its 
overall cost of replacement. These examples, given a specific situation, may provide reason for 
the system owner to increase the overall security impact level of a system.  
An elevation based on extenuating circumstances can be more apparent by comparing the 
original security categorization to the business impact analysis. If the system was categorized 
based on FIPS 199 at a Moderate overall impact level but the system owner has determined it 
needs to be operational within 4-8 hours of a disruption irrespective of the aggregated 
information type availability security impact level assigned, then there is a disconnect that might 
be caused by the system’s extenuating circumstances.  Agencies must customize the information 
system availability security impact level as appropriate to obtain full value and accuracy.  

4.4.2.4 Other System Factors 

Public Information Integrity 

Most Federal agencies maintain web pages that are accessible to the public.  The vast majority of 
these public web pages permit interaction between the site and the public.  In some cases, the site 
provides only information.  In other cases, forms may be submitted via the website (e.g., 
applications for service or job applications).  In some cases, the site is a medium for business 
transactions.  Unauthorized modification or destruction of information affecting external 
communications (e.g., web pages, electronic mail) may adversely affect operations and/or public 
confidence in the agency.  In most cases, the damage can be corrected within a relatively short 
period of time, and the damage is limited (impact level is low).  In other cases (e.g., very large 
fraudulent transactions or modification of a web page belonging to an intelligence/security 
community component), the damage to mission function and/or public confidence in the agency 
can be serious.  In such cases, the integrity impact associated with unauthorized modification or 
destruction of a public web page would be at least moderate. 

Catastrophic Loss of System Availability 

Either physical or logical destruction of major assets can result in very large expenditures to 
restore the assets and/or long periods of time for recovery.  Permanent loss/unavailability of 
information system capabilities can seriously hamper agency operations and, where direct 
services to the public are involved, have a severe adverse effect on public confidence in Federal 
agencies.  Particularly in the case of large systems, FIPS 199 criteria suggest that catastrophic 
loss of system availability may result in a high availability impact level.  Whether or not the 
impact level of system availability should be high (and subsequent high system security impact 
level) is dependent on other factors, such as cost and criticality of the system, rather than on the 
security impact levels for the information types being processed by the system. 

Large Supporting and Interconnecting Systems 
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Large or complex information systems composed of multiple lower level systems often require 
additional consideration regarding assignment of system security categorization.  This section 
will  provide guidelines for applying and interrelating individual system security categorization 
results to enterprise organizations, large supporting infrastructures (such as general support 
systems, data warehouse applications, large data storage units, server farms, and information 
repositories), and interconnecting systems.   
Upon security categorization identification for all information systems interacting with large 
infrastructure systems, senior IT and security officials have possession of valuable information 
that can now enable an enterprise wide security perspective.  One significant activity includes 
levying an overall security categorization for the agency’s supporting network infrastructures. 
Since networks, as well as other general support systems, do not inherently “own” mission-based 
or management and support information types, the infrastructure’s categorization is based on the 
aggregation of the information systems’ security categorizations.  In other words, the 
infrastructure’s security categorization is the high water mark of the supported information 
systems and is based on the information types processed, flowed, or stored on the network or 
general support system.  Together, the top down enterprise wide threat assessment and bottom up 
security assessment derived by aggregation will allow an organization to look at its risk profile 
from a comprehensive and balanced view.  Further, this analysis will ensure the proper 
application of common security controls supporting the multiple information systems and the 
protection provided by those controls are inherited by the individual systems. 

Critical Infrastructures and Key Resources 

Where the mission served by an information system, or the information that the system 
processes, affects the security of critical infrastructures and key resources, the harm that results 
from a compromise requires particularly close attention.  In this case, an effect on security might 
include a significant reduction in the effectiveness of physical or cyber security protection 
mechanisms, or facilitation of a terrorist attack on critical infrastructures and key resources. 
Accordingly, the system security categorization should be carefully determined when a loss of 
confidentiality, integrity, or availability will result in a negative impact on the critical 
infrastructures and key resources.  
The Critical Information Infrastructure Act of 2002, Public Law 107-296 §§ 211-215 of 
November 25, 2002 (codified as 6 U.S.C. 131-134), defines the term "critical infrastructure 
information" to mean information not customarily in the public domain and related to the 
security of critical infrastructure or protected systems.  Should information types be aligned with 
Critical Infrastructures, then action should be taken to ensure compliance with Homeland 
Security Presidential Directive No. 7 (HSPD 7) and to initiate an interdependency analysis.   

Privacy Information 

The E-Government Act of 2002 complements privacy protection requirements of the Privacy Act 
of 1974.  Under the terms of these public laws, Federal government agencies have specific 
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responsibilities regarding collection, dissemination or disclosure of information regarding 
individuals.19   
The September 26, 2003 OMB Memorandum M-03-22, “OMB Guidance for Implementing the 
Privacy Provisions of the E-Government Act of 2002,” puts the privacy provisions of the E-
Government Act of 2002 into effect. The guidance applies to information that identifies 
individuals in a recognizable form, including name, address, telephone number, Social Security 
Number, and e-mail addresses. OMB instructed agency heads “to describe how the government 
handles information that individuals provide electronically, so that the American public has 
assurances that personal information is protected.”  Under these public laws and executive 
policies, it is necessary to broaden the definition of “unauthorized disclosure” to encompass any 
access, use, disclosure, or sharing of privacy-protected information among Federal government 
agencies when such actions are prohibited by privacy laws and policies.  Since most privacy 
regulations focus on access, use, disclosure, or sharing of information, privacy considerations are 
dealt with in this guideline as special factors affecting the confidentiality impact level.  In 
establishing confidentiality impact levels for each information type, responsible parties must 
consider the consequences of unauthorized disclosure of privacy information (with respect to 
violations of Federal policy and/or law). 
Agencies are required to conduct Privacy Impact Assessments (PIAs) before developing IT 
systems that contain personally identifiable information or before collecting personally 
identifiable information electronically.  The impact of privacy violations should consider any 
adverse effects experienced by individuals or organizations as a result of the loss of PII 
confidentiality.  Examples of adverse effects experienced by individuals may include blackmail, 
identity theft, discrimination, or emotional distress.  Examples of adverse effects experienced by 
organizations may include administrative burden, financial losses, loss of public reputation and 
confidence, and the penalties associated with violation of the relevant statutes and policies.  
Categorizations should be reviewed to ensure that the adverse effects of a loss of PII 
confidentiality have been adequately factored into impact determinations.  The confidentiality 
impact level should generally fall into the moderate range. 

Trade Secrets 

There are several laws that specifically prohibit unauthorized disclosure of trade secrets (e.g., 7 
U.S.C., Chapter 6, Subchapter II, Section 136h and 42 U.S.C., Chapter 6A, Subchapter XII, Part 
E, Section 300j-4(d)(1)).  Systems that store, communicate, or process trade secrets will 
generally be assigned at least a moderate confidentiality impact level. 

4.4.3 Overall Information System Impact 

Since the impact values (i.e., levels) for confidentiality, integrity, and availability may not 
always be the same for a particular information system, the high water mark concept20 is used to 

                                                 
19 The OMB definition of an individual is, “a citizen of the United States or an alien lawfully admitted for 
permanent residence.” Agencies may choose to extend the protections of the Privacy Act and E-Government 
Act to businesses, sole proprietors, aliens, etc. 
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determine the overall impact level of the information system.  The security impact level for an 
information system will generally be the highest impact level for the security objectives 
(confidentiality, integrity, and availability) associated with the aggregate of system information 
types.  Thus, a low-impact system is defined as an information system in which all three of the 
security objectives are low. A moderate-impact system is an information system in which at least 
one of the security objectives is moderate and no security objective is greater than moderate. And 
finally, a high-impact system is an information system in which at least one security objective is 
high.   

4.5 Documenting the Security Categorization Process 
Essential to the security categorization process is documenting the research, key decisions and 
approvals, and supporting rationale driving the information system security categorization. This 
information is key to supporting the security life cycle and will need to be included in the 
information system’s security plan.   
Figure 3 provides an example of information details that should be collected. 

                                                                                                                                                             
 
20 The high water mark concept is employed because there are significant dependencies among the security 
objectives of confidentiality, integrity, and availability. In most cases, a compromise in one security objective 
ultimately affects the other security objectives as well. 
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Information System Name: SCADA System [and Agency specific identifier] 
Business and Mission Supported: The SCADA (supervisory control and data acquisition) system provides real-
time control and information supporting the main power plant.  The power plant provides critical distribution of 
electric power to the military installation.  
Information Types 

[D.7.1] Energy 
Supply  

Sensor data monitoring the availability of energy for the Military installation and its soldiers 
and command authority. This function includes control of distribution and transfer of power. 
The SCADA remote control capabilities can take action such as initiating necessary switching 
actions to alleviate an overloading power condition.  The impacts to this information and the 
SCADA system may affect the installation’s critical infrastructures.  

[C.2.8.12]General 
Information  The SCADA information system processes routine administrative information. 

Step 1 Step 2 [Provisional] / Step 3a [Adjustments] 

Confidentiality Impact Integrity Impact Availability Impact Identify 
Information 

Types Step 3b- Impact Adjustment Justification 

L / M L / H L / H 

Energy Supply 

Disclosure of sensor 
information may seriously 
impact the missions if 
indications & warnings of 
overall capability are 
provided to an adversary. 

Severe impacts or 
consequences may occur if 
adversarial modification of 
information results in 
incorrect power system 
regulation or control actions. 

Due to loss of availability, 
severe impact to the mission 
capability may result and 
may in-turn have overall 
catastrophic consequences 
for the facility’s critical 
infrastructures and possible 
loss of human life. 

L L L General 
Information No adjustments No adjustments No adjustments 

Moderate High High Step 4 System 
Categorization: Overall Information System Impact: High 

 
Figure 3: Security Categorization Information Collection 

In addition, agencies may consider enhancing their SSPs with other analyses, decisions, 
assignments, and or approvals that were used in the categorization process.  Examples may 
include: 

• Agency’s business and mission areas (Step 1 in Table 1) 

• Legislative and executive information mandates affecting the information impact 
assignment or adjustment (Section 4.1.3) 

• Indicating whether the information is time-critical in rationales for assigning availability 
impact levels (Section 4.2.2.3) 

• Rationales for assigning information to the General Information Type (Section 4.1.2, 
Implementation Tip) 

• Results of reviews of the appropriateness of the provisional impact levels for information 
(Section 4.3) 
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• Results of considering the potential impacts to other organizations and considering, “in 
accordance with the USA Patriot Act of 2001 and Homeland Security Presidential 
Directives, potential national-level impacts in categorizing the information system” 
(NIST SP 800-53 security control RA-2) 

• Results of reviewing the identified security categorizations for the aggregate of 
information types (Step 4 in Table 1) 

• Effects of various factors and circumstances (e.g., data aggregation, critical system 
functionality, privacy, trade secrets, critical infrastructure, aggregation, critical system 
functionality, extenuating circumstances) on the system category (Section 4.4.2) 

• Whether and why the agency determined that the system impact level must be higher than 
any of the levels of the information types that the system processes (Section 4.4) 

• Approvals of all determinations or decisions (Step 4 in Table 1) 

4.6 Uses of Categorization Information 
The results of system security categorization can and should be used by, or made available to, 
appropriate agency personnel to support agency activities including: 

• Business Impact Analysis (BIA): Agency personnel should consider the cross-utilization 
of security categorization and BIA information in the performance of each activity. Their 
common objectives enable agencies to mutually draw from them, thus, providing checks 
and balances to ensure accuracy for each information system.  Conflicting information 
and anomalous conditions, such as a low availability impact and a BIA three-hour 
recovery time objective, should trigger a reevaluation by the mission and data owners. 

• Capital Planning and Investment Control (CPIC) and Enterprise Architecture (EA): Just 
as no IT investment should be made without a business-approved architecture,21 the 
security categorization that begins the security life cycle is a business-enabling activity 
directly feeding the enterprise architecture and CPIC processes for new investments, as 
well as migration and upgrade decisions.  Specifically, the security categorization can 
provide a firm basis for justifying certain capital expenditures and also can provide 
analytical input to avoid unnecessary investments.  

• System Design: Understanding and designing the system architecture with varying 
information sensitivity levels in mind may assist in achieving economies of scale with 
security services and protection through common security zones within the enterprise. 
For example, an information system containing privacy information may be located in 
one security zone with other information systems containing similar sensitive 
information.  Each zone may have varying levels of security. For instance, the more 
critical zones may require 3-factor authentication where the open area may only require 
normal access controls. This type of approach requires a solid understanding of an 
agency’s information and data types gained through the security categorization process.   

                                                 
21 FEA Consolidated Reference Model Document Version 2.3, October  2007 
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• Contingency and Disaster Recovery Planning: Contingency and disaster recovery 
planning personnel should review information systems that have multiple data types of 
varying impact levels and consider grouping applications with similar information system 
impact levels with sufficiently protected infrastructures. This ensures efficient application 
of the correct contingency and disaster protection security controls and avoids the over 
protection of lower impact information systems. 

• Information Sharing and System Interconnection Agreements:  Agency personnel should 
utilize aggregated and individual security categorization information when assessing 
interagency connections.  For example, knowing that information processed on a high 
impact information system is flowing to another agency’s moderate impact information 
system should cause both agencies to evaluate the security categorization information, the 
implemented or resulting security controls, and the risk associated with interconnecting 
systems.  The results of this evaluation may substantiate the need for additional security 
controls in the form of a Service Level Agreement, information systems upgrades, 
additional mitigating security controls, or alternative means of sharing the required 
information. 

 



 

APPENDIX A:  GLOSSARY OF TERMS 

Accreditation The official management decision given by a senior agency official to 
authorize operation of an information system and to explicitly accept the 
risk to agency operations (including mission, functions, image, or 
reputation), agency assets, or individuals, based on the implementation 
of an agreed-upon set of security controls. [FIPS 200, NIST SP 800-37] 

Accreditation 
Boundary 

All components of an information system to be accredited by an 
authorizing official and excludes separately accredited systems to which 
the information system is connected. Synonymous with the term security 
perimeter defined in CNSS Instruction 4009 and DCID 6/3. [NIST SP 
800-37] 

Accrediting 
Authority 

See Authorizing Official.  

Agency An executive department specified in 5 U.S.C., Sec. 101; a military 
department specified in 5 U.S.C., Sec. 102; an independent 
establishment as defined in 5 U.S.C., Sec. 104(1); and a wholly owned 
Government corporation fully subject to the provisions of 31 U.S.C., 
Chapter 91.  [41 U.S.C., Sec. 403] 

Authentication Verifying the identity of a user, process, or device, often as a 
prerequisite to allowing access to resources in an information system. 
[FIPS 200] 

Authenticity The property of being genuine and being able to be verified and trusted; 
confidence in the validity of a transmission, a message, or message 
originator. See authentication. 

Authorizing Official 
 

Official with the authority to formally assume responsibility for 
operating an information system at an acceptable level of risk to agency 
operations (including mission, functions, image, or reputation), agency 
assets, or individuals. Synonymous with Accreditation Authority. [FIPS 
200, NIST SP 800-37] 

Availability Ensuring timely and reliable access to and use of information. [44 
U.S.C., Sec. 3542] 

 A-1 



 

Business Areas “Business areas” separate government operations into high-level 
categories relating to the purpose of government, the mechanisms the 
government uses to achieve its purposes, the support functions necessary 
to conduct government operations, and resource management functions 
that support all areas of the government’s business.  “Business areas” are 
subdivided into “areas of operation” or “lines of business.” The 
recommended information types provided in NIST SP 800-60 are 
established from the “business areas” and “lines of business” from 
OMB’s Business Reference Model (BRM) section of Federal Enterprise 
Architecture (FEA) Consolidated Reference Model Document Version 
2.3 

Certification A comprehensive assessment of the management, operational, and 
technical security controls in an information system, made in support of 
security accreditation, to determine the extent to which the controls are 
implemented correctly, operating as intended, and producing the desired 
outcome with respect to meeting the security requirements for the 
system. [FIPS 200, NIST SP 800-37] 

Chief Information 
Officer 
 

Agency official responsible for: 
(i) Providing advice and other assistance to the head of the executive 
agency and other senior management personnel of the agency to ensure 
that information technology is acquired and information resources are 
managed in a manner that is consistent with laws, Executive Orders, 
directives, policies, regulations, and priorities established by the head of 
the agency; 
(ii) Developing, maintaining, and facilitating the implementation of a 
sound and integrated information technology architecture for the agency; 
and 
(iii) Promoting the effective and efficient design and operation of all 
major information resources management processes for the agency, 
including improvements to work processes of the agency. [PL 104-106, 
Sec. 5125(b)] 

Classified 
Information 

Information that has been determined pursuant to Executive Order 
(E.O.) 13292 or any predecessor order to require protection against 
unauthorized disclosure and is marked to indicate its classified status 
when in documentary form. 
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Command and 
Control 

The exercise of authority and direction by a properly designated 
commander over assigned and attached forces in the accomplishment of 
the mission. Command and control functions are performed through an 
arrangement of personnel, equipment, communications, facilities, and 
procedures employed by a commander in planning, directing, 
coordinating, and controlling forces and operations in the 
accomplishment of the mission. 

Confidentiality Preserving authorized restrictions on information access and disclosure, 
including means for protecting personal privacy and proprietary 
information. [44 U.S.C., Sec. 3542] 

Counterintelligence Information gathered and activities conducted to protect against 
espionage, other intelligence activities, sabotage, or assassinations 
conducted by or on behalf of foreign governments or elements thereof, 
foreign organizations, or foreign persons, or international terrorist 
activities. 

Criticality A measure of the degree to which an organization depends 
on the information or information system for the success of a mission or
of a business function. 

Cryptologic Of or pertaining to cryptology. 

Cryptology The science that deals with hidden, disguised, or encrypted 
communications. It includes communications security and 
communications intelligence. 

Executive Agency An executive department specified in 5 U.S.C., Sec. 101; a military 
department specified in 5 U.S.C., Sec.102; an independent establishment 
as defined in 5 U.S.C., Sec. 104(1); or a wholly owned government 
corporation fully subject to the provisions of 31 U.S.C., Chapter 91. [41 
U.S.C., Sec. 403] 

Federal Enterprise 
Architecture 
[FEA Program 
Management Office] 
 

A business-based framework for government-wide improvement 
developed by the Office of Management and Budget that is intended to 
facilitate efforts to transform the federal government to one that is 
citizen-centered, results-oriented, and market-based. 

Federal Information 
System 

An information system used or operated by an executive agency, by a 
contractor of an executive agency, or by another organization on behalf 
of an executive agency. [40 U.S.C., Sec. 11331] 
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General Support 
System 

An interconnected set of information resources under the same direct 
management control that shares common functionality. It normally 
includes hardware, software, information, data, applications, 
communications, and people. [OMB Circular A-130, Appendix III] 

High-Impact System An information system in which at least one security objective (i.e., 
confidentiality, integrity, or availability) is assigned a FIPS 199 potential 
impact value of high. [FIPS 200] 

Impact The magnitude of harm that can be expected to result from the 
consequences of unauthorized disclosure of information, unauthorized 
modification of information, unauthorized destruction of information, or 
loss of information or information system availability. 

Independent 
Regulatory Agency 

The Board of Governors of the Federal Reserve System, the Commodity 
Futures Trading Commission, the Consumer Product Safety 
Commission, the Federal Communications Commission, the Federal 
Deposit Insurance Corporation, the Federal Energy Regulatory 
Commission, the Federal Housing Finance Board, the Federal Maritime 
Commission, the Federal Trade Commission, the Interstate Commerce 
Commission, the Mine Enforcement Safety and Health Review 
Commission, the National Labor Relations Board, the Nuclear 
Regulatory Commission, the Occupational Safety and Health Review 
Commission, the Postal Rate Commission, the Securities and Exchange 
Commission, and any other similar agency designated by statute as a 
Federal independent regulatory agency or commission. 

Individual A citizen of the United States or an alien lawfully admitted for 
permanent residence. Agencies may, consistent with individual practice, 
choose to extend the protections of the Privacy Act and E-Government 
Act to businesses, sole proprietors, aliens, etc. 

Information An instance of an information type. [FIPS 199] 

Information Owner Official with statutory or operational authority for specified information 
and responsibility for establishing the controls for its generation, 
collection, processing, dissemination, and disposal. [CNSS Inst. 4009] 

Information 
Resources 

Information and related resources, such as personnel, equipment, funds, 
and information technology.  [44 U.S.C., Sec. 3502] 

Information Security The protection of information and information systems from 
unauthorized access, use, disclosure, disruption, modification, or 
destruction in order to provide confidentiality, integrity, and availability. 
[44 U.S.C., Sec. 3542] 
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Information System A discrete set of information resources organized for the collection, 
processing, maintenance, use, sharing, dissemination, or disposition of 
information.  [44 U.S.C., Sec. 3502; OMB Circular A-130, Appendix 
III] 

Information System 
Owner (or Program 
Manager) 

Official responsible for the overall procurement, development, 
integration, modification, or operation and maintenance of an 
information system. [CNSS Inst. 4009, Adapted] 

Information System 
Security Officer 

Individual assigned responsibility by the senior agency information 
security officer, authorizing official, management official, or 
information system owner for maintaining the appropriate operational 
security posture for an information system or program. [CNSS Inst. 
4009, Adapted] 

Information 
Technology 

Any equipment or interconnected system or subsystem of equipment that 
is used in the automatic acquisition, storage, manipulation, management, 
movement, control, display, switching, interchange, transmission, or 
reception of data or information by the executive agency. For purposes 
of the preceding sentence, equipment is used by an executive agency if 
the equipment is used by the executive agency directly or is used by a 
contractor under a contract with the executive agency which: (i) requires 
the use of such equipment; or (ii) requires the use, to a significant extent, 
of such equipment in the performance of a service or the furnishing of a 
product. The term information technology includes computers, ancillary 
equipment, software, firmware, and similar procedures, services 
(including support services), and related resources.  [40 U.S.C., Sec. 
1401] 

Information Type A specific category of information (e.g., privacy, medical, proprietary, 
financial, investigative, contractor sensitive, security management) 
defined by an organization or in some instances, by a specific law, 
Executive Order, directive, policy, or regulation. [FIPS 199] 

Integrity Guarding against improper information modification or destruction, and 
includes ensuring information non-repudiation and authenticity. [44 
U.S.C., Sec. 3542] 

Intelligence (i) the product resulting from the collection, processing, integration, 
analysis, evaluation, and interpretation of available information 
concerning foreign countries or areas; or  

(ii) information and knowledge about an adversary obtained through 
observation, investigation, analysis, or understanding.  The term 
'intelligence' includes foreign intelligence and counterintelligence. 
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Intelligence 
Activities 

The term 'intelligence activities' includes all activities that agencies 
within the Intelligence Community are authorized to conduct pursuant to 
Executive Order 12333, United States Intelligence Activities. 

Intelligence 
Community 

The term 'intelligence community' refers to the following agencies or 
organizations:  
(i) The Central Intelligence Agency (CIA);  
(ii) The National Security Agency (NSA);  
(iii) The Defense Intelligence Agency (DIA);  
(iv) The offices within the Department of Defense for the collection of 

specialized national foreign intelligence through reconnaissance 
programs;  

(v) The Bureau of Intelligence and Research of the Department of 
State;  

(vi) The intelligence elements of the Army, Navy, Air Force, and 
Marine Corps, the Federal Bureau of Investigation (FBI), the 
Department of the Treasury, and the Department of Energy; and  

(vii) The staff elements of the Director of Central Intelligence. 

Lines of Business “Lines of business” or “areas of operation” describe the purpose of 
government in functional terms or describe the support functions that the 
government must conduct in order to effectively deliver services to 
citizens.  Lines of business relating to the purpose of government and the 
mechanisms the government uses to achieve its purposes tend to be 
mission-based.  Lines of business relating to support functions and 
resource management functions that are necessary to conduct 
government operations tend to be common to most agencies.  The 
recommended information types provided in NIST SP 800-60 are 
established from the “business areas” and “lines of business” from 
OMB’s Business Reference Model (BRM) section of Federal Enterprise 
Architecture (FEA) Consolidated Reference Model Document Version 
2.3 

Low-Impact System An information system in which all three security objectives (i.e., 
confidentiality, integrity, and availability) are assigned a FIPS 199 
potential impact value of low. [FIPS 200] 

Mission Critical Any telecommunications or information system that is defined as a 
national security system (FISMA) or processes any information the loss, 
misuse, disclosure, or unauthorized access to or modification of, would 
have a debilitating impact on the mission of an agency. 
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Moderate-Impact 
System 

An information system in which at least one security objective (i.e., 
confidentiality, integrity, or availability) is assigned a FIPS 199 potential 
impact value of moderate and no security objective is assigned a FIPS 
199 potential impact value of high.  [FIPS 200] 

National Security 
Information 

Information that has been determined pursuant to Executive Order 
12958 as amended by Executive Order 13292, or any predecessor order, 
or by the Atomic Energy Act of 1954, as amended, to require protection 
against unauthorized disclosure and is marked to indicate its classified 
status. 

National Security 
System 

Any information system (including any telecommunications system) 
used or operated by an agency or by a contractor on behalf of an agency, 
or any other organization on behalf of an agency –  
(i) the function, operation, or use of which: involves intelligence 

activities; involves cryptologic activities related to national security; 
involves command and control of military forces; involves 
equipment that is an integral part of a weapon or weapon system; or 
is critical to the direct fulfillment of military or intelligence 
missions (excluding a system that is to be used for routine 
administrative and business applications, for example payroll, 
finance, logistics, and personnel management applications); or  

(ii) is protected at all times by procedures established by an Executive 
order or an Act of Congress to be kept classified in the interest of 
national defense or foreign policy. [44 U.S.C., Sec. 3542] 

Non-repudiation Assurance that the sender of information is provided with proof of 
delivery and the recipient is provided with proof of the sender’s identity, 
so neither can later deny having processed the information. [CNSS Inst. 
4009 Adapted] 

Potential Impact The loss of confidentiality, integrity, or availability could be expected to 
have: (i) a limited adverse effect (FIPS 199 low); (ii) a serious adverse 
effect (FIPS 199 moderate); or (iii) a severe or catastrophic adverse 
effect (FIPS 199 high) on organizational operations, organizational 
assets, or individuals. [FIPS 199] 
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Privacy Impact 
Assessment (PIA) 

An analysis of how information is handled:  
(i) to ensure handling conforms to applicable legal, regulatory, 

and policy requirements regarding privacy;  
(ii) to determine the risks and effects of collecting, maintaining, 

and disseminating information in identifiable form in an 
electronic information system; and  

(iii) to examine and evaluate protections and alternative processes 
for handling information to mitigate potential privacy risks. 
[OMB Memorandum 03-22] 

Public Information Any information, regardless of form or format that an agency discloses, 
disseminates, or makes available to the public. 

Risk The level of impact on organizational operations (including mission, 
functions, image, or reputation), organizational assets, individuals, other 
organizations, or the Nation resulting from the operation of an 
information system given the potential impact of a threat and the 
likelihood of that threat occurring. [FIPS 200, Adapted] 

Security Category The characterization of information or an information system based on 
an assessment of the potential impact that a loss of confidentiality, 
integrity, or availability of such information or information system 
would have on organizational operations, organizational assets, 
individuals, other organizations, or the Nation. [FIPS 199, Adapted] 

Security Controls The management, operational, and technical controls (i.e., safeguards or 
countermeasures) prescribed for an information system to protect the 
confidentiality, integrity, and availability of the system and its 
information. [FIPS 199] 

Security Objectives Confidentiality, integrity, and availability.[FIPS 199] 

Senior Agency 
Information Security 
Officer 

Official responsible for carrying out the Chief Information Officer 
responsibilities under FISMA and serving as the Chief Information 
Officer’s primary liaison to the agency’s authorizing officials, 
information system owners, and information system security officers. 
[44 U.S.C., Sec. 3544] 

Sensitivity Used in this guideline to mean a measure of the importance assigned to 
information by its owner, for the purpose of denoting its need for 
protection. 
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Sub-functions Sub-functions are the basic operations employed to provide the system 
services within each area of operations or line of business. The 
recommended information types provided in NIST SP 800-60 are 
established from the “business areas” and “lines of business” from 
OMB’s Business Reference Model (BRM) section of Federal Enterprise 
Architecture (FEA) Consolidated Reference Model Document Version 
2.3 

System See Information System. 

Telecommunications The transmission, between or among points specified by the user, of 
information of the user's choosing, without change in the form or content 
of the information as sent and received. 

Threat Any circumstance or event with the potential to adversely impact agency 
operations (including mission, functions, image, or reputation), agency 
assets,  individuals, other organizations, or the Nation through an 
information system via unauthorized access, destruction, disclosure, 
modification of information, and/or denial of service. [CNSS Inst. 4009, 
Adapted] 

Vulnerability Weakness in an information system, system security procedures, internal 
controls, or implementation that could be exploited or triggered by a 
threat source. [CNSS Inst. 4009, Adapted] 

Weapons System A combination of one or more weapons with all related equipment, 
materials, services, personnel, and means of delivery and deployment (if 
applicable) required for self-sufficiency. 
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